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ABSTRACT: This Paper Proposes an Automatic Toll
Collection System to Debit the Toll of Moving Vehicles at
A Toll Plaza in India. An Effective Approach Is Presented
Here to Localize the License Plate of Vehicles. A Database
Has Been Created and Linked to Test the Performance of
The Prototype Toll Collection System of Moving Vehicles.
The Database Includes the Number of Vehicles, Vehicle
Owner’s Name, The Unique Identification Number of The
Vehicle Owners, Their Mobile Number and Balance of
The Linked Bank Account. The Results Show A
Significant Reduction in The Vehicle Waiting Time,
Queue Length, Fuel Wastage, And Excretion of Pollution
at A Toll Plaza. In Future the System Can Be Used for
The Theft Control. The Challenges Faced by Vehicle
Challans and Brings A Better and Automated Solution for
Vehicle Challans. A Simple Tweak in The Fastag system,
Can Bring A Vast Change to Entire Transport System. In
Order to Apply This System A Modification in Existing
TOLL System Has to Be Achieved Using Additional
Equipment (Machine Learning Capable System and
Secure Database).

KEYWORDS: ALPR, Intelligent toll collection system,
LabVIEW, Vision assistant, Morphological filters, Vision
acquisition, MyRio, FASTag, Object detection, YOLO,
TOLL, Object detection, CNNs.

I. INTRODUCTION
For Indian drivers, excessive traffic is a regular occurrence,
thus having to wait in long lines at toll booths is always a
hassle and a waste of time. The government has implemented
FASTag, an RFID-powered tag, to address this issue and
make the toll the experience of the plaza is less complicated.
You have to drive through the toll booth, attach the tag to your
windscreen, and you're done! The plaza's scanner will
recognize the tag, which will automatically deduct the toll fee
from your bank account. Having said that, the system is still
quite young and therefore susceptible to some mistakes and
failures. The card might be easily lost, damaged, or stolen
because it is attached to your windscreen. Due to manual toll
collection system and their slow processing, the heavy traffic
jams and long queue at the toll plazas has become a great
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challenge in India. This is also a cause of long waiting time
and wastage of fuels during toll collect.

Apart from it, this is also increasing the excretion of pollution
and decrease the speed of the highways which may be the
inadequate quality of the food products specially milk
products. Many countries like Japan, Korea, and America etc.
are doing research in this field. The paper presents an
automatic toll collection system (ATCS) can play a vital role
by reducing the toll processing time of the moving vehicle at
toll plaza. The automatic license plate recognition (ALPR)
approach is based on the reading of the number plate of a
moving car using various image processing techniques. There
is unique identity card (i.e., Aadhaar Card) for Indian citizen.
As per the policy of Indian government, every Indian must
link their mobile number, bank account and vehicles with
his/her Aadhaar Card. This paper proposed an approach to
identify the owner of the vehicle, his bank account which is
registered license plate of the vehicle and linked Aadhar card
and automatically deduction of the toll amount from his bank
account which is liked with the Aadhar card. It means every
vehicle in India is directly or indirectly linked with bank
account of the vehicle owner. Many countries have applied
different methods for toll collections like travel time
estimation and prediction (TTEP) and Global System for
Mobile Communications (GSM) based car tracking,
automatic vehicle identification, light mirror technique etc.
but here is the most famous approach is electronic toll
collection (ETC). Norway has been the world’s pioneer in the
widespread implementation of this technology. First ETC
was introduced in Bergen, in 1986. For Taiwan, a comparison
study of electronic toll collection (ETC) and manual toll
collection (MTC) was conducted. Some of the benefits of
these techniques have been addressed here. There are
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numerous benefits to the use of license plate recognition
software, but there are also some disadvantages. The time-
consuming task of manually recording license plate numbers
can be eliminated with automatic license plate recognition.
The actual registration number is virtually hard to see,
especially when a car is rushing past. Automatic number plate
recognition systems capture the numbers of vehicles in real
time as well as offer a detailed picture of traffic patterns.
There is still and video footage in many automatic license
plate recognition systems. Some are designed to take
photographs when a vehicle accelerates runs a red light, or
makes an incorrect turn. The recording is steady in a variety
of camera positions and angles, as well as in a variety of
weather situations. Traffic departments and legal counsel can
both benefit from video footage. Serial traffic violators are
determined by license plate recognition. The system also aids
with reactive security. Inspections, forensics, investigations,
and legal proceedings are all examples of this. Automatic
license plate recognition appears to be a need no matter how
you look at it. With these some drawbacks are also.

. _ | TOLLFee
Vehicke ) RFIFASTag) | |

V| Payment

Il. FASTAG
Rapid and exciting changes are being made to the Indian
economy's face. As a result of the digital transition, our lives
are now more convenient and effective, and routine tasks are
no longer taxing. Attempt to recall the last time you had to
endure hours-long lines. Or when you needed to visit several
different stores to acquire a small number of items? As a
result, daily tasks are now simple, quick, and convenient
thanks to widespread digitization across many industries.
And now it is being applied on the highways, away from your
house. Around 615 toll plazas on national highways across
the nation have installed the FASTag technology
adjustments. The administration is anxious to adopt a cashless
system. The steps performed in ATCS are automatic vehicles
identification and their classification, transaction processing
and violation enforcement. The automatic license plate
recognition approach is used for the first step. The
LABVIEW is used with the vision assistant and vision
acquisition modules and my re-configurable Input/Output
(MyRIOQ) is used as the hardware module. Morphological
filters such applied to make the captured image smooth and
optical character reader (OCR) is used to read the license
plate of the vehicle in real time. A database has been created
using Microsoft SQL Server Management Studio and linked
to the program using Open Database Connectivity (ODBC)
drivers to test the performance of the prototype toll collection
system of moving vehicles. LABVIEW in this system is
providing the user-friendly environment. The fast response
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and efficient detection are the additional benefits of this
system.

Image 1: Basic TOLL concept system

Image 2: Advance TOLL &Challan system concept

111. WORKING
RFID technology enables a device to capture the digital data
encoded in RFID tags using the radio waves. RFID is
catalogued under a wide-ranging technology called
Automatic Identification and Data Capture (AIDC). It uses
radio waves to automatically detect tags, collect data about
them and enter the collected data straightforwardly into the
computer systems with the help of a micro controller or
processorFASTag is fixed to the windscreen of the vehicle
and is associated to a prepaid account. Toll payments are

made over RFID, as the vehicle passes through the toll gate,
which means you do not have to stopover at a toll plaza on
your journey. The prepaid FASTag account will be deducted
for the transaction which makes payments simpler. As far as
four-wheelers are concerned FASTag will work fine then
what about two-wheeler and vehicles that doesn’t have RFID
baked into vehicle. For situations like that | came up with a
solution, which involves in image processing and machine
learning.
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IV. AUTOMATIC LICENSE PLATE RECOGNITION
The ALPR approach has three steps: The image acquisition
of moving vehicle, extraction of license plate and the
recognition of the license plate. The image acquisition is the
first step and can be done in many ways such as an image
acquisition card can be used to convert video signals into
digital images, or a sensing system can be developed using
two charge coupled devices (CCDs) and a prism. The sensing
systems can take images in wide range of illuminations and
without blurring.
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a. Separation of the pixels has been done into two clusters
based on the threshold.

b. Finding the means of the clusters

Finding difference of square of the means

d. Multiply by the number of pixels in one cluster to the
other.

134

The license plate extraction is the most important task of the
ALPR approach. It is difficult in India as compared to other
countries due to lack of size and color specification of
vehicles number plant because many colors are allowed for
the same. The vehicle number plate can be extracted by using
many features such as scale-shape analysis. Here in-built
laboratory virtual instrument engineering workbench
(LabVIEW) tool is used to convert the captured image into
gray scale as well as to the binary. A morphological filter such
as remove small objects, particle filtering is used to smooth
the captured image of the vehicle plate. The shape analysis
can eliminate the need for fix specification of number plate to
much extent. Further edge detection is also used in some
papers, but it leads to more errors. Two neural network filters
can also be used with an after processer to combine the
filtered images to extract number plates, but it needs
horizontal to vertical ratio of plate size. The shape detection
is an inbuilt tool provided in the Lab VIEW to identify the
various shapes in the image with variable size.
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The rectangle is searched for finding the number plate in the
captured image. Moreover, various parameters are given as
input like ranges for width and height of rectangle, window
size and step sizes for row and column. The selection of the
step size is based on the number of pixels in the moving
window during each of the iteration to find out the rectangle.
There are three filters are used to recognize the number plate
of moving vehicle. The remove small particles (RSP) filter is
the low pass filter which removes small the particles
according to their widths compared to the specified by a
parameter called filter size. For a given filter size N, the filter
removes all particles with size less than or equal to (N-1) in
(N-1)/2 erosions. Moreover, the particle filtering is used to
filter the particles from the captured image. The particles can
be filtered by setting the ranges for center of mass, width of
particle, height of particle, perimeter, or area of the particle.
The particles falling in the ranges are removed and the rest
remain with the same values. The equalization is the third step
of the number plate reorganization system. The equalize
function changes the gray-level values of the pixels to make
them evenly distributed in the defined range i.e., 0 to 255 for
an 8-bit image. It is used to improve the contrast in the image.
License Plate recognition can be done by many methods like
Statistical pattern recognition template matching, neural
network recognition and optical character reader (OCR). The
most simple and effective way of doing character recognition
is OCR. It is the mechanical or electrical conversion of the
handwritten, typed or printed text into the machine-encoded
text. LabVIEW’s inbuilt OCR tool is used in this paper. The
tool has many benefits like options for selecting the threshold
for the characters to be recognized and can set the ranges of
width and height of the characters to be read. There are two
segmenting theorems given-shortest segment for reading
close characters and Legacy auto split for reading tilted
characters. The ALPR approach is mostly performed in
MATLAB, but LabVIEW is better option because it provides
virtual platform and easy way to interface with the hardware
for image processing applications.

V. SYSTEM CONFIGURATION
The prototype of the automatic toll collection system consists
of a vehicle detector, camera, MyRIO, computer and vehicle
barrier system. The vehicle detector is mounted at a desired
distance from the barrier. It generates a signal as the vehicle
reached at the desired location and sends the signal to the
MyRIO to activate the camera. Once the camera is activated,
it adjusts the brightness and then capture the picture of the
moving vehicle. Here a simple camera (laptop web cam) is to
capture the picture, but high-speed cameras which can
capture better quality picture at the interval of 1ms. The
captured image of the vehicle is transferred to the MyRIO.
This executes the program for the extraction of number plate
from the captured image. Further, it also does a real time
processing on the captured image to extract the ‘text’ from
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the license plate. It is a realtime embedded evaluation board
made by National Instruments.
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'
Image Processng
|rmage conversaan I.iuhuh 0 Apply thieshold and bnage’ Bemnove Saall  Asply shape identificamon

rocess comensos 1o ey 10 member plate exirction

0 iy Parncies

'

Apply OCR fo reod mutnber plate

Specify region of  OCR separanes R extracts femture Assign » chanscrer valug
isterest (ROT each charactens | indormuation of each characier 10 each character
'
Matchmg of Number plate - Data Base

'

Usey Identified

Toll Collection - Calewionie Toll

Ameust Detectd Accoun Balance !

Message 0o Contd room

not suffincient Py
for masal toll collectinn

'

» Mowsage 0 s

VI. OBJECT DETECTION
For vehicles that don’t have any FASTag will be scanned
using object detection. In order to so ‘yolo object detection
algorithm’ is used where we will train a set of images [5]. In
order to do this, we need machine(computer) capable of doing
machine learning tasks. First, we can train images and get the
trained weight file. With help of weights files, we can proceed
with the object detection.
1.is there an object?
2.boundind box
3.classlables

is there an object?

Bounding box

Ciass labels

VII. Mathematical model for threshold equalisation
Let {X} be a discrete grayscale image and let the number of
occurrences of gray level | be NI. The probability of an
occurrence of a pixel of
level | in the image can be expresses as
Pi(l) =P(i=1)=NI
N; 0<1<L(1)
L is the total number of gray levels (256 for an 8-bit image),
N being the total number of pixels in the image and
Pi(l) being in fact the image’s
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histogram for pixel value |, normalized to [0,1]. The
cumulative distribution function (CDF) corresponding to Pl
can be defined as:

cdfi(l) =i

k=0Pi(k) (2)

The new image {j} with a flat histogram can be produced by
creating a transformation of the form j = H(i). Such an image
would have a linearized cumulative distribution function
(CDF) across the value range, i.e.

cdfj(1) = la (3) for some constant a.

The properties of the CDF allow us to perform such a
transform; it is defined as:

cdfj(j

) = cdfj(H(m)) = cdfi(m) (4)

where m is in the range [0, L]. Notice that T maps the levels
into the

range [0, 1], since we used a normalized histogram of {i}. To
map the

values back into their original range, the following simple
transformation needs to be applied to the result:

J

’

= j(max{X} — min{X}) + min{X} (5)

Now, threshold is applied to the image to convert it into
binary form.

For this purpose, Otsu’s global thresholding method is used.
The value of the threshold is taken in such a way that the
whole of the number plate gets covered. The Otsu’s method
sets the threshold so that each cluster is too tight, to
minimizing their overlap. This is not changing the
distributions but tries to adjust where to separate them (the
threshold). The goal is to select the threshold to minimize the
combined spread.

The within variance can be calculated as: 62

within(T) = nB(T)c2

B(T) + nO(T)c2

o(T) (6)

where, nB (T) is the total number of background pixel in the
image and can be calculated as:

nB(T)=YT- 1

i=0 p(i) (7)

While, no (T) is the total number of foreground pixel in the
image and can be calculated as:

nO(T) = YN- 1

i=T p(i) (8)

The 62

B(T) is the variance of the pixels in the background (below
Threshold) in the image.

The 620(T) is the variance of the pixels in the

foreground (above Threshold) in the image and [0, N-1] is the
range of intensity level.

To get the between-class variance (62

Between(T)), the within-class

variance (02

within(T)), has been subtracted from the total variance
(62(T)), of the combined distribution in the image.

62
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Between(T) =062 — 62
within(T) (9)
o2
Between(T) = nB(T)|uB(T) — n
2 = nO(T)[pO(T) — p]
2 (10)
where, p is the mean of the variance. The between-class
variance
(02
Between(T)), is simply the weighted variance of the cluster
means
themselves around the overall mean and can be calculated as:
i =nB(T)UB(T) + nO(T)HO(T) (11)
The between-class variance can be obtained after solving
equation
(10) and (11) and can be expressed as:
62
Between(T) = nB(T)nO(T)[uB(T) — nO(T)]2 (12)
The selection of the potential threshold (T) has been done
using the following steps:

.u-ullll

Fig: Process and Statistics

VIII. ANALYSIS OF AUTOMATIC LICENSE PLATE
RECOGNITION SYSTEM
The performance of the automatic license plate recognition
(ALPR) system has been tested with 10 vehicles of 4 different
states such as the Uttar Pradesh (4 vehicles), Delhi (04
vehicles), Punjab (01 vehicle) and Haryana (01 vehicle) of
India as mentioned table. The captured images are picked of
different vehicles with different kinds of license plates and in
different conditions. For example, the vehicles of license
plate DL6CR0351, DL13CA6236, DL10CD4160, consists of
their licensed number and other text “IND” while the vehicles
of license plate UP16AN2500 consist of their licensed
number and other text “IND” as well as text
“ITRUGIRRBR”. The remaining vehicles of license plate

PB04N6456, UP16BP2100, HRIOW9257, UP16BF9137,
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UP16AN0479 and DL8CG8235. Apart from it, the text size,
text, style and unequal space between two characters. But the
ALPR system correctly identified the license number of all
the vehicles after elimination of the remaining text as
mentioned in Table is the function of system length, length of
queue, waiting.

The database of the vehicles

Plate Number Owner Aadhar Mobile Balonce
Name Number Number (Rupees)

DLSCRE351 Amit Verms 438357255813 5897321485 500.00

DLI13CAGZ36 Sumst 438346151345 5897352428 500.00

Aumar

Hemansho

Samju
Ravi Eumar
Anjali
Rzineesh

Fig: Flow chart

IX. DISCUSSIONS
The detail description of fuel consumption and pollution
generation for various vehicle arrival rates for a toll plaza
system rated with 65 vehicles/hour can be found in table. The
fuel consumption and production of the pollution is the
function of system length, length of queue, waiting time
increases with respect to the vehicle arrival rate at the toll
plaza. The simulation result shows that the automatic toll
collection system saves the fuel approximately 22.35 liter per
day with the vehicle arrival rate of 40 vehicles/hour. While
the fuel consumption at the toll plaza decreased 15.6, 20.97
and 31.4 times with ATCS as compared to MTCS for the
vehicle arrivals rate of 45, 50, 55 vehicles/hour respectively.
The pollution production at the toll plaza during toll
collection reduced 11-31 times with the ATCS as compared
to the MTCS as mentioned in table. Approximately 133 kg
per day less pollution generates at toll plaza with ATCS as
compared with MTCS for the wvehicle arrival rate 55
vehicles/hours. In case of with the 60 vehicles/hour arrival
rate, the CO2 emission reduced 251.4 Kg/Day at the toll plaza
with ACTS. The human body excretes 0.92 Kg/day. It means
a reduction in CO2 by the ATCS at the toll plaza of one lane
is equal the CO2 excrete by 273 humans per day. In other
words, it decreases the CO2 of 273 humans on the ground. In
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general, every toll plaza has 8-10 lanes, therefore, the
maximum total CO2 at a toll plaza with ATCS will decrease
2514 Kg/Day (i.e., 2730 humans per day). As shown in table
and table the time consumption and fuel consumption at toll
plaza decreases it increases average movement of the speed
of the vehicles and again decrease the fuel consumption.

X. CONCLUSION

This paper proposes an automatic toll collection system
(ATCS) for toll plaza to collect the tolls of moving vehicles.
The optical character reader (OCR) with small particle filter
shows better performances in higher accuracy and small
average inspection time (fast speed) for number plate
extraction of a moving vehicle. The ATCS decreased, the
system length, length of queue, vehicle waiting time at the
toll plaza in comparison to manual toll collection system
(MTCS). As the fuel consumption and excretion of the
pollution at the toll plaza depends on the waiting time of the
vehicles. Therefore, ATCS further decrease the wastage of
fuel and excretion of pollution at the toll plaza. There are
many challenges to be addressed for implementation of the
automatic toll collection system such as linking of the vehicle
license with the bank account of the user. Apart from it, the
proposed system requires high resolution cameras. The
ATCS can also be applied in parking areas and for security
purposes in buildings and government offices by doing some
minor changes. when compared to RFID based FASTag,
DSRC based FASTag results in avoidance of congestion at
toll gates. The waiting time of vehicles at toll boots is less
when DSRC based FASTag is used. From the graphs, average
speed of the vehicles, average time of the vehicles, mean of
the vehicles, median of the vehicles is obtained. From average
time of the vehicles, there by concluding that DSRC
technology will be more useful in tollgate congestion rather
than RFID tollgate system. By installing additional tolls or
checkpoints, DSRC systems can be readily extended to other
routes or across neighboring regions. As a result of the
potentially large number of toll sites required to offer
adequate coverage, expanding these kinds of systems to cover
far greater areas is less cost effective.
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loT-Based Health Monitoring System
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ABSTRACT: In Recent Years, Heightened Awareness of
Escalating Health Concerns Has Prompted A Greater Focus
on Personal Well-Being. This Paper Details the Conception
and Execution of an lot-Driven Health Monitoring System
Integrating Temperature and Pulse Rate Sensors.
Continuous Monitoring of the Patient's Vital Signs Enables
Real-Time Updates for the Doctor, Accessible Remotely. In
Case of Abnormal Health Conditions, Instant Alerts are
Dispatched Via Email, Allowing the Doctor to Promptly
Diagnose Issues and Potentially Save Lives. This Project
Aims to Facilitate Timely Communication of The Patient's
Health Status to The Doctor, Enabling Swift Intervention in
Case of Anomalies.

KEYWORDS: Health monitoring, 10T, Temperature
sensor, Pulse rate sensor, Remote monitoring, Real-time
updates, Abnormality alerts, E-mail notifications, Timely
communication, Patient's condition, Doctor intervention.
l. INTRODUCTION

With the escalating concerns about health and the increasing
prevalence of diseases, the need for continuous health
monitoring has become paramount. This paper introduces an
loT-based Health Monitoring System designed to address this
imperative. In response to the challenge that doctors face in
monitoring patients continuously, especially those requiring
constant attention, the proposed system integrates temperature
and pulse rate sensors. These days, the expansion of innovations
by wellbeing specialists is exploiting these electronic devices
[1]. The paper details a health monitoring system leveraging
10T, incorporating wearable sensors for measuring EMG, ECG,
temperature, blood glucose levels, and muscle activity. Cloudlet
computing and processing, alongside pattern recognition and
machine learning algorithms, were employed for data storage
and analysis [2]. The significance of this loT-based health
monitoring system lies in its ability to bridge the gap between
constant patient surveillance and the demands on a doctor's
time. By providing timely updates and alerts, the system not
only enhances patient care but also contributes to optimizing
doctors' responsiveness and, consequently, improving overall
healthcare outcomes. While individuals with coronavirus illness
feel ill, their oxygen levels are often insufficient [3]. This paper
offers insights into healthcare management technology, aiming
to safeguard patients against potential health issues and assist
physicians in administering suitable doses at the right times
throughout a patient's life [4].
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1.1 HEARTBEAT SENSOR

A heartbeat sensor is employed to measure the digital output of
heart beats per minute. It includes two LEDs emitting red and
IR light. The calculation of the heartbeat rate relies on the
variation in IR light caused by the contraction and relaxation of
the heart, determining the pulse rate based on the increase or
decrease in oxygenated blood.
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Fig. 1. Wearable Health Monitoring System with 10T
Integration and Messaging Functionality.
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1.2 Data acquisition, processing, sensing & transmission:
The data lifecycle involves some key stages:

Acquisition, processing, sensing, and transmission. Sensors
gather real-world data, which is then acquired and processed
locally or on edge devices. Following processing, the
information is sensed to extract meaningful insights. Finally,
the processed data is transmitted to central systems or the cloud
for further analysis, storage, and decision-making in the broader
10T ecosystem. This cyclic process forms the foundation for
efficient and responsive 10T applications.

1.3 Data concentration cloudlet processing:

A heartbeat sensor is employed to measure the digital output of
heart beats per minute. It includes two LEDs emitting red and
IR light. The calculation of the heartbeat rate relies on the
variation in IR light caused by the contraction and relaxation of
the heart, determining the pulse rate based on the increase or
decrease in oxygenated blood.
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1.4 Cloud processing analytics visualization:

In 10T, Cloud processing encompasses analytics and
visualization to derive meaningful insights from data. The data
collected from loT devices is processed in the cloud, leveraging
analytical tools to extract valuable information. Subsequently,
visualization techniques are applied to represent these insights
in a comprehensible manner, aiding decision-making. This
integrated approach in cloud computing enhances the efficiency
and effectiveness of 10T applications by providing a centralized
platform for advanced processing, analytics, and intuitive data
representation.

1.5 Role of 10T in Health Monitoring:

10T plays a crucial role in health monitoring, functioning as a
monitoring and assessment tool to track the real-time condition
of structures, machinery, or equipment. It gathers, analyzes, and
transmits diverse data parameters related to the service
condition, leading to cost optimization in repair and
maintenance. This technology minimizes the need for manual
intervention, enhances efficiency, and extends the lifespan of
machinery by promptly identifying and addressing issues.[5]

1. TYPES OF VISIONS FOR 10T BASED HEALTH
MONITORING SYSTEM:

Visions in the context of loT-based Health Monitoring Systems
can be categorized into:
2.1 Remote Patient Surveillance:
Enabling healthcare professionals to monitor patients remotely,
enhancing accessibility and reducing the need for frequent
hospital visits. I-Body, the focus is on continuous monitoring to
swiftly identify early signs of health issues, empowering
individuals and healthcare providers to take proactive measures
for better health outcomes.

2.2 Predictive Analytics:

Applying machine learning to historical health data predicts
potential health issues, allowing for preventive measures and
timely interventions. Leveraging I-Body data for predictive
analysis involves using machine learning to foresee potential
health issues. This capability enables timely preventive
measures and interventions based on individual health trends.

2.3 Efficient Healthcare Delivery:

Streamlining healthcare processes through 10T can lead to more
efficient and cost-effective delivery of medical services,
improving overall healthcare systems.

2.4 Data-Driven Research:

Aggregated data from large-scale 10T health systems can
contribute to medical research, fostering a better understanding
of diseases and treatment effectiveness.

2.5 Smart Health Infrastructure:

Integrating loT into healthcare infrastructure can lead to smart
hospitals and clinics, where devices communicate to optimize
patient care and resource allocation. Integrating I-Body into
healthcare infrastructure transforms facilities into smart
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environments. Devices communicate seamlessly, leading to
more efficient patient care, resource allocation, and overall
operational improvements.

2.6 Wearable Technology Integration:

Increasing integration of health monitoring features into
everyday wearables for continuous, unobtrusive health
tracking. 1-Body ensures a seamless integration of health
monitoring features into everyday wearables. This integration
enhances user experience, making health tracking more
unobtrusive and accessible.

2.7 Global Health Connectivity:

Establishing a globally connected network of health monitoring
systems facilitates information sharing, aiding in the
management of global health challenges. Through I-Body, a
globally connected network emerges, facilitating the exchange
of health information. This interconnected system aids in
addressing global health challenges more effectively through
collaborative efforts and shared insights.

1. RELATED WORK
In this section, we exemplify various threats to l0T-based
health monitoring system:
3.1 Security Vulnerabilities:
IoT devices may be susceptible to cybersecurity threats,
including unauthorized access, data
breaches, and malicious attacks,
confidentiality and system integrity.

compromising patient

3.2 Data Privacy Concerns:

The collection and transmission of sensitive health data raise
privacy issues. Inadequate data protection measures may result
in unauthorized access, leading to breaches of patient privacy.

3.3 Interoperability Challenges:

Integrating diverse 10T devices and platforms may pose
interoperability challenges, hindering seamless communication
and data exchange among different components of the health
monitoring system.

3.4 Device Malfunctions:

Technical failures or malfunctions of loT devices, such as
sensors or communication modules, could disrupt the
continuous monitoring process, affecting the reliability of
health data.

3.5 Network Issues:

Reliance on network connectivity for data transmission makes
the system susceptible to disruptions, delays, or outages,
impacting the real-time monitoring capabilities of the health
system.

3.6 Data Accuracy and Integrity:

Inaccurate sensor readings or data manipulation could lead to
incorrect health assessments, potentially causing misdiagnoses
or inappropriate medical interventions.
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IV. A  PATIENT MONITORING SYSTEM
UTILIZING THE INTERNET OF THINGS FOR
REAL TIME TRACKING AND OBSERVATION:
Introduced a real-time tracking system designed to assist in
intensive care units (ICUs). The system integrates data from
body sensors, utilizing Arduino Uno, and transfers it to a
dedicated application. This application facilitates the
monitoring of specific parameters within a defined range and
connectivity. Leveraging 1oT Cloud and protocols, the system
enables diverse data transmission ranges to the associated
application.

Security Vulnerabilities

Data Privacy Concerns

Interoperability Challenges

!

Device Malfunctions

!

Network Issues

Data Accuracy and Integrity

Fig. 2. Threats to loT-Based Health Monitoring
System

V. PROPOSED WORK
We propose the following security methods to mitigating health
monitoring system in 10T:
5.1 Secure Authentication:
Utilize robust authentication mechanisms for both devices and
users to prevent unauthorized access and ensure only authorized
individuals can interact with the system.
5.2 Interoperability Standards:
Adhere to established interoperability standards to ensure
seamless communication and integration between different
components of the health monitoring system.

5.3 Continuous Monitoring of System Health:

Implement real-time monitoring of the health monitoring system
itself to promptly detect and address any anomalies or security
breaches.
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5.4 Securing loT Technologies:

Various protocols need to developed, tested and implemented
regularly. Probabilistic logic is be implemented while framing
the protocols.

5.5 Privacy by Design:

Integrate privacy considerations into the system design phase,
emphasizing data minimization, purpose limitation, and user
consent to address data privacy concerns.

5.6 Redundancy and Backup Systems:

Establish redundancy and backup mechanisms to ensure the
availability and continuity of health monitoring services in the
event of device malfunctions or network issues.

5.7 Compliance with Regulations:

Stay abreast of and comply with relevant healthcare regulations,
data protection laws, and industry standards to maintain legal
and ethical practices.

The Blood Pressure Detector is a non-invasive device
specifically created for measuring human blood pressure.
Utilizing the oscillometric method, it gauges systolic, diastolic,
and mean arterial pressure. These devices function by inflating a
cuff, briefly interrupting blood flow through the brachial artery.

(5]

Algorithm:
1. Begin
2. ldentify Potential threats that could harm in 10T.
3. Focus on the Most Probable Threats that could the
resources of 10T.
4. Determine various Security Measures to Protect
Resources of 1oT.
Implement Measures Protect Resources of 10T.
6. Assess the Level of Security implemented in 10T to
Prevent Unauthorized Access.
7. End

o
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Identify Potential threats that could
harm in loT.

\2

Focus on the most probable Threats
that could resources of 10T.

i

Determine various Security Measures
to protect Resources of 10T.

2

Implement Measures Protect
Resources of oT.

v

Assess the Level of Security to
implement in 10T to prevent
Unauthorized Access Unauthorized
Access.

Fig. 3. Procedure to safeguard the loT from various

VI. RESULT & ANALYSIS
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Vulnerability before the implementation
of proposed measures

13

18

21

19

B Security Vulnerabilities m Data Privacy Concerns
M Interoperability Challenges @ Device Malfunctions

B Network Issues B Data Accuracy and Integrity

Fig. 4. Vulnerability before following proposed security
Measures

S.No Types of Attacks Possible on Percentage of
10T Based Health Vulnerability
Monitorizing System
1 Security Vulnerabilities 18
2 Data Privacy Concerns 21
3 Interoperability Challenges 19
4 Device Malfunctions 12
5 Network Issues 17
6 Data Accuracy and Integrity 13
Vulnerability before the implementation
of 100
Proposed Security Measures

S.No Types of Attacks Possible on Percentage of
0T Based Health Vulnerability
Monitorizing System
1 Security Vulnerabilities 5
2 Data Privacy Concerns 3.2
3 Interoperability Challenges 2.8
4 Device Malfunctions 3
5 Network Issues 6.7
6 Data Accuracy and Integrity 4.3
Vulnerability after the implementation
of 25
Proposed Security Measures

Table 1. Types of Possible Attacks on 10T- Based
Health Monitoring System

Table 1. Types of Possible Attacks on 10T- Based
Health Monitoring System
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proposed measures

B Security Vulnerabilities M Data Privacy Concerns

H Interoperability Challenges = Device Malfunctions

B Network Issues B Data Accuracy and Integrity

M secure zone

Fig. 5. Vulnerability before following proposed security
Measures

VILI. CONCLUSION
The loT-based health monitoring system proves to be a
transformative solution, seamlessly integrating technology into
healthcare. Its real-time data collection, remote monitoring
capabilities, and data analytics contribute to more proactive and
personalized patient care. This system not only enhances patient
outcomes but also streamlines healthcare processes, ultimately
ushering in a new era of efficient and patient-centric healthcare
delivery.
VIII. FUTURE

loT-based health monitoring systems could focus on refining
sensor technologies to enhance data accuracy and reliability.
Additionally, the integration of advanced machine learning
algorithms could enable predictive analytics for early detection
of health issues. Exploring interoperability standards to ensure
seamless communication between diverse devices and platforms
is crucial. Furthermore, addressing cybersecurity concerns to
safeguard sensitive health data remains an ongoing priority.
Collaborative efforts with healthcare professionals, engineers,
and policymakers will be essential for shaping the future
evolution of 10T in healthcare.
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ABSTRACT: In the Aftermath of the COVID-19 Pandemic,
The Global Surge in Reliance on Digital Media Platforms
Has Underscored the Significance of Advanced Video
Surveillance, Video Content Analysis, And Video
Retrieval Tasks. Traditional Methods for Shot Boundary
Detection (SBD) Face Challenges, Particularly in
ldentifying Gradual Transition Types of Shot Boundaries.
SBD Serves as A Crucial Initial Step in Video Processing,
Facilitating the Segmentation of Video Sequences into
Distinct Shots. Large-Scale Videos Encompass Diverse
Shot Transitions, Including Gradual and Cut Variations.
Achieving Higher Accuracy in Detecting These
Transitions Demands an Efficient SBD Method. While
Prior Researchers Have Proposed SBD Methods
Employing Supervised Machine Learning Approaches,
The Limitation of Data Availability for Training Poses A
Constraint. Unsupervised Approaches Have Also Been
Explored in Previous Literature; However, They Often
Fall Short in Accurately Detecting Gradual Transition
Shot Boundaries. This Paper Introduces an Innovative
Approach To SBD, Utilizing A Distance Calculating
Algorithm Based on Principal Component Analysis (PCA)
Features and Complementing it with A Deep Learning
Method to Enhance Precision in Detecting Gradual
Transition Shot Boundary Frames and Normal Frames.
The Proposed Methodology Involves the Following Steps:
First, PCA Is Applied for Feature Extraction from Video
Frames, Wherein the Most Significant Eigenvectors and
Eigenvalues Are Analyzed. Subsequently, A Distance
Calculating Algorithm Is Employed on Adjacent Video
Frames, Leveraging Their Eigenvectors and Eigenvalues
to Ascertain Shot Boundaries. To Further Refine
Detection Accuracy, False Detection Boundaries Are
Scrutinized and Classified Using Convolutional Neural
Networks (CNN). Experimental Results Demonstrate the
Efficacy of The Proposed Method, Showcasing Its Ability
to Improve the Precision of Gradual Transition Shot
Boundary Detection.

KEYWORDS: Shot Boundary Detection, Shd, Video
Analysis, PCA, Deep Learning, Cnn, Distance Calculation,
Video Processing.
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I. INTRODUCTION

Shot Boundary Detection (SBD) stands as a fundamental and
crucial initial phase in video processing and analysis, playing
a pivotal role in the operations of intelligence agencies and
businesses alike. Intelligence agencies leverage video
processing for tasks such as video concept analysis and
semantic interpretation of intricate videos, content-based
video browsing, and efficient event retrieval. In the business
domain, the ability to discern the type of content an individual
is viewing online is harnessed to tailor product offerings,
facilitating targeted marketing strategies. This enables
business owners to align their products with consumer
interests, thereby enhancing sales and engagement depending
on their transitions such as cut transition (immediate or abrupt
change from one shot to another shot,shown in “Fig. 3””) and
gradual transition (slow or gradual change from one shot to
another shot such as dissolve, wipe, fade in or fade out which
is shownin “Fig.4”,“Fig.5”,and“Fig.6”).The traditional
framework of SBD is as follows(shownin“Fig.1”).

Video (Input) Shots (Output)
Feamre_ features Distance distances Boundary
Extraction Calculation Detection

Fig.1.SBDframework

} Y
V1 ]
‘.Jf i1

Fig. 3. Cut shot boundary
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Shot A Gradual transition shot boundary
Shot B  Fig.4.
(dissolvetransition)

Gradual shot  boundary

Fig.5. Gradual shot boundary (fade in transition)
Fig.6.Gradual shot boundary (fade out transition)

Feature extraction is an essential step for the SBD framework.
The authors of [1] extracted the features based on visually
multi-modal features. To do so, they analyzed the behavior of
temporal characteristics from visual features, based on SURF
(Speeded-Up Robust Features descriptors) and RGB
histogram. This method did not perform well for gradual
transition type shot boundary detection as compared to the cut
type shot boundary detection. This feature extraction
technique is unable to extract sufficient features and could not
tolerate the disturbances generated by the effect of object
movement and background changes. The authors of [4] used
DMD (dynamic mode decomposition) for feature extraction
which depends on the temporal characteristics. This method is
sensitive to brightness changes. Since, in dissolve type gradual
transition, the brightness change is very slow, thus this method
is unable to provide good detection accuracy for dissolve type
gradual transition. Extracting histogram features in HSV
(Hue, Saturation, Value) is another method, proposed in [5].
The drawback of their method is they are sensitive to objects’
movements due to rapid color changes. The second step of the
SBD framework is to calculate the distance between two
adjacent frames. There are many novel methods for distance
or dissimilarity calculation between two adjacent frames such
as Bhattacharya distance [2], Euclidean distance [3].
However, some SBD approaches show that distance
calculation may not depend on only one feature due to its
trade-off of multiple features, thus some papers used feature
weighting based on machine learning such as fuzzy logic [7].
The final step of the SBD framework is shot boundary
detection and classification. Some papers proposed statistical
machine learning-based approach such as SVM (Support
Vector Machine) [8]. SVM classification gives good results
but it needs a good balance of the training dataset. The authors
of [6] proposed a method to locate shot boundaries using an
adaptive threshold. Many unsupervised learning techniques
are also proposed [2] [7] to avoid the training process,
however, supervised learning works better than unsupervised.
The authors of [2] used Canny Edge detection algorithm to
review false detection so that SBD precision can be improved.
However, this review algorithm is well suited for cut type
transition, not for gradual type transition due to the fact that
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the differences between two adjacent frames are too small in
gradual type transition. Even though traditional proposed
methods are able to detect cut type transition with high
accuracy, most of them are unable to detect gradual type
transition (especially dissolve type) with high accuracy. To
improve detection precision of gradual type transition, an
effective SBD framework is needed. The main contributions
of this paper are listed as follows. Features are extracted by
using PCA. PCA gives Eigenvectors and Eigenvalues which
hold the most significant features of the video frames. After
extracting the features, distances are calculated between
adjacent frames. This distance calculating algorithm is
designed based on some conditions using Eigen vectors and
Eigenvalues and then transition (gradual, cut) frames and
normal frames (shown in “Fig. 2”) are detected. Finally, to
improve the precision, CNN (ResNet 50 network) is used to
detect false detected transition frames and normal frames and
then classifying them in a new transition frames and normal
frames.

Il. SYSTEM ARCHITECTURE AND PROCESS
The whole process in the system architecture, can be
explained in four steps, pre-processing (step 1), PCA (Step
2), distance algorithm and SBD (step 3), and CNN
(convolutional neural network) for frame classification
(step 4) in “Fig. 7”.

Video data set —— Extracting image frames

Step ] —) l

(Pre-processing) Preparing for Input dataset

Calculating Eigen vectors and
Step 2 —)

(PCA, feature extraction)

Eigen Values by using PCA

Detecting shot boundaries by
calculating the distance between
frame features based on conditions

|

Detecting transition frames and
normal frames

l

Output as classification of detected
transition frames and normal frames

Step 3 —
(Distance Calculation and SBD)

Step 4 —)
(CNN for Frame Classification) to improve detection accuracy.

Fig.7.Systemarchitecture

The main contribution of this paper lies in steps 1-3 in part1.
A. Step-1 (Pre-processing)

Video frames are extracted from the video data and
thereafter, extracted video frames are stored as input dataset
to the system. Images are all color images i.e. in RGB. All
frames are in the same size i.e. 700x1200x3.
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B. Step-2 (PCA, feature extraction)

PCA is applied to the input dataset to calculate the
Eigenvalues and Eigenvectors consisting of most of the
features of the image frames. After that, the changes of
Eigen values and Eigenvectors per video frames are
analyzed to understand the co-relation.

C. Step-3 (Distance calculation and SBD)

The distance algorithm is designed based on some
conditions to calculate the dissimilarity between video
frame’s features (shown in Methodology). In a continuous
video sequence, the change in video frame features is
similar. The inequality occurs when shot boundary occurs
between two continuous video sequences, this helps to
derive the condition for distance calculations between two
adjacent video frames. Using this distance calculating
algorithm, the transition frames (gradual, cut) in shot
boundaries, and normal frame (non-shot boundary) are
detected.

D. Step-4 (CNN for frame classification)

CNN is used to improve the detection accuracy. After
performing step-3, the false detected transition (shot)
frames and normal(non-shot) frames are fed through CNN
for detecting the actual transition and normal frames and
then classified them into new transition and normal frames.
Experiments show that the above system architecture has
improved the detection accuracy for both gradual and cut
transition types hot boundaries than the conventional
methods.

1. METHODOLOGY
A. Pre-processing
This is an initial step for making the data set to get ready for
the further steps, called pre-processing step. A video
sequence is basically a stack of image frames that are put
together at a continuous signal. The discontinuity between
two shots (continuous video sequence) is called shot
boundary. To detect shot boundary, a pre-processing step is
proposed as the initial step. Firstly, video frames are
extracted from the video and stored in a dataset. The further
steps are performed on this dataset by loading the dataset in
the system.
B. PCA feature extraction
PCA (Principal Component Analysis) is an existing well-
known method that can calculate the most significant Eigen
vectors and Eigenvalues from an image. In this paper, PCA
is used on the video frames to get the Eigenvectors and
Eigen values consisting most of the appropriate features of
the video frames. These Eigenvalues and Eigenvectors are
analyzed for understanding the changes in themfor normal
frames and shot boundary frames (Cut transition, gradual
transition).
C. Distance calculation and SBD
Shot and non-shot boundaries are detected by using a
distance algorithm. This distance algorithm is designed to
calculate the distance/dissimilarity by using Eigen values
and Eigen vectors between each frame in the video and then
some conditions are considered to identify shot and non-
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shot boundaries. The conditions in the distance algorithm
are proposed as follows.

Algorithm: Distance calculating algorithm

Notation: D1, D2, ...... , Dn-1, where ‘D’ denotes the
distances between adjacent frames. ‘n’ denotes number of
frames.

F1, F2, ...... , Fn, where ‘F’ denotes the feature for ‘n’
number of frames.

Therefore, D1=F1-F2, D2=F2-F3....... , Dn—1=Fn-1-Fn
Conditionl: for normal frames, D1, D2...... , Dn-1are
approximately equal to Zero.

Condition 2: For Cut shot boundary, If, F1, F2, F3,
F4represent shot A and F5, F6, F7, F8 represent shot B
then, D1~=D2~=D3, D5~=Dg~=D7 and D4 will be in
equal. D4 is where cut shot boundary transition occurred.
Condition3: for gradual dissolve transition shot boundary,
If, F1, F2, F3 and F7, F8, F9 represent normal frames and
transition occurred in between i.e. F3, F4, F5, Fg, then,
D1~=D2 and D3will be inequal; D7~= D8, and Dg will be
inequal. Next, normal frames (non-shot boundaries) and
transition frames (shot boundaries) for gradual and cut shot
type boundaries are classified using CNN.

D. Frame classification using CNN

CNN (ResNet 50 network) is used for reviewing the false
detected shot and non-shot boundaries and classifying
them in two classes i.e. normal frames and transition
frames. This step improves the detection accuracy, hence
holds an important step in the proposed method.

1V. EXPERIMENTAL RESULT AND DISCUSSION
The video dataset includes news reports and sports. It
contains 41360 image frames and 174 shots. The videos
are downloaded from online sources and then processed
for input dataset. Some video frames are shown in Table
I., where each video frame represents a sequence of the
video dataset. The proposed method has focused on
detecting cut shot boundary and gradual transition
(dissolve, fade in, fade out) shot boundary. The humber
of frames per second is 24 — 30.

TABLE I: VIDEO DATASET

Genre Sequences

News
report

Sports
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The experimental results are shown in three steps. The first
step is feature extraction. Features from the input image data
set are extracted using PA and then Eigenvectors and
Eigenvalues of image frames are analyzed. A comparison
table in accuracy for feature extraction is shown below.

TABLE II: FEATURE EXTRACTION COMPARISION

Methods
Parameter HSV RGB PCA
Accuracy| 94.5% 93% 95%

In the second step, After PCA features extraction,
dissimilarity between adjacent frames is found by using
distance calculation algorithm. The distances are calculated
using co- relation between Eigenvalues and Eigen vectors.
A graphical representation of the distances between adjacent
frames with the number of games is provided below for cut
and graduation transition (dissolve) type shot boundary.

108 Cut type shot boundary

0.5

Distance between adjacent frames

0 2 4 [ 8 10 12 14
number of frames

Fig.8.Cutshotboundary

In the “Fig.8”, the minimum peak represents cut shot
boundary(discontinuity) between two video sequences.

Gradual Transition(Dissolve) type shot boundary

0.05

Distance between adjacent frames

005 . . . , . . . . .
0 2 4 6 8 10 12 14 16 18 20
number of frames

Fig.9.Gradual shot boundary (dissolve transition)
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In “Fig. 97, the minimum peak represents where gradual
transition started and the maximum peak represents where
gradual transition ends. The saturation denotes distance
between normal frames.

TABLE I1I: DISTANCE CALCULATION COMPARISION

Methods
Parameter Bhattacharya|  Chi-square Our
algorithm
Accuracy | 99.91% 99.29% 89.3%

Table 111 represents comparison in accuracy for distance
calculation between traditional methods (Bhattacharya,
Chi- square) and our method. To improve detection
accuracy, false detected frames are fed through CNN
(ResNet 50 network) and then classified between normal
frames and gradual transition frames.

TABLE IV: SHOTBOUNDARYDETECTION

Actual number of shots | Detected number of
shots
Cut Gradual Cut Gradual
113 61 110 55

The numbers of detected cut and gradual transition shot
boundaries are shown in Table IV. The overall accuracy
of our method is 97.34% (cut shot boundary) and 90.01%
(gradual transition shot boundary in dissolve, fade in and
fade out), which shows the effectiveness of our method.

V. CONCLUSION

This paper proposes a PCA feature and deep learning-
based SBD method, in which consideration is given to
both accuracy and efficiency. Even though our distance
calculating algorithm gives less accuracy than traditional
method, the overall accuracy for Cut and gradual
transition shot boundary detection is improved after using
CNN frame classification.

For future work, proposed method will be improved
to detect mix shot boundaries and semantically related
shots.
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Network Slicing in 5G
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ABSTRACT: As the Telecommunications Landscape
Evolves with The Advent Of 5G Technology, The
Concept of Network Slicing Emerges as A Pivotal
Architectural Innovation. This Article Delves into The
Transformative Potential of Network Slicing, Offering A
Comprehensive  Exploration of Its  Technical
Underpinnings, Challenges, And Diverse Applications.
Network Slicing Enables the Creation of Isolated and
Customized Virtual Networks Tailored to Specific
Service Requirements, Ranging from Enhanced Mobile
Broadband to Ultra-Reliable Low-Latency
Communication and Massive Machine-Type
Communication. The Paper Addresses the Critical
Components of Network Slicing, Including Resource
Isolation, Orchestration, And Dynamic Scaling. It Also
Investigates Challenges Such as Security, Inter-Slice
Communication, And Resource Optimization, Presenting
Viable Solutions. Through Case Studies, The Article
Showecases Successful Implementations of Network
Slicing, Hlustrating Its Tangible Impact on Service
Quality and Efficiency. Looking Forward, The
Discussion Extends to Future Directions, Including the
Integration of Network Slicing with Emerging
Technologies and its Evolution in Subsequent
Generations of Wireless Networks. This Article Serves as
A Comprehensive  Resource for  Researchers,
Practitioners, And Industry Professionals Seeking to
Understand, Implement, And Contribute to the
Evolution of Network Slicing in 5G Networks and
Beyond.

KEYWORDS: Network Slicing, 5G, Enhanced Mobile
Broadband (Embb), Ultra-Reliable Low Latency
Communication (URLLC), Massive Machine Type
Communication (Mmtc), Quality of Service (Qos), Edge
Computing, Industry 4.0.

L. INTRODUCTION
The advent of 5G technology represents a paradigm shift in
the telecommunications landscape, ushering in an era of
unprecedented connectivity and technological innovation.
At the heart of this transformative wave lies the concept of
network slicing, a groundbreaking architectural framework
poised to redefine the capabilities and flexibility of wireless
networks. Network slicing empowers service providers to
partition their infrastructure into isolated and customizable
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of diverse applications and services. A major concern in
adaptation of cloud for data is security and privacy [4]. It is
very important for the cloud service to ensure the data
integrity, privacy and protection. For this purpose, several
service providers are using different policies and mechanism
that depend upon the nature, type and size of data. This
article navigates through the intricacies of network slicing
within the 5G ecosystem, aiming to provide a thorough
understanding of its technical foundations, challenges, and
the myriad applications it enables. As 5G networks strive to
accommodate an increasingly diverse set of services from
enhanced mobile broadband to ultra-reliable low-latency
communication and massive machine-type communication
the need for a flexible and efficient network infrastructure
becomes paramount. Network slicing emerges as the
linchpin that facilitates this dynamic adaptation, allowing
for the simultaneous coexistence of disparate services on a
shared physical infrastructure. In this introductory section,
we set the stage by offering a brief overview of 5G
technology and highlighting the compelling need for
network slicing. As we delve into the technical intricacies,
challenges, and applications of network slicing in
subsequent sections, it becomes evident that this concept is
not merely an incremental enhancement but a foundational
shift in the way we conceptualize and implement wireless
communication networks. Through a comprehensive
exploration of network slicing, this article aims to contribute
to the ongoing discourse surrounding the evolution of 5G
networks, providing insights for researchers, practitioners,
and industry stakeholders alike.

1. TECHNICAL FOUNDATIONS OF
NETWORK SLICING
The successful implementation of network slicing within 5G
networks relies on a robust technical foundation that
encompasses the architecture, key components, and
operational principles. This section elucidates the core
technical aspects that underpin network slicing, facilitating an
in-depth understanding of its mechanisms.

A. 5G Network Architecture:

The architecture of 5G networks forms the bedrock for the
realization of network slicing. It comprises three primary
components: The User Equipment (UE), the Radio Access
Network (RAN), and the 5G Core (5GC). The flexibility and
adaptability of 5G architecture allow for the effective
deployment and orchestration of network slices.

virtual networks, each tailored to meet the unique demands
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B. Core Components of Network Slicing:
i. Slice Management and Orchestration:

Network slicing necessitates a robust management and
orchestration layer that dynamically allocates resources and
configures network functions. This involves the instantiation,
monitoring, and scaling of slices to accommodate varying
service requirements.

ii. Virtualization Technologies:

Virtualization technologies, including Network Function
Virtualization (NFV) and Software-Defined Networking
(SDN), play a pivotal role in the realization of network slicing.
NFV enables the virtualization of network functions, while
SDN provides programmability and flexibility in managing
network resources.

iii. Resource Isolation:

Ensuring the isolation of resources between different
network slices is crucial to prevent interference and maintain
the integrity of services. Techniques such as network slicing-
aware radio resource management are employed to optimize
resource allocation for each slice.

iv. Dynamic Scaling and Flexibility:

Network slicing offers dynamic scaling capabilities to
adapt to fluctuating demands. Through automated processes,
slices can scale resources up or down based on real-time
requirements, ensuring efficient resource utilization and
optimal performance.

v. End-to-End Network Slicing:

Network slicing spans the entire network, encompassing
both the radio and core network segments. This end-to-end
approach ensures that the benefits of slicing, including low
latency and high throughput, are realized consistently across
all network components.

vi. Network Slicing and Quality of Service (QoS):

Quality of Service is a critical consideration in network

slicing. Each slice is configured to meet specific QoS
parameters, guaranteeing the required level of performance for
the associated services. This involves the allocation of
bandwidth, latency control, and reliability management.
In summary, the technical foundations of network slicing in
5G networks encompass a dynamic and flexible architecture,
virtualization technologies, resource isolation, and end-to-end
orchestration. Understanding these core components is
essential for unlocking the full potential of network slicing and
tailoring network infrastructures to the diverse requirements
of modern applications and services.

I1l.  TYPES OF NETWORK SLICES
Network slicing introduces a versatile framework that allows
the creation of tailored virtual networks to cater to specific
service requirements. These slices are designed to meet the
unique demands of diverse applications, providing a
customizable and efficient approach to network deployment
within the 5G ecosystem.
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1) Enhanced Mobile Broadband (eMBB) Slices:

eMBB slices are engineered to deliver high data rates and
increased capacity, catering to applications demanding
enhanced mobile connectivity. These slices are ideal for
services such as high-definition video streaming, virtual
reality (VR), and augmented reality (AR) applications,
ensuring a seamless and immersive user experience.

2) Ultra-Reliable Low Latency = Communication
(URLLC) Slices:

URLLC slices prioritize ultra-reliable communication with
minimal latency, making them suitable for mission-critical
applications. This includes services like autonomous
vehicles, industrial automation, and remote surgery, where
instantaneous response times and high reliability are
paramount for safe and efficient operations.

3) Massive Machine Type Communication (mMMTC)
Slices:

mMTC slices are tailored to accommodate a massive number
of devices simultaneously, making them suitable for
applications characterized by a vast humber of connected
devices. Examples include smart cities, smart agriculture,
and the Internet of Things (loT) deployments, where
scalability and efficient handling of numerous low-power
devices are crucial.

4) Customized Slices for Specific Industries:

Network slicing allows for the creation of slices customized
to the unique needs of specific industries. This includes
sectors such as healthcare, manufacturing, and
transportation, where bespoke network configurations can
optimize connectivity to address industry-specific challenges
and requirements.

Healthcare Slices: Designed to support telemedicine,
remote patient monitoring, and other healthcare applications
with stringent data security and low-latency requirements.
Manufacturing Slices: Optimized for the connectivity
needs of smart factories, supporting real-time
communication for industrial automation, robotics, and
quality control systems.

Transportation Slices: Tailored for connected and
autonomous vehicles, enabling low-latency communication
and high-reliability connectivity for navigation, traffic
management, and safety applications.
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5) Dynamic Slices for Evolving Services:

Network slicing enables the creation of dynamic slices that
can adapt to changing service requirements. This flexibility
allows for the seamless deployment of new services and
applications without significant infrastructure modifications.

In summary, the categorization of network slices into eMBB,
URLLC, mMTC, industry-specific slices, and dynamic
slices showcases the versatility of network slicing in
addressing the diverse needs of applications and industries
within the 5G ecosystem.

V. CHALLENGES AND SOLUTIONS
The implementation of network slicing in 5G networks
introduces several challenges that need to be addressed to
ensure the seamless operation and optimization of this
innovative framework. This section outlines key challenges
and proposes viable solutions to overcome them.
A. Security Challenges:
i Isolation of Slice Traffic:
Challenge: Ensuring secure isolation between different
network slices to prevent unauthorized access and
potential data breaches.
Solution: Implement robust encryption protocols and
secure virtualization techniques to guarantee the integrity
and confidentiality of data within each slice.
ii. Inter-Slice Security:
Challenge: Managing security across multiple slices and
preventing potential vulnerabilities in inter-slice
communication.
Solution: Employ advanced security mechanisms, such as
intrusion detection systems and secure communication
protocols,to safeguard interactions between different
slices.
B. Resource Allocation and Optimization:
i. Dynamic Resource Management:
Challenge: Efficiently allocating resources to slices in
real-time to meet varying demands and prevent resource
contention.
Solution: Implement dynamic resource management
algorithms that adapt to changing network conditions and
prioritize resource allocation based on slice requirements.
ii. Slice Scaling and Mobility:
Challenge: Enabling dynamic scaling of slices and
seamless mobility of devices across slices without
compromising performance.
Solution: Implement automated scaling mechanisms that
can dynamically adjust resources based on demand and
ensure continuous connectivity during device mobility.
C. Inter-Slice Communication:
i. Coexistence of Diverse Slices:
Challenge:  Facilitating  effective ~ communication
between slices while maintaining the isolation required
for each.
Solution: Implement standardized communication
interfaces and protocols, ensuring compatibility and
secure interaction between different slices.
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ii. Orchestration Complexity:
Challenge: Managing the orchestration of diverse slices
without introducing complexity and inefficiency.
Solution: Develop advanced orchestration frameworks
that streamline the deployment and management of slices,
automating processes to minimize complexity.

D. Slice Lifecycle Management:

i. Dynamic Slice Instantiation:

Challenge: Enabling rapid and on-demand instantiation of
slices to accommodate varying service requirements.
Solution: Implement efficient slice lifecycle management
systems that can dynamically create, modify, and
terminate slices based on demand.

ii. Slice Monitoring and Analytics:

Challenge: Monitoring the performance of individual
slices and collecting actionable analytics to optimize
resource utilization.

Solution: Deploy monitoring tools and analytics platforms
that provide real-time insights into slice performance,
facilitating proactive adjustments and optimizations.

E. Standards and Interoperability:
i Lack of Standardization:
Challenge: The absence of standardized interfaces and
protocols may hinder interoperability between network
elements and limit the widespread adoption of network
slicing.
Solution: Engage in collaborative efforts to establish
industry-wide standards for network slicing, fostering
interoperability and seamless integration across different
network infrastructures.

In addressing these challenges, network operators and
researchers can pave the way for the widespread deployment
of network slicing in 5G networks, ensuring the realization of
its full potential in providing customized, efficient, and secure
connectivity for diverse applications and services.

V. APPLICATIONS OF NETWORK SLICING

Network slicing opens the door to a multitude of applications,
each tailored to specific needs and characteristics. This
section explores how network slicing can be applied across
various sectors to enhance services, optimize performance,
and meet the diverse requirements of modern applications.
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A. Improved Quality of Service (QoS) for Specific
Applications:
i Video Streaming and Enhanced Media Delivery:
Application: eMBB slices ensure high data rates and low
latency, providing an optimal environment for high-
definition video streaming and enhanced media delivery.
ii. Gaming and  Augmented/Virtual Reality
(AR/VRY):
Application: eMBB and URLLC slices cater to low-
latency and high-throughput requirements, enhancing the
gaming experience and supporting AR/VR applications.

B. Edge Computing and Network Slicing Synergy:
i Smart Cities and loT Deployments:
Application: The mMTC slice is designed for massive
device connectivity, supporting smart city initiatives, and
large-scale Internet of Things (1oT) deployments.
ii. Real-time Industrial Automation:
Application:  URLLC  slices enable real-time
communication for industrial automation, supporting
robotics and manufacturing processes.

C. Industry-Specific Use Cases:

i. Connected and Autonomous Vehicles:
Application: Dedicated slices ensure low-latency
communication,  supporting reliable and  secure
connectivity for connected and autonomous vehicles.

ii. Healthcare Applications:
Application: Customized slices address the stringent
requirements of healthcare applications, such as
telemedicine and remote patient monitoring, ensuring data
security and low latency.

iii. Smart Agriculture:
Application: mMTC slices accommodate a vast number
of low-power devices in smart agriculture applications,
optimizing resource usage and scalability.

Application: Dynamic slices facilitate the smooth
transition to future generations of wireless networks,
supporting the evolution of technology beyond 5G.

In summary, the applications of network slicing are vast and
diverse, catering to specific service requirements across
industries. From enhancing the quality of multimedia
applications to enabling real-time industrial automation and
supporting critical services like healthcare and emergency
response, network slicing proves to be a versatile and powerful
tool in shaping the future of connected services.

VI. CASE STUDIES
Case studies provide real-world examples that showcase the
practical implementation and impact of network slicing in
diverse scenarios. The following case studies illustrate
successful instances where network slicing has been employed
to address specific challenges and enhance services.

A. Enhanced Mobile Broadband (eMBB) for High-Speed
Connectivity:

Case Study: Augmented Reality Streaming

In a metropolitan area, an eMBB network slice was deployed

to support an augmented reality (AR) streaming service. Users

experienced seamless and high-quality AR content delivery

with minimal latency. The eMBB slice optimized data rates,

ensuring an immersive and real-time AR experience for users

in crowded urban environments.

B. Ultra-Reliable Low Latency = Communication
(URLLC) for Industrial Automation:

Case Study: Smart Manufacturing

In a smart manufacturing facility, a URLLC network slice was

implemented to support real-time communication between

industrial robots and control systems. The URLLC slice

ensured ultra-reliable connectivity, enabling precise and

instantaneous control over robotic operations. This resulted in

increased efficiency and reduced latency in the manufacturing

processes.

C. Massive Machine Type Communication (mMMTC) for
10T Deployments:

Case Study: Smart Agriculture

In a large-scale agricultural setting, an mMTC network slice

was tailored to accommodate a multitude of sensors and

devices for smart farming. The slice efficiently managed data

from various agricultural sensors, enabling farmers to monitor
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soil conditions, crop health, and automate irrigation. The
mMTC slice enhanced scalability and resource utilization in
the agricultural 10T ecosystem.

D. Customized Slices for Healthcare Applications:

Case Study: Telemedicine Network Slice

In a healthcare network, a customized network slice was
dedicated to telemedicine applications. The slice ensured low-
latency, secure, and reliable communication between
healthcare providers and patients. This facilitated remote
consultations, real-time monitoring, and timely access to
medical information, contributing to improved patient care
and healthcare accessibility.

E. Dynamic Slices for Evolving Services:

Case Study: 10T Evolution in Smart Cities

In a smart city deployment, dynamic network slices were
utilized to accommodate the evolving landscape of loT
devices. As new sensors and applications were introduced, the
dynamic slices seamlessly adapted to the changing demands.
This facilitated the integration of smart transportation, waste
management, and public safety services, showcasing the
scalability and flexibility of network slicing.

These case studies highlight the versatility and
effectiveness of network slicing in addressing specific use
cases across different industries. Whether optimizing
connectivity for augmented reality, ensuring ultra-reliable
communication in industrial settings, supporting massive loT
deployments in agriculture, tailoring slices for healthcare
applications, or adapting to the dynamic nature of smart cities,
network slicing proves to be a powerful tool for enhancing
services and meeting the unique requirements of diverse
applications.
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VII. FUTURE DIRECTIONS

The evolution of network slicing in 5G networks opens the
door to numerous opportunities and challenges. As technology
continues to advance, several future directions emerge,
shaping the trajectory of network slicing and its applications.
The following areas represent key aspects that researchers and
industry professionals should explore in the years ahead:
A. Integration with Emerging Technologies:

i Artificial Intelligence (Al) and Machine

Learning:

Investigate how Al and machine learning algorithms can be
integrated into network slicing orchestration and management
to enhance resource allocation, predictive maintenance, and
automated decision-making.

ii. Blockchain Technology:
Explore the use of blockchain to enhance the security and
trustworthiness of network slices, ensuring transparent and
tamper-resistant management of network resources and
transactions.

B. Network Slicing Beyond 5G:

i 6G and Beyond:
Anticipate the role of network slicing in future wireless
communication standards, such as 6G, and investigate how it
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can evolve to meet the requirements of increasingly
sophisticated applications and services.

ii. Terahertz (THz) Communication:
Examine the feasibility and potential of network slicing in the
context of emerging THz communication technologies,
addressing challenges related to spectrum utilization and
propagation characteristics.

C. Customization for Industry Verticals:

i Cross-Industry Collaboration:
Foster collaboration between telecommunication providers
and industries to tailor network slices specifically for verticals
such as energy, manufacturing, and transportation, ensuring
the seamless integration of 5G capabilities into diverse
ecosystems.

ii. Standardization and Interoperability:
Advocate for continued standardization efforts to ensure
interoperability between different network slices, allowing for
seamless communication and service delivery across diverse
industry sectors.

D. Security and Privacy Enhancements:

i Zero-Trust Security Models:
Explore and implement zero-trust security models within
network slicing architectures to mitigate evolving cyber
threats, ensuring a robust and secure environment for diverse
applications.

ii. Privacy-Preserving Techniques:
Investigate privacy-preserving techniques within network
slicing, focusing on methods to anonymize and protect user
data while maintaining the required levels of service quality.

E. Sustainable and Green Networking:

i. Energy-Efficient Slicing:
Develop energy-efficient network slicing strategies to
minimize the environmental impact of 5G networks,
considering the growing demand for sustainability and green
networking.

ii. Dynamic Resource Optimization:
Investigate dynamic resource optimization techniques that
consider both performance requirements and energy
efficiency, ensuring a balance between quality of service and
environmental sustainability.

F. Edge Computing Integration:

i. Edge-Enabled Slices:
Explore the integration of edge computing resources with
network slices, enabling low-latency and high-throughput
services at the network edge, particularly for latency-sensitive
applications.

ii. Federated Learning in Edge Slices:
Investigate the potential of federated learning within edge
slices, allowing for collaborative model training without
compromising data privacy, particularly relevant for Al-
driven applications.
As network slicing continues to mature, these future directions
present exciting avenues for innovation and research,
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ultimately shaping the next phases of 5G evolution and
beyond. By addressing these challenges and exploring
emerging technologies, the full potential of network slicing
can be realized, ushering in a new era of connectivity,
customization, and efficiency across various industries and
applications.

VIII. CONCLUSION

The evolution of network slicing within the 5G ecosystem
represents a transformative journey that holds immense
promise for reshaping the landscape of wireless
communication. This comprehensive exploration of network
slicing has delved into its technical foundations, challenges,
applications, and future directions, highlighting its pivotal role
in meeting the diverse and dynamic demands of modern
applications and services. As evidenced by the case studies,
network slicing has already demonstrated its versatility and
effectiveness in addressing a wide array of use cases. From
enhancing the quality of multimedia applications to
supporting critical services in healthcare, industry, and
emergency response, network slicing has proven to be a
powerful tool for customization, efficiency, and reliability.
Looking ahead, the future directions outlined underscore the
potential for continued innovation and advancement.
Integrating network slicing with emerging technologies like
Al and blockchain, extending its capabilities beyond 5G into
future wireless standards, and tailoring slices for specific
industry verticals are crucial steps in unlocking its full
potential. The emphasis on security and privacy enhancements
reflects the growing importance of ensuring the
trustworthiness of network slices, particularly in an era of
increasing cyber threats and concerns about data privacy. The
convergence of network slicing with edge computing and the
exploration of sustainable and green networking practices
further solidify its relevance in building a technologically
advanced yet environmentally conscious communication
infrastructure.

In conclusion, network slicing stands as a cornerstone for
ushering in a new era of connectivity one that is dynamic,
customizable, and responsive to the unique requirements of
diverse applications and industries. The ongoing research,
collaboration, and standardization efforts will continue to
shape the trajectory of network slicing, making it a pivotal
component in the continued evolution of wireless
communication networks. As we navigate the path toward 6G
and beyond, the lessons learned from network slicing in 5G
will undoubtedly guide us toward a future where connectivity
is not just ubiquitous but also tailored to the specific needs of
a digitally interconnected world.
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Cloud Computing Poses Security Challenges And Risks
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ABSTRACT: Cloud Computing Means Storing and
Accessing the Data and Programs on Remote Servers
That Are Hosted on The Internet Instead of The
Computer’s Hard Drive or Local Server. Cloud
Computing Is Also Referred to As Internet-Based
Computing, It Is A Technology Where the Resource Is
Provided as A Service Through the Internet to The User.
The Data Which Is Stored Can Be Files, Images,
Documents, Or Any Other Storable Document. Cloud
Computing Has Taken Its Place All Over the IT
Industries. It is an On-Demand Internet-Based
Computing Service That Provides the Maximum Result
with Minimum Resources Cloud Computing Provides A
Service That Does Not Require Any Physical Close to The
Computer Hardware. Cloud Computing Is A Product of
Grid, Distributed, Parallel, And Ubiquitous Computing.
This Paper Introduces the Concepts, History Pros, And
Cons of Cloud Computing. Now Coming to lot, It Can Be
Any Device Equipment, Or Object Which Connects Us
with The Cloud Using the Internet or With Another
Device That Is Connected. It Has Sensors, Processing
Ability, Software, And Many Technologies Which Can Be
Used to Share and Fetch Data or Information with Other
Devices and Servers Over the Internet. Nowadays Big
Companies Are Using Cloud Services for Storing Their
Data Because It Is Easy to Manage Their Data Easily
Without Any Additional Costs. Cloud Computing
Provides Us the Flexibility to Play with Our Data and
Gives Us More Freedom with Storage, Access, And
Management. In This Paper, We Will See the Advantages
and Disadvantages of Using the Cloud, How lot Is Useful
in Cloud Systems, And How We Can Overcome the
Problems Related to The Cloud.

KEYWORDS: Cloud Computing, Internet-Based
Computing.

I INTRODUCTION
Cloud Computing concept has emerged from the distributed
software architecture. Cloud computed technology is aimed to
provide hosted services over the internet. In recent years,
cloud computing in Information Technology has given rise to
various new user communities and markets [1]. Cloud
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computing services are provided from data centers located in
different parts of the world. Microsoft SharePoint and Google
applications are general examples of cloud computing
services. Cloud computing is everywhere. Pick up any tech
magazine or visit almost any IT website or blog and you'll be
sure to see talk about cloud computing. The only problem is
that not everyone agrees on what it is. Ask ten different
professionals what cloud computing is, and you'll get ten
different answers. And is cloud computing even worth all the
hype? Some people don't think so. In fact, in 2008 Oracle CEO
Larry Ellison chastised the whole issue of cloud computing,
saying that the term was overused and being applied to
everything in the computer world. Berkeley RAD Lab defines
Cloud Computing as follows: Cloud Computing refers to both
the applications delivered as services over the Internet and the
hardware and systems software in the datacenters that provide
those services. The services themselves have long been
referred to as Software as a Service (SaaS). The datacenter
hardware and software is what we will call a Cloud. When a
Cloud is made available in a pay-as-you-go manner to the
general public, we call it a Public Cloud; the service being sold
is Utility Computing. We use the term Private Cloud to refer
to internal datacenters of a business or other organization, not
made available to the general public. Thus, Cloud Computing
is the sum of SaaS and Utility Computing, but does not include
Private Clouds. People can be users or providers of SaaS, or
users or providers of Utility Computing [2]. Cloud computing
is a model where services are added on the way to use the
services over the Internet which are dynamically scaled. In the
past, the cloud was often used to represent part of the Internet
with some infrastructure. Nowadays Cloud is used as a
metaphor for the services provided over the Internet. The rapid
evolution of cloud services, cloud computing now supports a
large number of operations in a fraction of seconds compared
to traditional systems where the number of transactions was
limited. This computational power can be used for anything
such as pre- cloud services users still need to connect with
their devices to access and work on these virtual devices with
massive processing power around world [3]. Cloud
Computing is a network-built handling invention where
information is provided to customers on demand. Cloud
Computing is a registering phase for dissemination of
advantages and assets that involve structures, programming,
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applications, introduction and commerce. Distributed
computing is a robotic supply of handling assets [4]. There is
a widespread use of cloud computing (CC) in information
technology. However, many service owners are still reluctant
to fully adopt the CC as relevant security technologies are not
as yet matured. Thus, literature shows a need for service
providers to invest in CC-associated device security [6]. We
have found a few studies that show the proposal of evaluation
of cloud computing security. One of these research studies
introduces an “attack tree map” (ATM) to analyze security
vulnerabilities and threats. Research [7] highlights various
facets of CC combined with the trusted computing platform to
provide security services such as confidentiality,
authentication, and integrity.
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1. RELATED WORK

1. Security and risks and challenge of cloud computing
There are several security risks to consider when making
the switch to cloud computing. Some of the top security
risks of cloud computing include:
1.Limited visibility into network operations
2.Malware
3.Compliance
4.Data Leakage
5.Inadequate due diligence
6.Data breaches
7.Poor application programming interface (API)
Let’s take a closer look at these risks.
1. Limited Visibility into Network Operations
When moving workloads and assets to the cloud,
organizations forfeit a certain level of visibility into
network operations. This is because the responsibility of
managing some of the systems and policies shifts to the
cloud service provider. Depending on the type of service
model being used, the shift of responsibility may vary in
scope. As a result, organizations must be able to monitor
their network infrastructure without the use of network-
based monitoring and logging.

2. Malware

By moving large amounts of sensitive data to an internet-
connected cloud environment, organizations are opening
themselves up to additional cyber threats. Malware
attacks are a common threat to cloud security, with studies
showing that nearly 90% of organizations are more likely
to experience data breaches as cloud usage increases. As
cybercriminals continue to become increasingly savvy
with their attack delivery methods, organizations must be
aware of the evolving threat landscape.

3. Compliance

Data privacy is becoming a growing concern, and as a
result, compliance regulations and industry standards
such as GDPR, HIPAA, and PCI DSS are becoming more
stringent. One of the keys to ensuring ongoing
compliance is by overseeing who can access data and
what exactly they can do with that access. Cloud systems
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typically allow for large-scale user access, so if the proper
security measures (i.e. access controls) aren’t in place, it
can be difficult to monitor access across the network.

4. Data Leakage

Data leakage is a growing concern for organizations,
with over 60% citing it as their biggest cloud security
concern. As previously mentioned, cloud computing
requires organizations to give up some of their control to
the CSP. This can mean that the security of some of your
organization’s critical data may fall into the hands of
someone outside of your IT department. If the cloud
service provider experiences a breach or attack, your
organization will not only lose its data and intellectual
property but will also be held responsible for any resulting
damages.

5. Inadequate Due Diligence

The move to the cloud should not be taken lightly. Similar
to athird-party vendor, when working with a cloud
service provider, it’s important to conduct thorough due
diligence to ensure that your organization has a complete
understanding of the scope of work needed to successfully
and efficiently move to the cloud. In many cases,
organizations are unaware of how much work is involved
in a transition and the cloud service provider’s security
measures are often overlooked.

6. Data Breaches

One of the most impactful security risks the cloud faces is
the potential for a data breach. These are a result of poor
security measures that allow malicious actors to gain
access to sensitive data across cloud servers. One breach
could cost an organization millions of dollars, alongside a
blow to an organization’s reputation and the potential for
legal liability.

7. Poor API

If the cloud has poor Application
Program Interfaces (API), then servers run the risk of
having data unwillingly exposed. When it comes to API,
malicious actors will employ several strategies such as
brute force attacks and denial-of-service attacks in order
to weaken the integrity of

the system.

. PROPOSED WORK
We propose the following security methods to safeguard the
CLOUD COMPUTING from various security attacks.

Algorithm:
1. Begin
2. ldentify potential CLOUD COMPUTING Device
Security Threats.
3. Focus on the Most Probable Threats That Could Harm
Resources.

4. Determine Security Measures to protect Resources.
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5. Put in place Measures to Effectively Protect
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Resources.

6. Asses the Level of Security to Prevent Unauthorized
Access.

7. End

Limited visibility into
network operations

v

Malware

v

Compliance

v

Data Leakage

y

Inadequate due diligence

v

Data breaches

v

Poor API

Fig.1. various risks in cloud

Measures to Overcome from Security Risks in Cloud
Computing.

1. Security of Data

In terms of security concerns of cloud technology, we don’t
find answers to some questions. Mysterious threats like
website hacking and virus attack are the biggest problems of
cloud computing data security. Before utilizing cloud
computing technology for a business, entrepreneurs should
think about these things. Once you transfer important data of
your organization to a third party, you should make sure you
have a cloud security and management system. Cybersecurity
experts are more aware of cloud security than any other IT
professional. According to Crowd Research Partners survey, 9
out of 10 cybersecurity experts are concerned regarding cloud
security. Also, they are worried about the violation of
confidentiality, data privacy, and data leakage and loss.
Vendor Tera data also conducted a cloud analytics survey that
reveals that 46% of those reviewed signified more security
with no cloud computing challenge.

2. Insufficiency of Resources and Expertise

The inadequacy of resources and expertise is one of the cloud
migrations challenges this year. As per the report by Right
Scale, almost 75% of the respondent marked it as a challenge
while 23% said that it was a serious challenge. Although many
IT employees are taking different initiatives to improve their
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expertise in cloud computing future predictions, employers
still find it challenging to find employees with the expertise
that they require. According to the Robert Half Technology
2019 Salary Guide, businesses will only prioritize the tech
employees with the knowledge and skills of the most recent
growth in the cloud, mobile, open-source, big data, security,
and other technologies in the upcoming years. Some
organizations are also expecting to win over the challenges of
shifting to cloud computing by employing more workers with
certifications or skills in cloud computing. Industry
professionals also suggest providing training of present
employees to make them more productive and speedier using
the trendiest technology.

3. Complete Governance Over IT Services

IT always doesn’t have full control over provisioning,
infrastructure delivery, and operation in this cloud-based
world. This has raised the complicacy of IT to offer important
compliance, governance, data quality, and risk management.
To eradicate different uncertainties and difficulties in shifting
to the cloud, IT should embrace the conventional control and
IT management procedures to incorporate the cloud.
Ultimately, basic IT teams’ role in the cloud has emerged over
the last few years. Alongside the business unites, core IT plays
an increasing role in the mediation, preference, and control
over cloud services. Moreover, third-party cloud computing or
management providers are gradually offering best practices
and government support.

4. Cloud Cost Management

The Right Scale report revealed that for a few companies,
handling cloud spending has passed security as the biggest
cloud computing challenge. As per their anticipations,
organizations are ruining nearly 30% of the money they invest
in the cloud. Companies make several mistakes that can
increase their expenses. Sometimes, IT professionals like
developers turn on a cloud instance implied to be utilized for
some time and forget to turn it off again. And some companies
find themselves hindered by the hidden cloud costing
packages that provide numerous discounts that they might not
be using. Using cloud spending management challenges,
several tech solutions can help organizations. For instance,
automation, cloud spending management solutions, serverless
services, containers, autoscaling features, and numerous
management tools provided by the cloud vendors may help
lower the possibility of the issue. Furthermore, some
companies have been succeeded by building a core cloud team
for handling usage and costs.

5. Dealing with Multi-Cloud Environments

These days, maximum companies are not only working on a
single cloud. As per the Flexera 2023 State of the Cloud
Report, nearly 87% of the companies are following a multi-
cloud strategy and 72% already have their hybrid cloud tactic
that is combined with the public and private cloud.
Furthermore, organizations are utilizing five distinct public
and private clouds.
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A long-term prediction on the future of cloud computing
technology gives a more difficulty encountered by the teams
of IT infrastructure. To win over this challenge, professionals
have also suggested the top practices like re-thinking
procedures, training staff, tooling, active vendor relationship
management, and doing the study.

V. CONCLUSION

Even through several measures are implemented using
security protocols/firewalls which are unable to protect the
vulnerabilitiess of CLOUD COMPUTING devices.
Hackers/introduces are continuously making attempt to gain
the unauthorized access of CLOUD COMPUTING devices
using various attacks. As CLOUD COMPUTING devices
usage has increased privacy and security challenges will have
an effect on their usage. In Order to protect the security and
integrity of CLOUD COMPUTING Devices several new
security measures, protocols and firewalls need to developed
and deployed effectively to challenge unauthorized access.

Security of data

v

Insufficiency of
Resources

| Cloud Cost |

v

Dealing with Multi-
Cloud

Fig.2.various measures in cloud
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ABSTRACT: Introducing Speakassist, A Text-To-Speech
Synthesizer Application Designed to Transform Written
Text into Spoken Words. This Innovative Tool Employs
Natural Language Processing (NLP) And Digital Signal
Processing (DSP) Technologies to Analyze and Process the
Input Text, Creating A Synthesized Speech Representation.
Our User-Friendly Application Simplifies the Process,
Allowing Users to Input Text, Hear the Synthesized Speech,
And Save It as An MP3 File. Additionally, It Preserves the
Audio in The Form of An MP3 File, Enabling Users to Store
It for Future Use. Developed with The Aim of Aiding
Individuals with Visual Impairment, Speakassist Facilitates
Easier Navigation Through Large Volumes of Text,
Enhancing Accessibility and Efficiency.

KEYWORDS:  Text-To-Speech  Synthesis,
Language Processing, Digital Signal Processing

l. INTRODUCTION

Text-to-speech synthesis, abbreviated as TTS, refers to the
automated process of converting written text into speech that
closely resembles a native speaker reading the text. The
technology behind a text-to-speech synthesizer (TTS) allows a
computer to communicate audibly. In this system, the TTS
engine takes textual input, analyzes the content using computer
algorithms, pre-processes the text, and employs mathematical
models to synthesize speech. Typically, the TTS engine
produces sound data in an audio format as the final output. The
text-to-speech (TTS) synthesis process comprises two primary
phases. The first phase involves text analysis, wherein the input
text is converted into a phonetic or another linguistic
representation. The second phase is the generation of speech
waveforms, where the output is derived from the phonetic and
prosodic information obtained in the previous step. These phases
are commonly referred to as high and low-level synthesis [1].
Figure 1 below illustrates a simplified version of this procedure.
The input text could originate from various sources, such as a
word processor, standard ASCII from email, a mobile text
message, or scanned text from a newspaper. The character string
undergoes pre-processing and analysis, resulting in a phonetic
representation, typically a string of phonemes with additional
information for accurate intonation, duration, and stress. The
low-level synthesizer then utilizes this information from the
high-level synthesis to generate speech sounds. The artificial
production of speech-like sounds has a rich history, with
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documented mechanical attempts dating back to the eighteenth
century.
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1. REVIEW OF LITERAURE

Overview of Speech Synthesis:

Speech synthesis involves the artificial generation of human-like
speech [3]. A computer system designed for this purpose is
referred to as a speech synthesizer and can be implemented in
either software or hardware. Specifically, a text-to-speech (TTS)
system is responsible for converting regular language text into
speech [4]. Synthesized speech is often produced by combining
recorded speech fragments stored in a database. Systems may
vary in the size of the stored speech units; for instance, a system
storing phones or diphones offers a broad output range but may
sacrifice clarity. In contrast, systems storing entire words or
sentences are capable of providing high-quality output,
especially in specific usage domains. Alternatively, a synthesizer
can integrate a model of the vocal tract and other human voice
characteristics to generate a fully "synthetic" voice output [5].
The assessment of a speech synthesizer's quality is based on its
resemblance to the human wvoice and its capacity for
intelligibility. An effective text-to-speech program enables
individuals with visual impairments or reading disabilities to
listen to written content on a home computer. A text-to-speech
system, also known as an "engine," consists of two main
components: a front-end and a back-end [6]. The front-end
performs two primary tasks. Initially, it transforms raw text,
including symbols like numbers and abbreviations, into the
equivalent of fully written-out words. This step is commonly
referred to as text normalization, pre-processing, or tokenization.
Subsequently, the front-end assigns phonetic transcriptions to
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each word and segments and annotates the text into prosodic
units, such as phrases, clauses, and sentences. The process of
assigning phonetic transcriptions to words is known as text-to-
phoneme or grapheme-to-phoneme  conversion. The
combination of phonetic transcriptions and prosody information
forms the symbolic linguistic representation produced by the
front-end. The back-end, often termed the synthesizer, then
transforms the symbolic linguistic representation into audible
sound. In some systems, this component includes the calculation
of target prosody elements (pitch contour, phoneme durations)
[7], which are subsequently applied to the resulting speech
output.

Various methods exist for speech synthesis, and the selection
depends on the intended task. However, the most commonly
utilized approach is Concatenative Synthesis, primarily chosen
for its ability to generate synthesized speech that sounds the most
natural. Concatenative synthesis operates by concatenating or
stringing together segments of recorded speech. Within
concatenative synthesis, three primary sub-types can be
identified [8]:

Domain-specific  Synthesis: Domain-specific ~ Synthesis
involves concatenating pre-recorded words and phrases to
construct complete utterances, making it suitable for
applications where the system's text output is confined to a
specific domain, such as transit schedule announcements or
weather reports [9]. This technology is straightforward to
implement and has a long history of commercial use in devices
like talking clocks and calculators. The naturalness of these
systems can be quite high, given the limited variety of sentence
types, closely matching the prosody and intonation of the
original recordings. However, due to the constraints of their
databases, these systems are not versatile and can only
synthesize combinations of words and phrases for which they
have been pre-programmed.

Although domain-specific synthesis handles naturally spoken
language well, challenges may arise, particularly in handling
variations. For instance, in non-rhotic dialects of English, the
pronunciation of the "r" in words like "clear" /'klia/ typically
occurs only when the following word starts with a vowel (e.g.,
"clear out" realized as / klior'aut/) [10]. Similarly, in French,
final consonants may no longer be silent if followed by a word
starting with a vowel, a phenomenon known as liaison. Simple
word-concatenation systems struggle to reproduce such
alternations and require additional complexity to be context
sensitive.

To implement domain-specific synthesis, the voice of a person
speaking the desired words and phrases is recorded. This
approach is beneficial when a limited set of phrases and
sentences is employed, and the system'’s text output is confined
to a specific domain, such as delivering messages in a train
station or providing weather reports or checking a telephone
subscriber’s bank balance.
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Unit Selection Synthesis: Unit selection synthesis uses large
databases of recorded speech. In the process of creating the
database, each recorded utterance undergoes segmentation into
various components, such as individual phones, diphones, half-
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phones, syllables, morphemes, words, phrases, and sentences.
Typically, this segmentation is carried out using a specially
modified speech recognizer set to a "forced alignment" mode,
followed by manual correction using visual representations like
the waveform and spectrogram [11]. An index of units within
the speech database is then generated based on the segmentation
and acoustic parameters such as the fundamental frequency
(pitch), duration, position in the syllable, and neighbouring
phones. During runtime, the desired target utterance is formed
by determining the optimal chain of candidate units from the
database, a process known as unit selection. This selection
process is commonly accomplished using a specially weighted
decision tree.

Unit selection synthesis achieves the highest level of
naturalness by applying minimal digital signal processing
(DSP) to the recorded speech. DSP, when used extensively, can
often make recorded speech sound less natural. However, some
systems incorporate a small amount of signal processing at the
point of concatenation to smooth the waveform. The output
from top-performing unit-selection systems is frequently
indistinguishable from real human voices, especially in contexts
where the text-to-speech (TTS) system. Nevertheless |,
achieving maximum naturalness typically necessitates very
large unit-selection speech databases, with some systems
extending into gigabytes of recorded data, representing dozens
of hours of speech [12].It’s worth noting that unit selection
algorithms may, at times , select segments from a less-than-
ideal location, leading to suboptimal synthesis, such as minor
words becoming unclear, even when a better choice exists in the
database[13].

Diphone Synthesis: Diphone synthesis relies on a compact
speech database that includes all the diphones, representing
sound-to-sound transitions, found in a language. The quantity
of diphones is contingent upon the phonotactics of the language;
for instance, Spanish encompasses about 800 diphones, while
German has approximately 2500. In diphone synthesis, the
speech database contains only one instance of each diphone.
During runtime, the desired prosody of a sentence is applied to
these minimal units through digital signal processing techniques
like linear predictive coding, PSOLA [12], or MBROLA [14].
The quality of the resulting speech in diphone synthesis is
generally inferior to that of unit-selection systems but superior
to the output of formant synthesizers. Diphone synthesis
inherits some of the sonic glitches associated with
concatenative synthesis and the somewhat robotic-sounding
nature of formant synthesis. Despite these drawbacks and its
limited advantages, such as a small size, diphone synthesis is
experiencing a decline in commercial applications.
Nevertheless, it continues to be utilized in research due to the
availability of freely accessible software implementations [15].

. METHODOLOGY
Structure of a Text-to-speech Synthesizer system
Text-to-speech synthesis involves a series of steps. TTS
systems receive a text as input, which they initially analyze and
subsequently convert into a phonetic description. In a
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subsequent step, they generate the prosody. Using the gathered
information, the system can then generate a speech signal.
The structure of the text-to-speech synthesizer can be broken
down into major modules:
i Natural Language Processing (NLP) Module
This module generates a phonetic transcription of the input
text, along with prosodic information
ii. Digital Signal Processing (DSP) Module
This module converts the symbolic information received from
NLP into clear and audible speech.

The major operations of the NLP module are as follows:

Text Analysis: Initially, the text undergoes segmentation into
tokens. The process of token-to-word conversion involves
creating the orthographic form of each token. For instance, the
token "Mr" is expanded to its orthographic form "Mister," the
token "12" is converted to "twelve,” and "1997" is transformed
into "nineteen ninety-seven."

Application of Pronunciation Rules: Following the
completion of text analysis, pronunciation rules come into play.
Direct 1:1 transformation of letters into phonemes is not always
feasible due to non-parallel correspondence. In specific
contexts, a single letter may correspond to either no phoneme
(e.g., "h™ in "caught™) or multiple phonemes (e.g., "m" in
"Maximum"). Furthermore, multiple letters may correspond to
a single phoneme (e.g., "ch™ in "rich™).

There are two approaches for determining pronunciation:

1. In a dictionary-based solution, with morphological
components, the emphasis is on storing as many
morphemes (words) as possible in a dictionary. Full forms
are then generated through the application of inflection,
derivation, and composition rules. Alternatively, a
comprehensive full-form dictionary is employed, storing
all potential word forms. Pronunciation rules come into
play for words not found in the dictionary.

2. In a rule-based solution, pronunciation rules are derived
from the phonological knowledge present in dictionaries.
The dictionary primarily includes words whose
pronunciation is entirely exceptional, and for other words,
the rules govern their pronunciation.

The two applications differ significantly in the size of their

dictionaries. The dictionary-based solution is many times larger

than the rules-based solution’s dictionary of exception.

However, dictionary-based solutions can be more exact than

rule-based solution if they have a large enough phonetic

dictionary available.

Prosody Generation: Following the establishment of

pronunciation, the next step involves generating prosody. The

naturalness of a TTS system is contingent on various prosodic
elements, including intonation modeling (phrasing and
accentuation), amplitude modeling, and duration modeling.

This encompasses the duration of sound, the duration of pauses,

determining the length of syllables, and controlling the tempo

of the speech [16].
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Figure 2: Operations of the natural Language
processingmodule of a TTS synthesizer.

The output from the NLP module is forwarded to the DSP
module, which is the stage where the synthesis of the speech
signal occurs. In concatenative synthesis, the process involves
selecting and linking speech segments. For individual sounds,
the optimal choice is made from a database, and these selected
segments are then concatenated.
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V. RESULTS AND DISCUSSION

Design & Implementation:

Our software, named TextToSpeech Robot, is a straightforward

application that offers text-to-speech functionality. The system

was crafted using the Java programming language, chosen for
its robustness and platform independence.

The application comprises two primary modules:

1. Main Application module: This module incorporates
basic GUI components responsible for fundamental
operations of the application. These operations include
parameter input for conversion, achieved either through file
input, direct keyboard input, or browser interaction. The
main application module utilizes the open-source APIs
SWT and DJNativeSwing.

2. Main Conversion Engine module: Integrated into the
main module, this module is dedicated to data acceptance
and subsequent conversion. The engine implements the
freeTTS API to facilitate the text-to-speech conversion
process.
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Figure 4: TTS Synthesis System Architecture.

TextToSpeech Robot (TTSR) facilitates the conversion of text
to speech through two methods: either by entering the text
directly into the provided text field or by copying content from
a local document and pasting it into the application's text field.
Additionally, the application includes a feature enabling users to
browse the World Wide Web (www) within the application.
TTSR is equipped to read aloud specific portions of web pages.
Users can achieve this by highlighting the desired section and
then clicking the "Play™ button.

TTSR includes a unique feature that allows users to save their
converted text to any location on their local machine in an audio
format. This flexibility enables users to copy the audio file to
their preferred audio devices.

Figure 5: The Loading phase of the application.
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Figure 6: Screenshot of the Text To Speech RobotlInterface

Upon loading, the default view of the application is the web
browser interface. The web browser indicates a lack of internet
connection on the local machine, displaying the message "The
page cannot be displayed.” In this browser view, any
highlighted section within the application can be read aloud by
TTSR. Users have the flexibility to select and convert any
portion of the web page using the application’s highlighting
feature.
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Figure 7: A part of the web page in the
application being highlighted
waiting for conversion.

The Standard Tool Bar

The toolbar includes standard options such as File, Web
Browser, Player, and Help.

Within the File Menu, users are provided with the option to
either open a new browser or open a new text field for importing
text documents.

The Player Menu offers users the flexibility to play, stop, or
pause the speech. Additionally, it includes a functional
"Record" button, enabling the export of the audio speech to any
location on the local machine.

The text field:
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The text field serves as the space for typing or
loading all textual content. This field contains the
text that will be processed and read by the engine.
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Figure 8: The TTSR Interface when a text document is
loaded into it.
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Figure 9: Work in progress of the creation of the
application in the NetBeans Environment.

V.  CONCLUSION

Text-to-speech synthesis is a rapidly advancing facet of
computer technology and is progressively assuming a more
significant role in our interactions with systems and interfaces
across diverse platforms. We have identified the various
operations and processes integral to text-to-speech synthesis.
Additionally, we have designed an intuitive graphical user
interface, allowing users to input text in the provided field
within the application. Our system interfaces with a text-to-
speech engine tailored for American English. Looking ahead,
we plan to expand our efforts by creating engines for localized
Nigerian languages, aiming to enhance the accessibility of text-
to-speech technology to a broader range of Nigerians. Similar
initiatives have been successful in implementing such systems
in native languages like Swahili [18], Konkani [19], the
Vietnamese synthesis system [10], and the Telugu language
[20]. Another avenue for future work involves implementing a
text-to-speech system on various platforms, including
telephony systems, ATM machines, video games, and other
platforms where text-to-speech technology would enhance
functionality and provide added advantages.
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ABSTRACT: The Internet of Things (I0T) Describes A
Kind of Network Which Interconnects Various Devices
with The Help of Internet. IOT Assists to Transmit Data
with Among Devices, Tracing and Monitoring Devices
and Other Things. 10T Make Objects ‘Smart’ By
Allowing Them to Transmit Data and Automating of
Tasks, Without Lack of Any Physical Interference. A
Health Tracking Wearable Device Is an Example of
Simple Effortless 10T In Our Life. A Smart City with
Sensors Covering All Its Regions Using Diverse Tangible
Gadgets and Objects All Over the Community and
Connected with The Help of Internet. This Word 10T
Was First Suggested by Kevin Ashton in 1999. The
Subsequent Segment Represent Fundamental Of 10T. It
Hands Out Several Covering Pre-Owned in IOT and
Varied Fundamental Denominations Connected. It is
Primarily Enlargement of Helping-Hand Using Internet.
When the Household Devices are Connected with the Help
of Internet, This Can Help to Automate Homes, Offices or
Other Units Using IOT. 10T is Being Used During
COVID-19 Pandemic for Contact Tracing.

I. INTRODUCTION

The Internet of Things (loT) is an emerging paradigm that
enables the communication between electronic devices and
sensors through the internet in order to facilitate our lives. loT
use smart devices and internet to provide innovative solutions
to various challenges and issues related to various business,
governmental and public/private industries across the world
[1]. 10T is progressively becoming an important aspect of our
life that can be sensed everywhere around us. In whole, 10T
is an innovation that puts together extensive variety of smart
systems, frameworks and intelligent devices and sensors
(Fig.1). Moreover, it takes advantage of quantum and
nanotechnology in terms of storage, sensing and processing
speed which were not conceivable beforehand. Extensive
research studies have been done and available in terms of
scientific articles, press reports both on internet and in the
form of printed materials to illustrate the potential
effectiveness and applicability of 10T transformations. It
could be utilized as a preparatory work before making novel
innovative business plans while considering the security,
assurance and interoperability.
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IaT (internet
of things)

SMART CITY

1.
Smart city is one of the trendy application areas of 10T that
incorporates smart homes as well. Smart home consists of 10T
enabled home appliances, air-conditioning/heating system,
television, audio/video streaming devices, and security
systems which are communicating with each other in order to

provide best comfort, security and reduced energy
consumption. All this communication takes place through
10T based central control unit using Internet. The concept of
smart city gained popularity in the last decade and attracted a
lot of research activities. The smart home business economy
is about to cross the 100 billion dollars by 2022. Smart home
does not only provide the in-house comfort but also benefits
the house owner in cost cutting in several aspects i.e. low
energy consumption will results in comparatively lower
electricity bill. Besides smart homes, another category that
comes within smart city is smart vehicles. Modern cars are
equipped with intelligent devices and sensors that control
most of the components from the headlights of the car to the
engine. The loT is committed towards developing a new
smart car system that incorporates wireless communication
between car-to-car and car-to-driver to ensure predictive
maintenance with comfortable and safe driving experience
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1. AGRICULTURE

The world’s growing population is estimated to reach
approximate 10 billion by 2050. Agriculture plays an
important role in our lives. In order to feed such a massive
population, we need to advance the current agriculture
approaches. Therefore, there is a need to combine agriculture
with technology so that the production can be improved in an
efficient way. Greenhouse technology is one of the possible
approaches in this direction. It provides a way to control the
environmental parameters in order to improve the production.
However, manual control of this technology is less effective,
need manual efforts and cost, and results in energy loss and
less production. With the advancement of 10T, smart devices
and sensors makes it easier to control the climate inside the
chamber and monitor the process which results in energy
saving and improved production (Fig. 9). Automatization of
industries is another advantage of I0T. 0T has been providing
game changing solutions for factory digitalization, inventory
management, quality control, logistics and supply chain
optimization and management.
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V. INDUSTRIAL AUTOMATION
Industrial automation's main aim is to reduce the necessity of
people in manufacturing processes. This allows production to
speed up, increase in safety, and better utilize their resources
and industrial analytics in manufacturing. Achieving this goal
is accomplished by fully mapping out the industrial process
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and understanding sub-process relationships so machines can
be assigned to work and automate certain process tasks.
Machine automation technology can be set to work as fixed
applications, programmable applications, or
flexible/adaptable applications. Each of these types of
machine automation has certain advantages and
disadvantages. Recent advancements in machine automation
are due to a better understanding of machine automation and
the adoption of new machine capabilities such as feedback
controllers, robotics, networking, digital computers, and
interconnectivity. Fixed automated machines for example,
only work to carry out repetitive and mundane tasks but
newly-interconnected, programmable machines can enable
manufacturers to offload many process decisions to high-
speed controllers, oftentimes operating completely without
human intervention.

i. Security Challenge 1: Weak or non-existent
authentication

Major challenge facing loT is weak or non-existent

authentication. Many loT devices are designed with minimal

security, making them vulnerable to attacks.

Solution

>Implementing strong authentication methods, such as two-

factor authentication, can help ensure that only authorized

users have access to the device.

ii. Security Challenge 2: Insufficient network security

IoT devices often connect to the internet using unsecured
networks, making them vulnerable to attacks. For example,
an attacker could intercept communications between an loT
device and the internet, potentially gaining access to sensitive
data.

Additionally, unsecured networks can also be used to launch
attacks on other devices on the network.

Solution

>Implementing secure network protocols, such as VPN and
HTTPS, can help ensure that data is transmitted securely.
Virtual Private Networks (VPNs) can be used to encrypt
communications between loT devices and the internet,
making it more difficult for attackers to intercept data.

iii. Security Challenge 3: Limited physical security
Limited physical security is a significant challenge facing loT
devices as they are often small and easy to conceal, making
them vulnerable to physical attacks. A physical attack on an
10T device can include tampering, theft, or destruction of the
device. This can result in unauthorized access to sensitive
information, system downtime, and loss of data.
Solution
>Implementing physical security measures, such as locks and
cameras, can help ensure that devices are protected against
physical attacks. This can include using tamper-proof
enclosures, security locks, and surveillance cameras to
monitor the location of the devices.
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iv. Security Challenge 4: Inadequate data protection
Inadequate data protection is a significant security challenge
facing IoT devices as they generate and collect a large amount
of data, making it vulnerable to attacks. This data can include
personal information, financial information, and other
sensitive information.

If this data is not properly protected, it can fall into the wrong
hands and be used for malicious purposes.

Solution

>Implementing access controls can also help ensure that only
authorized users have access to the data. This can include
using role-based access controls, multi-factor authentication,
and other security measures to ensure that only authorized
users can access the data.

>Regularly reviewing the physical security of devices and
updating the software to the latest version can also help
ensure that devices are protected against physical attacks.
This includes conducting regular physical security audits,
monitoring the device's location, and ensuring that all devices
are updated with the latest security patches.
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v. Security Challenge 5: Difficulty in detecting and
responding to threats

I0T devices, such as smart thermostats, security cameras, and
smart appliances, often operate in the background, constantly
collecting and transmitting data. Because these devices are
connected to the internet and often have minimal user
interaction, it can be difficult to detect and respond to security
threats.

For example, a hacker may be able to gain access to a device
without the user's knowledge and use it to launch a cyber
attack.

Solution

>Implement security monitoring and incident response
processes. This can include regular monitoring of device
activity, as well as implementing tools and techniques to
detect unusual or suspicious behavior.

For example, security software can be installed on the device
to monitor network traffic and alert administrators to any
potential threats.

vi. Security Challenge 6: Lack of visibility and control
I0T devices are designed to operate in the background, often
without the user's knowledge or interaction. This can make it
difficult to understand their behavior and control their
actions.
For example, an 10T device such as a smart camera may be
sending data to a cloud service without the user's knowledge.
This lack of visibility into the device's behavior can make it
difficult to detect and prevent malicious activity.
Solution
>Developing tools to monitor and control loT devices can
help ensure that they are operating as intended by providing
visibility into their behavior. This can include monitoring
network traffic, identifying and blocking suspicious activity,
and tracking device activity over time.
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vii. Security Challenge 7: Limited regulatory oversight
The limited regulatory oversight of 10T (Internet of Things)
devices can be a major security concern, as it makes it
difficult to ensure that these devices are secure. To address
this issue, several solutions have been proposed, including
Solution
>Certifying 10T devices and platforms: Certifying loT
devices and platforms can also help ensure that they meet
certain security standards. This can include certifications for
specific security features, such as encryption and
authentication, as well as certifications for compliance with
specific security standards, such as 1SO 27001.

viii. Security Challenge 8: Inability to update or patch

devices
Many 10T devices are difficult or impossible to update or
patch, making them vulnerable to attacks. This means that
once a vulnerability is discovered, it cannot be fixed, making
the device vulnerable to attacks.
Furthermore, some devices are no longer supported by their
manufacturers, making it impossible to receive any security
updates or patches. This lack of updateability and patch
ability makes it difficult to protect these devices from known
vulnerabilities and exploits, leaving them open to
cyberattacks.
Solution
>Using a secure gateway is another important step in ensuring
the security of 10T devices. A secure gateway acts as a central
point of control for all devices on the network, and can be
used to monitor and control the communication between
devices, ensuring that it is secure.

This can include encryption and authentication to prevent
unauthorized access to the network.

V.  CONCLUSION

In conclusion, the Internet of Things (10T) has brought about
many benefits, but it has also introduced a host of security
challenges. These security challenges for 10T include device
vulnerabilities, data privacy concerns, and network
insecurity. To address these challenges, you can consult an
0T app development company who will implement robust
security measures such as device authentication, encryption,
and regular software updates. Additionally, 10T devices
should be designed with security in mind from the outset, and
companies should have a clear and transparent data privacy
policy in place. By addressing these security challenges head-
on, an loT app development company with its reliable iot app
development services can ensure the safety and security of
their devices and the data they collect and transmit.
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ABSTRACT: Communicating mobile security threats
and best practices has become a central objective due to
the ongoing discovery of new vulnerabilities of mobile
devices. To cope with this overarching issue, the goal of
this paper is to identify and analyze existing threats and
best practices in the domain of mobile security. To this
extent, we conducted a literature review based on a set of
keywords. The obtained results concern recognizable
threats and established best practices in the domain of
mobile security. Afterwards, this outcome was put
forward for consideration by mobile application users (n
= 167) via a survey instrument. To this end, the results
show high awareness of the threats and their
countermeasures in the domain of mobile applications.
While recognizing the risks associated with physical and
social factors, the majority of respondents declared the
use of built-in methods to mitigate the negative impact of
malicious software and social-engineering scams.[1][2][3]
The study results contribute to the theory on mobile
security through the identification and exploration of a
variety of issues, regarding both threats and best
practices. Besides this, this bulk of up-to-date knowledge
has practical value which reflects in its applicability at
both the individual and enterprise level. Moreover, at this
point, we argue that understanding the factors affecting
users' intentions and motivations to accept and use
particular technologies is crucial to leverage the security
of mobile applications. Therefore, future work will cover
identifying and modeling users' perceptions of the
security and usability of mobile applications.

KEYWORDS: Mobile, Security, Vulnerability, Attacks,
Penetration Test.

I. INTRODUCTION
Cyber breaches have dominated headlines as attacks targeting
more and more users will have grown dramatically. Mobile
technology seems to be an easy target for cybercriminals who
seek financial gain by stealing credit card data or personal
information that can be re-sold or used for extortion. Criminal
networks have reaped immense profits and are able to invest
into investigating and developing more sophisticated
methods and skills, which are then available through online
forums for anyone to purchase. Meanwhile, there is no
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dependable and effective defense mechanism for mobile
technology to fend off such attacks. The lack of knowledge
or training to face today’s security challenges remains an
issue with the users of mobile devices. This study revolves
around “malware” and its effects on mobile devices. Malware
(malicious software) is defined as any software used to
damage computer operations, penetrate sensitive information,
gain access to personal computer systems, or display
unsolicited advertising. These programs are designed to
infiltrate and damage computers without the users’ consent.
Computer Viruses, Worms, Trojan Horses, and Spyware, are
some examples. Viruses can cause destruction on a
computer's hard drive by deleting files or directory
information.

Fig 1. Mobile Security

Il. RELATED WORK
Mobile security faces various types of attacks that threaten
the confidentiality, integrity, and availability of data. Here are
some common types of attacks on mobile security:

1. Data Leakage:

Mobile apps are often the cause of unintentional data leakage.
For example, “riskware” apps pose a real problem for mobile
users who grant them broad permissions, but don’t always
check security. These are typically free apps found in official
app stores that perform as advertised, but also send personal
and potentially corporate data to a remote server, where it is
mined by advertisers, and sometimes, by cybercriminals.[4]
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2. Unsecured Wi-Fi:

No one wants to burn through their cellular data when
wireless hot spots are available but free Wi-Fi Mobiles are
usually unsecured. According to V3, in fact, three British
politicians who agreed to be part of a free wireless security
experiment were easily hacked by technology experts. Their
social media, PayPal and even their VoIP conversations were
compromised. To be safe, use free Wi-Fi sparingly on your
mobile device. And never use it to access confidential or
personal services, like banking or credit card information.[5]

3. Mobile Spoofing:

Mobile spoofing is when hackers set up fake access points
connections that look like Wi-Fi Mobiles, but are actually
traps in high-traffic public locations such as coffee shops,
libraries and airports. Cybercriminals give the access points
common names like “Free Airport Wi-Fi” or “Coffeehouse”
to encourage users to connect.[6]

4. Phishing Attacks:

Because mobile devices are always powered-on, they are the
front lines of most phishing attack. According to CSO, mobile
users are more vulnerable because they are often monitor
their email in real-time, opening and reading emails when
they are received. Mobile device users are also more
susceptible because email apps display less information to
accommodate the smaller screen sizes. For example, even
when opened, an email may only display the sender’s name
unless you expand the header information bar. Never click on
unfamiliar email links. And if the matter isn’t urgent, then let
the response or action items wait until you’re at your
computer.[7]

5. Spyware:

Although many mobile users worry about malware sending
data streams back to cybercriminals, there’s a key threat
closer to home: Spyware. In many cases, it’s not malware
from unknown attackers that users should be worried about,
but rather spyware installed by spouses, co-workers or
employers to keep track of their whereabouts and activity.
Also known as stalker ware, many of these apps are designed
to be loaded on the target’s device without their consent or
knowledge. A comprehensive antivirus and malware
detection suite should use specialized scanning techniques for
this type of program, which requires slightly different
handling than does other malware owing to how it gets onto
your device and its purpose.[8]

6. Broken Cryptography:

According to Infosec Institute training materials, broken
cryptography can happen when app developers use weak
encryption algorithms, or fail to properly implement strong
encryption. In the first case, developers may use familiar
encryption algorithms despite their known vulnerabilities to
speed up the app development process. As a result, any
motivated attacker can exploit the vulnerabilities to crack
passwords and gain access. In the second example,
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developers use highly secure algorithms, but leave other
“back doors” open that limit their effectiveness. For example,
it may not be possible for hackers to crack the passwords, but
if developers leave flaws in the code that allow attackers to
modify high-level app functions such as sending or receiving
text messages, they may not need passwords to cause
problems. Here, the onus is on developers and organizations
to enforce encryption standards before apps are deployed.

Data Leakage

\4

Unsecured Wi-Fi

'

Broken Cryptography

Fig.2 Threats on Mobile security

I1l. PROPOSED WORK
Certainly! Mobile Security is the critical aspect of ensuring
the confidentiality, integrity, and availability of data in a
Mobile. Here are some proposed work areas for Mobile
security:

1. Use strong passwords/biometrics:

Strong passwords and biometric features, such as fingerprint
authenticators, make unauthorized access nearly impossible.
Your passwords should be eight or more characters long and
contain alphanumeric characters. The complexities of your
passwords in other apps might tempt you to store them like a
browser does using the 'remember me’ feature. Device users
and administrators should avoid this feature since it only
increases the chances of your password getting spoofed.
Alternatively, if you lose your device, another person might
gain full access to it. With that comes access to accounts where
you have valuable data such as banking and payments
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systems. Furthermore, don’t forget to change your password
from time to time [9].

2. Install an Antivirus application:

The files you download and the apps you install on your
mobile device might contain malicious code. Once launched,
this code could send your data to criminals, making you
unsecured and robbing you of your privacy. To avoid that,
installing a reputable antivirus application will improve your
security.[10]

3. Utilize a VPN:

If you’re unsure about the security status of the Mobile you’re
connected to, using a VPN (Virtual Private Mobile) client is
mandatory. A VPN will enable you to connect to a Mobile
securely. At the same time, the VPN will shield your browsing
activity on public wifi from prying eyes. It is also useful when
accessing less secure sites. VPN services are relatively
inexpensive and are invaluable for protecting your website
traffic and private information. Non-HTTPS sites are visible
to anyone who knows how to use Mobileing and vulnerability
tools. These sites are prone to MITM (man-in-the-middle)
attacks, which pave the way to eavesdropping and password
sniffing. You need to have a new mindset when it comes
to fighting cybercrime.

4. Install an Antivirus application:

The files you download and the apps you install on your
mobile device might contain malicious code. Once launched,
this code could send your data to criminals, making you
unsecured and robbing you of your privacy. To avoid that,
installing a reputable antivirus application will improve your
security. Some offer more functionalities, such as erasing your
data if you lose your mobile device, tracking and blocking
unknown callers who might be a threat, and telling you which
applications are unsafe. In addition, they offer to clear your
browsing history and delete cookies. Cookies are small
software tokens that store your login information that might
be leaked if someone malicious gets to them.

5. Update to the latest software:

Your mobile device firmware might also be vulnerable to
security threats. New loopholes might be exploited, leaving
your device open to threats. To avoid that, always update your
firmware/device. Major mobile device firmware companies,
such as Google’s Android and Apple’s iOS roll out new
updates from time to time. Most of those updates act as a
security patch to known vulnerabilities on your device. Set up
updates to be manual or automatic, and don’t delay these
installations for long.
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6. Ensure public or free wifi is protected:

Everybody loves free wifi, especially if your data plan is
limited. But cheap can turn expensive in a very devastating
manner because most free wifi points are not encrypted.
These open Mobiles allow cybercriminals to eavesdrop on
the Mobile traffic and quickly get your passwords,
usernames, and other sensitive information. For a skilled
cybercriminal, it could only take moments to for your data
to land in the wrong hands.

Install an Antivirus application

Fig.3 Safety Measures for Mobile Security

Algorithm:

1. Begin

2. Identify Mobile security problems.

3. Focus on the Most Probable Mobile Security Risks.

4. Determine various Security Measures to Protect our
Mobile and Data.

Implement Measures Protect the Mobile Data.

Assess the Level of Security implemented in Mobile to
Prevent Unauthorized Access.

7. End
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V. RESULT & ANALYSIS

Types of Attacks Percentage of
S.No. possible on Mobile ge
. Vulnerability
security
1 Data Leakage 15
2 Unsecured Wi-Fi 14
3 Mobile Spoofing 23
4 Phishing Attacks 16
5 Spyware 18
6 Broken Cryptography 14
Vulnerability before the
implementation of Proposed 100
Security Measures

security

Table 1. Types of possible Attacks on Mobile

Percentage of Vulnerability

® Data Lenkage

® Unsecured Wi
Mabile Spoofing
Phishing Attacks

= Spyware

# Broken Cryptogr aphy

Fig. 4. Vulnerability before the application of
Proposed Security Measures
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S.No Types of Attacks possible Percgr;tage
on Mobile security Vulnerability
1 Data Leakage 5.2
2 Unsecured Wi-Fi 2.4
3 Mobile Spoofing 4.7
4 Phishing Attacks 6.1
5 Spyware 6.4
6 Broken Cryptography 5.2
Vulnerability after the
implementation of Proposed 30
Security Measures
Table 2. Types of possible Attacks on Mobile
security

Fig.5 Vulnerability after the application of
Proposed Security Measures

V. CONCLUSION & FUTURE WORK

In conclusion, mobile security is an indispensable aspect of
our interconnected digital lives, given the ubiquity of
smartphones and tablets. As these devices store and access
sensitive personal and corporate information, safeguarding
them is imperative. The multifaceted nature of mobile
security involves protecting against a variety of threats,
including malware, phishing attacks, and unauthorized
access. Implementing robust security measures such as secure
authentication, encryption, and regular software updates is
essential to fortify the resilience of mobile devices against
potential vulnerabilities. Additionally, user education plays a
pivotal role in fostering a security-conscious mindset,
encouraging individuals to adopt responsible practices and be
vigilant against emerging threats. The dynamic nature of the
mobile landscape requires continuous adaptation and
innovation in security strategies to stay ahead of malicious
actors. Ultimately, a proactive and comprehensive approach
to mobile security is crucial for ensuring the privacy,
integrity, and reliability of the vast array of information
processed and stored on our mobile devices.
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ABSTRACT: In the Realm of Machine Learning, The
Primary Emphasis Typically Revolves Around Training
Models to Discern Patterns and Formulate Predictions or
Decisions Based on Available Data. The Concept of
"Unlearning™ Pertains to The Process of Adjusting or
Revising A Pre-Trained Model to Intentionally Discard or
Ignore Specific Patterns or Information. This Adjustment
Becomes Relevant in Scenarios Where the Model Has
Acquired Insights from Data That Have Become
Outdated or Inaccurately Reflective of The Current
Circumstances. In Today's Digital Landscape, Computer
Systems Store Vast Amounts of Personal Data, Enabling
Breakthroughs in Artificial Intelligence (Al), Particularly
Machine Learning. However, The Abundance of Data
Poses Risks to User Privacy and Can Erode the Trust
Between Humans And Al. To Address These Concerns,
Recent Regulations, Commonly Known As ""The Right to
Be Forgotten', Mandate the Removal of Private User
Information from Computer Systems and Machine
Learning Models. While Erasing Data from Back-End
Databases Is Relatively Straightforward, It Is Insufficient
in The Context of Al Since Machine Learning Models
Often Retain Memories of The Old Data. Additionally,
Recent Adversarial Attacks on Trained Models Have
Demonstrated the Ability to Identify Whether Instances
or Attributes Belonged to The Training Data. This
Necessitates A New Approach Called Machine
Unlearning to Make Machine Learning Models Forget
Specific Data. However, Existing Works on Machine
Unlearning Have Yet to Fully Solve the Problem Due to
The Lack of Standardized Frameworks and Resources.
In the Era Of Al, Where the Significance of Privacy and
Data Protection Is on The Rise, The Concept of Machine
Unlearning Becomes A Pivotal Instrument for
Safeguarding User Privacy and Building Trust. This All-
Encompassing Survey Offers Insights into The
Foundational Principles, Methodologies, And Practical
Applications of Machine Unlearning. By Addressing Gaps
In Current Research and Spotlighting Untapped
Potentials, We Aim to Stimulate Further Exploration and
Innovation in This Field. We Anticipate That This Survey
Will Prove to Be A Valuable Resource for Researchers
and Practitioners Seeking to Enhance Their
Understanding and Implementation of Machine
Unlearning in The Realm of Privacy Preservation.

G SAMRAT KRISHNA
Lecturer (Asst. Professor)
Department of Computer Science
P.B.Siddhartha College of Arts & Science  P.B.Siddhartha College of Arts & Science
Vijayawada, AP, India
gsamratkrishna@pbsiddhartha.ac.in

YOGA SRI RAJYA LAKSHMI CHAKKA
Student, 22DSC27, M.Sc(CDS)
Department of Computer Science
P.B.Siddhartha College of Arts & Science
Vijayawada, AP, India
ysrlakshmi2022@gmail.com

KEYWORDS: Machine Unlearning,
Preservation, Artificial Intelligence (Al).

Privacy

l. INTRODUCTION

In the rapidly evolving environment of machine learning, the
exploration of innovative methodologies and applications is
essential to address emerging challenges. This paper delves
into the realm of "Adaptive Knowledge Dynamics," focusing
on the intricate interplay of techniques and applications
within the domain of machine unlearning. As the field of
machine learning continues to advance, the need to adapt
models to changing circumstances, correct biases, and
safeguard privacy becomes increasingly paramount.
"Adaptive Knowledge Dynamics" involves a diverse
approach to understanding, modifying, and optimizing
machine learning models through the lens of unlearning.
This exploration involves scrutinizing the fundamental
principles that support adaptive knowledge dynamics,
uncovering various techniques employed in the process of
machine  unlearning, and investigating real-world
applications where these dynamics prove pivotal. By
connecting theoretical concepts with practical applications,
this paper aims to provide a comprehensive overview,
nurturing a deeper understanding of the adaptive knowledge
dynamics involved in the unlearning process. As we
commence on this journey, the goal is to inspire further
research, innovation, and practical implementations in the
field of machine unlearning. By illuminating the techniques
and applications encapsulated within adaptive knowledge
dynamics, we seek to contribute to the ongoing discussion,
paving the way for advancements that ensure the resilience,
adaptability, and ethical considerations of machine learning
models in an ever-evolving technological setting.

1. RELATED WORKS
There are various reasons why users might want to delete
their data from a system. We can categorize these reasons into
four main groups: security, privacy, usability, and fidelity.
Each of these reasons is discussed in more detail below.

1. Security:

Deep learning models have recently revealed vulnerabilities to
external attacks, particularly adversarial attacks. In an
adversarial attack, the attacker generates adversarial data that
closely resembles the original data to the point where human
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perception cannot distinguish between the real and fake data.
This adversarial data is purposely crafted to manipulate deep
learning models, causing them to generate inaccurate
predictions, often leading to significant consequences. For
instance, in healthcare, an erroneous prediction could result in
misdiagnosis, inappropriate treatment, or even loss of life.
Therefore, it is imperative to detect and remove adversarial
data to ensure the security of the model. Once an attack is
identified, the model must be capable of deleting the
adversarial data through a machine unlearning mechanism.

2. Privacy: Numerous privacy-preserving regulations have
recently been implemented, encompassing the right to be
forgotten, such as the General Data Protection Regulation
(GDPR) of the European Union and the California Consumer
Privacy Act. These regulations grant users the right to request
the deletion of their data and related information in order to
safeguard their privacy. Such legislation has emerged in
response to instances of privacy breaches. For example, cloud
systems can inadvertently expose user data due to multiple
copies stored by various entities, backup policies, and
replication strategies. In another scenario, machine learning
techniques used in genetic data processing have been found to
unintentionally disclose patients' genetic markers. Hence, it is
unsurprising that users seek to remove their data to mitigate
the risks of data leaks.

3. Usability: People have diverse preferences when it
comes to online applications and services, particularly
recommender systems. An application's recommendations
can be inconvenient if it fails to completely remove incorrect
data (e.g., noise, malicious data, out-of-distribution data)
associated with a user. For instance, if someone
unintentionally searches for an illegal product on their laptop
and continues to receive recommendations for that product on
their phone, even after clearing their web browser history, it
leads to undesired usability (Y. Cao and Yang, 2015). Such
persistent data retention not only results in inaccurate
predictions but also reduces wuser satisfaction and
engagement.
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4. Fidelity: Biased machine learning models can prompt
requests for unlearning. Despite recent advancements,
machine learning models are still susceptible to bias, resulting
in outputs that unfairly discriminate against specific groups of
people. For instance, COMPAS, a software employed by
courts to determine parole cases, demonstrates a higher
tendency to assign elevated risk scores to African-American
offenders compared to Caucasians, even when ethnicity
information is not included as input. Similar instances of bias
have been observed in beauty contests judged by Al, which
exhibited prejudice against participants with darker skin tones,
as well as facial recognition Al systems that inaccurately
recognized Asian facial features. The origin of these biases can
often be traced back to the data itself. For instance, Al systems
trained on public datasets that predominantly feature
individuals of white ethnicity, such as ImageNet, are more
prone to making errors when processing images of individuals
with black ethnicity. Similarly, in an application screening
system, the machine learning model might unintentionally
acquire inappropriate features, such as gender or race
information, during the learning process. Consequently, there
is a necessity to unlearn such data, which involves discarding
the associated features and affected data items.

The unlearning framework in presents the typical workflow of
a machine learning model in the presence of a data removal
request. In general, a model is trained on some data and is then
used for inference. Upon a removal request, the data-to-be-
forgotten is unlearned from the model. The unlearned model is
then verified against privacy criteria, and, if these criteria are
not met, the model is retrained, i.e., if the model still leaks
some information about the forgotten data. There are two main
components to this process: the learning component (left) and
the unlearning component (right). The learning component
involves the current data, a learning algorithm, and the current
model. In the beginning, the initial model is trained from the
whole dataset using the learning algorithm. The unlearning
component involves an unlearning algorithm, the unlearned
model, optimization requirements, evaluation metrics, and a
verification mechanism. Upon a data removal request, the
current model will be processed by an unlearning algorithm to
forget the corresponding information of that data inside the
model. The unlearning algorithm might take several
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requirements into account such as completeness, timeliness,
and privacy guarantees. The outcome is an unlearned model,
which will be evaluated against different performance metrics.
However, to provide a certificate for the unlearned model, a
verification (or audit) is needed to prove that the model
actually forgot the requested data and that there are no
information leaks. This audit might include a feature injection
test, a membership inference attack, forgetting measurements,
etc.

A Typical Machine Unlearning Process

If the unlearned model passes the verification, it becomes the
new model for downstream tasks (e.g., inference, prediction,
classification, recommendation). If the model does not pass
verification, the remaining data, i.e., the original data
excluding the data to be forgotten, needs to be used to retrain
the model. Either way, the unlearning component will be
called repeatedly upon a new removal request.

1. OBJECTIVE

This paper’s goal is to investigate and confirm the efficiency
of machine unlearning within adaptive knowledge dynamics.
Key goals include formulating a conceptual framework,
examining methodologies, evaluating practical applications,
establishing performance metrics, ensuring adaptability to
dynamic changes, addressing ethical considerations,
promoting user-centric integration, and contributing to the
dissemination of knowledge and collaborative efforts. The
overarching aim is to advance the comprehension and
practical implementation of machine unlearning for the
refinement of dynamic knowledge and the enhancement of
system resilience.
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V. EXISTING SYSTEM
Completeness (Consistency): A good unlearning algorithm
should be complete, i.e. the unlearned model and the retrained
model make the same predictions about any possible data
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sample. One way to measure this consistency is to compute
the percentage of the same prediction results on a test data.
This requirement can be designed as an optimization
objective in an unlearning definition by formulating the
difference between the output space of the two models. Many
works on adversarial attacks can help with this formulation.

Timeliness: In general, retraining can fully solve any
unlearning problem. However, retraining is time-consuming,
especially when the distribution of the data to be forgotten is
unknown. As a result, there needs to be a trade-off between
completeness and timeliness. Unlearning techniques that do
not use retraining might be inherently not complete, i.e., they
may lead to some privacy leaks, even though some provable
guarantees are provided for special cases. To measure
timeliness, we can measure the speed up of unlearning over
retraining after an unlearning request is invoked.

Accuracy: An unlearned model should be able to predict test
samples correctly. Or at least its accuracy should be
comparable to the retrained model. However, as retraining is
computationally costly, retrained models are not always
available for comparison. To address this issue, the accuracy
of the unlearned model is often measured on a new test set, or
it is compared with that of the original model before
unlearning.

Light-weight: To prepare for unlearning process, many
techniques need to store model checkpoints, historical model
updates, training data, and other temporary data. A good
unlearning algorithm should be light-weight and scale with
big data. Any other computational overhead beside
unlearning time and storage cost should be reduced as well.

Provable guarantees: With the exception of retraining, any
unlearning process might be inherently approximate. It is
practical for an unlearning method to provide a provable
guarantee on the unlearned model. To this end, many works
have designed unlearning techniques with bounded
approximations on retraining. Nonetheless, these approaches
are founded on the premise that models with comparable
parameters will have comparable accuracy.

Model-agnostic: An unlearning process should be generic
for different learning algorithms and machine learning
models, especially with provable guarantees as well.
However, as machine learning models are different and have
different learning algorithms as well, designing a model-
agnostic unlearning framework could be challenging.

Verifiability: Beyond unlearning requests, another demand
by users is to verify that the unlearned model now protects
their privacy. To this end, a good unlearning framework
should provide end-users with a verification mechanism. For
example, backdoor attacks can be used to verify unlearning
by injecting backdoor samples into the training data. If the
backdoor can be detected in the original model while not
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detected in the unlearned model, then verification is
considered to be a success. However, such verification might
be too intrusive for a trustworthy machine learning system
and the verification might still introduce false positive due to
the inherent uncertainty in backdoor detection.

Stream Removal: Handling data streams where a huge
amount of data arrives online requires some mechanisms to
retain or ignore certain data while maintaining limited
storage. In the context of machine unlearning, however,
handling data streams is more about dealing with a stream of
removal requests.

V. PROPOSED SYSTEM
1. Item Removal: Requests to remove certain
items/samples from the training data are the most common
requests in machine unlearning.

2. Feature Removal: In many scenarios, privacy leaks
might not only originate from a single data item but also in a
group of data with the similar features or labels. For example,
a poisoned spam filter might misclassify malicious addresses
that are present in thousands of emails. Thus, unlearning
suspicious emails might not enough. Similarly, in an
application screening system, inappropriate features, such as
the gender or race of applicants, might need to be unlearned
for thousands of affected applications.

3. Class Removal: There are many scenarios where the

forgetting data belongs to single or multiple classes from a
trained model. For example, in face recognition applications,
each class is a person’s face so there could potentially be
thousands or millions of classes. However, when a user opts
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out of the system, their face information must be removed
without using a sample of their face. Similar to feature
removal, class removal is more challenging than item
removal because retraining solutions can incur many
unlearning passes. Even though each pass might only come at
a small computational cost due to data partitioning, the
expense mounts up. However, partitioning data by class itself
does not help the model’s training in the first place, as
learning the differences between classes is the core of many
learning algorithms. Although some of the above techniques
for feature removal can be applied to class removal, it is not
always the case as class information might be implicit in
many scenarios.

4. Task Removal: In general, unlearning a task is uniquely
challenging as continual learning might depend on the order
of the learned tasks. Therefore, removing a task might create
a catastrophic unlearning effect, where the overall
performance of multiple tasks is degraded in a domino-effect.
Mitigating this problem requires the model to be aware of that
the task may potentially be removed in future

5. Stream Removal: Handling data streams where a huge
amount of data arrives online requires some mechanisms to
retain or ignore certain data while maintaining limited
storage. In the context of machine unlearning, however,
handling data streams is more about dealing with a stream of
removal requests.

VI. MACHINE UNLEARNING DEFINITION
While the application of machine unlearning can originate
from security, usability, fidelity, and privacy reasons, it is
often formulated as a privacy preserving problem where users
can ask for the removal of their data from computer systems
and machine learning models. The forgetting request can be
motivated by security and usability reasons as well. For
example, the models can be attacked by adversarial data and
produce wrong outputs. Once these types of attacks are
detected, the corresponding adversarial data has to be
removed as well without harming the model’s predictive
performance. When fulfilling a removal request, the
computer system needs to remove all user’s data and ‘forget’
any influence on the models that were trained on those data.
As removing data from a database is considered trivial.
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VII. RESULTS

1. Methodological Advancements:
Identification and evaluation of novel methodologies in
machine unlearning, demonstrating their effectiveness in
dynamically adapting to changing information
landscapes.

2. Conceptual Framework Refinement:
Enhancement and refinement of the conceptual
framework for adaptive knowledge dynamics, providing
a clearer understanding of the role and impact of machine
unlearning in knowledge evolution.

3. Practical Applications:
Successful identification and validation of practical
applications across diverse domains, showcasing the
versatility of machine unlearning in improving model
accuracy and adaptability.

4. Performance Metrics Validation:
Development and validation of standardized
performance metrics and benchmarks, enabling a
comprehensive assessment of the efficiency and
effectiveness of various machine unlearning techniques.

5. Dynamic Adaptability Confirmation:
Confirmation of the capability of machine unlearning to
dynamically adapt to evolving data landscapes, ensuring
sustained relevance and resilience of models over time.

6. Ethical Considerations Framework:
Establishment of an ethical consideration’s framework,
addressing potential biases and promoting responsible Al
practices in the implementation of machine unlearning
techniques.

7. User-centric Integration Insights:
Insights into user perceptions and acceptance of machine
unlearning, highlighting the importance of user-centric
design for practical usability and adoption.

8. Knowledge Dissemination Impact:
Successful dissemination of research findings through
academic publications and presentations, contributing to
the wider knowledge base and fostering collaboration
among researchers, practitioners, and industry experts.

VIIl.  CONCLUSION

In conclusion, this research on Adaptive Knowledge
Dynamics, focusing on machine unlearning techniques and
applications, establishes a solid foundation for dynamic
knowledge refinement. The study highlights the efficacy of
diverse methodologies, demonstrating the versatility of
machine unlearning across various domains. Standardized
metrics facilitate a comprehensive assessment, emphasizing
the advantages of adaptive knowledge dynamics. Ethical
considerations and  user-centric  design  underscore
responsible implementation. As findings are disseminated,
collaborative efforts are expected to propel the integration of
machine unlearning into practical applications, marking a
significant advancement in the understanding and utilization
of these techniques.
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House Price Prediction Using Machine Learning
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ABSTRACT: This Paper Introduces a Real Estate Price
Prediction System that Uses Machine Learning
Algorithms. The System is Intended to Forecast the Price
of a Home Grounded on its Various Features Such as
Location, Square Footage, Number of Bedrooms and
Bathrooms, And Other Related Factors. The System Uses
A Variety of Machine Learning Algorithms, Including
Linear Regression, Decision Tree Regression, Random
Forest Regression, And Artificial Neural Networks to
Make Accurate Predictions. Algorithms Are Trained on
A Large Dataset of House Prices and Their Associated
Characteristics to Learn the Relationships Between These
Factors and The Corresponding Prices. The System Is
Measured Against Various Performance Metrics, To
Measure Its Accuracy and Effectiveness. The Results
Show That the System Can Predict House Prices with
Great Accuracy, Making It A Valuable Tool for Real
Estate Agents, Home Buyers and Sellers. The
Implementation of This System Could Lead to Better
Informed and More Efficient Decisions in The Housing
Market.

KEYWORDS: Random Forest Regressor, Machine
Learning, House Price Prediction

I. INTRODUCTION
Machine learning has been used for many years to offer image
recognition, spam detection, natural speech comprehension,
product recommendations and medical diagnoses. Today,
machine learning algorithms can help us to enhance cyber
security, ensure public safety, and improve medical
outcomes.  In this project we used a machine learning
concept, for example, if we’re going to sell a house, we
need to know what price tag to put on it. Here the machine
learning algorithm can give us an accurate estimation or
prediction. Predicting housing prices has always been a
challenge for many machine learning engineers. Several
researchers have tried to come with a model to accurately
predict housing prices with high accuracy and least error. Our
goal for this project was to use regression models and
classification techniques in order to predict the sale price
of a house. These models are created using various features
such as square feet of the house, number of bedrooms, year
of construction, property type etc. Some of the researchers
have used techniques like clustering for grouping same houses
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together and then estimating the price. In this project we
tested a regression models like Simple Linear Regression,
Ridge Regression, Lasso Regression, Random Forest
Regression, Support Vector Regression, Decision Tree
Regression and will choose the best fitamong the calculation.

Il. PURPOSE

The purpose of this project is to create a machine learning-
based system for predicting house prices. This involves
utilizing various regression algorithms to analyze a housing
dataset and selecting models that achieve the highest accuracy
scores. The goal is to assess the effectiveness of machine
learning models in estimating house prices on different
samples of the dataset. By developing a user-friendly house
price prediction system, the aim is to streamline the process
and reduce the need for manual intervention. This system
would be valuable for both developers and customers. For
developers, it assists in determining the optimal selling price
for a house, while for customers, it provides valuable
information for deciding the right time to purchase a house.
Ultimately, the project seeks to leverage machine learning to
enhance the efficiency and accuracy of house price
predictions, benefiting both sellers and buyers in the real
estate market.

I1l. CONSTRAINTS
We here define the constraint using the triple constraint of
project management:

Time/Schedule
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Triple Constraints of Project Management:
1. Cost:

a. The project involves minimal hardware
requirements, resulting in low costs.

b. No significant expenses are incurred due to the
absence of hardware elements.

C. Costs for requirements are kept very low.

d. Machine learning algorithms require high
processing power, met by systems with ample
RAM.

e. Installation of Anaconda, Python libraries
(Numpy, Pandas, Seaborn), and Tableau for
data science and visualization.

2. Time:

a. Development time depends on project
complexity and the number of modules.

b. Based on current specifications, project
deployment is estimated to take approximately
3-4 months.

3. Scope:

a. House Prediction dataset imported from
Kaggle in CSV format.

b. Analysis using Pandas, Numpy, and scikit-
learn for machine learning models.

c. Tableau utilized for data visualization.

d. Identification of key factors influencing house
price changes.

e. Dataset divided into training and testing sets.

f.  Training machine learning models with the
training set.

g. Performance evaluation using the testing set,
calculating accuracy scores and generating
confusion matrices.

h. Root Mean Square Error (RMSE) calculated
for all models.

i. Selection of the model with the highest
accuracy and the lowest RMSE for predicting
house prices.

j.  Project outcome: Accurate house price
predictions beneficial for both customers and
developers.

IV. OVERALL SYSTEM DESCRIPTION

i. EXISTING SYSTEM:
In the existing system there are so many solutions for house’s
sales price prediction problem for one of the Kaggle
competitions, in which they combine standard machine
learning algorithms with their original ideas like residual
regression, logit transform and neural network machine. But
during data analysis the results show that the house price
variation prediction results is not accurate enough. Sometimes
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ii. PROPOSED SYSTEM:

The proposed system effectively addresses existing issues by
significantly improving prediction accuracy. It categorizes
factors influencing house prices into three main groups:
physical condition, concept, and location. Physical condition
encompasses observable features like house size, number of
bedrooms, kitchen and garage availability, garden presence,
building age, etc. The concept refers to developer-offered
ideas that attract buyers, such as a minimalist or
environmentally friendly home. Location, a crucial factor,
shapes house prices based on prevailing land prices and
determines access to public facilities and recreational
amenities. By optimizing these factors, our system produces
more accurate predictions, offering a comprehensive
approach to house price estimation.

V. METHODOLOGY

In our project, the House Prediction dataset is imported
from Kaggle in Comma Separated Values (csv) format. The
dataset is analyzed with the help of pandas, numpy and scikit-
learn. Tableau is used as a data visualization tool. After
drawing insights from the dataset with the help of Tableau,
we identify the important factors i.e. factors majorly affecting
the change in prices. The factors adding insignificant values
to the overall result are omitted. The dataset isdivided into two
parts - training set and testing set. The various machine
learning models are trained with the help of the training set.
The testing set is then used to check the performance of all
the machine learning models. Accuracy score is calculated.
Root Mean Square Error of all the models is calculated. In the
final step the model with the highest accuracy score and
the least RMSE (Root Mean Square Error) value is used for
predicting house prices.

1. Simple Linear Regression:
In simple linear regression, we predict the scores of a
dependent variable (Y") based on the scores of a single
independent variable (X). The regression line is represented
by the formula: [ Y' = bX + A]
Where:

a. (YY" isthe predicted score (dependent variable).

b. (X) is the independent variable.

c. (b)is the slope of the line.

d. (A)isthe Y-intercept.
In simple linear regression, when there's only one predictor
variable (\( X\)), it is referred to as a simple linear regression.
The formula simplifies to a straightforward equation for
predicting scores based on the linear relationship between the
variables.

2. Ridge Regression:

the Standard deviation of the results is very high because of V My \‘ it = wox I I Y ¢
small dataset size. e g A |
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Ridge regression is a technique used to modify the loss or

errors in a regression model by adding a penalty

equivalent to the square of the magnitude of the

coefficients. This penalty is introduced to reduce

complexity and the overall cost function. The formula for

ridge regression is given by:

[ text {Ridge} R = text{loss} + lambda ||w||"2]

Here:

a. (lambda) is a constant.
b.  (|lw||"2) represents the sum of squared coefficients:
(W_172 + w_2"2 + w_3"2 + Idots), where (w) is a
vector of coefficients.

Ridge regression imposes restrictions on the coefficients

((w)), and the penalty term ((lambda)) regularizes these

coefficients. If the coefficients become too large, the

regularization term penalizes them. Consequently, ridge

regression constrains the coefficients, reducing model

complexity and addressing issues such as multicollinearity. It

proves beneficial in situations where the optimization process

needs to be tempered to avoid overfitting and improve the

stability of the model.

3. Lasso Linear Regression :

o ; \* f
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Lasso regression, which stands for Least Absolute Shrinkage
and Selection Operator, modifies the cost function by adding
a penalty term equivalent to the absolute value of the
magnitude of the coefficients. The cost function for Lasso
regression can be expressed as:
[ text {Lasso} = text{loss} + lambda ||w/|]
In simpler terms:

a. (lambda) is a constant.
b. (Jlwl]) represents the sum of the absolute values

of coefficients:
(w_1| + jw_2| + |w_3| + Idots), where (w) is a vector of
coefficients.
Lasso regression imposes constraints on the coefficients
similar to Ridge regression. The key difference lies in the
regularization term, where instead of squaring the
coefficients, the absolute values are considered. This type of
regularization has the potential to drive some coefficients to
exactly zero. Thus, Lasso regression not only aids in
minimizing loss/errors in models but also serves as a tool for
feature selection. Features with zero coefficients are
essentially disregarded in generating the model's outputs,
contributing to a simpler and potentially more interpretable
model.

4. Support Vector Regression:

SVM, a supervised learning algorithm widely used for
classification, is specifically designed for linearly
separable data. It employs a "hyperplane" to classify two
classes, aiming to create the largest margin in a high-

% PARVATHANENI BRAHMAYYA(P.B.)

SIDDHARTHA COLLEGE OF ARTS & SCIENCE

NAAC Accredited at '‘A+' (Cycle 1)

™

'_'l's 0
2015
1SO 9001:2015 Certified . CERTIFIED!

dimensional space for separating the given data into
distinct classes.
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In simpler terms:

a. Linear Separability: SVM works best when the data can
be separated by a straight line.

b. Hyperplane: The hyperplane is the decision boundary
that separates the data into classes.

c. Margin: SVM seeks to maximize the margin,
representing the distance between the closest data points
of the two classes. This ensures a robust separation.

For non-linear data, SVM utilizes kernel functions to map the

data into a higher- dimensional space, making it easier to find

a hyperplane. The ultimate goal is to find the hyperplane that

maximizes the margin, providing a clear distinction between

classes and enhancing the model's accuracy in classification
tasks.

5. Decision Tree Regression :

Decision tree is a tree shaped figure which is used to
determine a course of action. Each branch of the tree
represents a possible decision, transpire or reaction. This
algorithm makes a classification decision for a test sample with
the help of tree like structure. The nodes in the tree are
attribute names of the given data. Branches are attribute
values and leaf nodes are the class labels.

The advantages of using this algorithm in house price
prediction are:

a. It is simple to understand, interpret and visualize.

b. Little effort required for data preparation.

¢. It can handle both numerical and categorical data.
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6. Random Forest Regression:

Random forest regression develops lots of decision tree based
on random selection of variables. It provides the class of
dependent variable based on many trees.

a. Random selection of data:
original data= subset 1+subset 2+subset 3+....This subset each
can have different size of the observation, there can be some
overlapping or cannot.
b. Random selection of variables
If we have variables x1, X2 ...xn independent variables, which
can be used for developing decision tree. We divide this
variable into different sets like, variable set 1- x1, x3, ...
variable set 2- x3, x4...As the trees are based on random
selection of data as well as variables, these are random tree.
Many such random trees lead to a random forest. When we
have many trees, we get a forest, similarly when we have
many decision trees it is a random forest. There are two major
belief that helps us to use this tree:
i. Most of the trees can provide correct prediction

of class for most part of the data.
ii. The tree is making mistakes at different places

VI. REGRESSION RESULTS

Regression Accuracy Score
Linear Regression 88.82
Lasso 78.56
Ridge 88.83
Random Forest Regression 89.56
SVR (Gaussian kernel) 11.138
Decision Tree Regression 79.56

Prediction and Real Value of a test case with different
Regression methods:

Regression Real Value | Predicted

Value
Linear Regression 11.767 11.622
Lasso 11.767 11.566
Ridge 11.767 11.621
Random Forest Regression| 11.767 11.767
SVR (Gaussian kernel) 11.767 12.04
Decision Tree Regression 11.767 11.462
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VII. MODELS AND RESULTS
Reression Model Evaluation Summary
In our regression analysis, the goal was to predict the potential
sale prices of houses based on a set of features. Here's a
summary of our findings:
i. Linear Regression (Baseline Model)
e Utilized 81 features and 1461 training samples.

e Accuracy Score: 88.82.

ii. Linear Regression with Lasso Regularization:
e Applied Lasso regularization after 5- fold cross-
validation.
o Accuracy Score: 78.56.
o Automatically selected 56 variables and eliminated 35
variables.
iii. Linear Regression with Ridge Regularization:
o Applied Ridge regularization with cross-validation.
e Accuracy Score: 88.83.
o Improved performance over the baseline model,
indicating regularization helped with overfitting.
iv. Support Vector Regression (SVR) with Gaussian
Kernel:
o Utilized SVR with Gaussian kernel, cross-validating
parameters.
o Generated a score of 11.138.
v. Random Forest Regression:
e Applied Random Forest Regression with max_depth
parameter cross- validated to 150.
e Accuracy Score: 89.56.
o Outperformed the baseline model, showcasing better
predictive power.

vi. Decision Tree Classifier:
o Applied Decision Tree Classifier to the dataset.
e Accuracy Score: 79.56.
Random Forest Classifier demonstrated the highest accuracy
score among the models.

Recommending the Random Forest Classifier for future house
price predictions due to its superior performance in this
analysis. This regression model evaluation provides insights
into the effectiveness of different models in predicting house
prices. The Random Forest Classifier stands out as the most
accurate and reliable choice for future predictions.
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VIII. VISUALIZATIONS AND ANALYSIS

+

BHK vs. Price by Progerty Type

This histogram depicts the property type and BHK style
with respect to the price range.

IX. CONCLUSION
In conclusion, the proposed system effectively addresses
existing issues in the current model for predicting house
prices. Through comprehensive training and testing of
datasets with various models, it is evident that both the
Random Forest Classifier and Ridge Classifier outperform the
simple linear regression model. Notably, the Random Forest
Classifier achieved the highest accuracy score.
Key Points:
a. Improved Performance:
Random Forest Classifier and Ridge Classifier models
demonstrated better accuracy compared to the baseline linear
regression model.
b. Top Performer:
The Random Forest Classifier achieved the highest accuracy
score among all models tested.
¢. Recommendation:
We strongly recommend using the Random Forest Classifier
for future house price predictions.
d. Outcome:
The project's outcome is the accurate prediction of house
prices, benefiting both customers and developers.
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In essence, the proposed system enhances accuracy and
reliability in predicting house prices, providing a valuable tool
for stakeholders involved in real estate. The adoption of the
Random Forest Classifier is a strategic choice for achieving
the best predictive outcomes in future applications.
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ABSTRACT: The Field of Artificial Intelligence (Al) Has
Shown an Upward Trend of Growth in the 21st Century
(From 2000 To 2015). The Evolution in Al Has Advanced
the Development of Human Society in Our Own Time,
With Dramatic Revolutions Shaped by Both Theories and
Techniques. However, The Multidisciplinary and Fast-
Growing Features Make Al a Field in Which It Is Difficult
to Be Well Understood. In This Paper, We Study About
the Artificial Super Intelligence (ASI) How It Took the
Part of The World, What Are It Risks or Challenges and
How We Are Going to Reduce It. We Find That the Area
Is in The Sustainable Development and Its Impact
Continues to Grow. From the Perspective of Reference
Behavior, The Decrease in Self-References Indicates That
the Al Is Becoming More And More Open-Minded.

This Article Contributes to The Unending Conversation
on Super intelligent Al by Shedding Light on The Moral
Challenges and Proposing Actionable Strategies for
Responsible Development. As the Field Evolves, An
Ethical Framework Will Be Pivotal in Harnessing the
Potential Benefits of Super Al While Mitigating Its
Ethical Risks.

KEYWORDS: Weaponization, Super Intelligence,
Devasting.
I. INTRODUCTION

Acrtificial Intelligence (Al) has grown dramatically and
becomes more and more institutionalized in the 21st Century.
In this era of interdisciplinary science, of computer science,
cybernetics, automation, mathematical logic, and
linguistics [1], questions have been raised about the specific
concept of Al [2]. Actually, as early as the 1940s and 1950s,
scientists in the field of Mathematics, Engineering, and
Computer Science had explored the possibilities of artificial
brains and were trying to define the intelligence of the
machine [3]. Artificial intelligence (Al) has witnessed
remarkable advancements in recent years, but the concept of
Artificial Super Intelligence (ASI) takes the capabilities of Al
to an entirely different level. ASI represents a hypothetical
future stage of Al development where machines possess
cognitive abilities far surpassing those of humans. While we
have yet to achieve ASI, it is a topic that captivates the
imagination of researchers, scientists, and enthusiasts alike
[4]. In this article, we will explore the concept of artificial
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Super Intelligence, its potential implications, and the ethical
considerations surrounding its development.

Fig.1.Artificial Intelligence (Al) Technology

Moreover, Artificial Super Intelligence, often abbreviated as
ASI, is a term used to describe a level of Al development
where machines can outperform humans in virtually every
intellectual task [5].

It represents a point at which Al systems possess not only
superior computational abilities but also exhibit higher-order
cognitive  functions, such as creativity, emotional
intelligence, and self-awareness. ASI would be capable of
rapid self-improvement, resulting in an exponential increase
in its intelligence and problem-solving capabilities [6].

Il. RELATED WORK
Risks in Super Al:
1) Loss of control and understanding:
One potential danger of super intelligence that has received a
lot of attention from experts worldwide is that ASI systems
could use their power and capabilities to carry out unforeseen
actions, outperform human intellect, and eventually become
unstoppable [7]. Advanced computer science, cognitive
science, nanotechnology, and brain emulations have achieved
greater-than-human machine intelligence. If something goes
wrong with any one of these systems, we won’t be in a
position to contain them once they emerge. Moreover,
predicting the system’s response to our requests will be very
difficult. Loss of control and understanding can thus lead to
the destruction of the human race altogether [8].
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2) The weaponization of super Al:

Today, it seems logical enough to think that highly advanced
Al systems could potentially be used for social control or
weaponization. Governments around the world are already
using Al to strengthen their military operations. However, the
addition of weaponized and conscious super intelligence
could only  transform and impact  warfare
negatively. Additionally, if such systems are unregulated,
they could have dire consequences. Superhuman capabilities
in programming, research & development, strategic planning,
social influence, and cyber security could self-evolve and
take positions that could become detrimental to humans [9].

3) Failure to align human and Al goals:

Super Al can be programmed to our advantage, however,
there lies a non-zero probability of super Al developing a
destructive method to achieve its goals. Such a situation may
arise when we fail to align our Al goals [10].

4) Malevolent super intelligence:

The successful and safe development of AGI and super
intelligence can be ensured by teaching it the aspects of
human morality. However, ASI systems can be exploited by
governments, corporations, and even sociopaths for various
reasons, such as oppressing certain societal groups. Thus,
super intelligence in the wrong hands can be devastating [11].
5) The danger of nuclear attacks:

With ASI, autonomous weapons, drones, and robots could
acquire significant power. The danger of nuclear attacks is
another potential threat of super intelligence. Enemy nations
can attack countries with technological supremacy in AGI or
superintelligence with advanced and autonomous nuclear
weapons, ultimately leading to destruction [12].

|

The weaponization of super
Al

\ 4

Failure to align human and Al
goals

\4
Malevolent super intelligence

\ 4
The danger of nuclear attacks

Fig.2.Various risks in Super Al
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I1l. PROPOSED WORK
We propose the following security methods to safeguard the
Super Al Technology from various security attacks.
Measures to overcome from security risks of Super Al:
1. Robust Al safety research:
Investing in research to ensure the development of safe and
reliable Al systems is crucial. This includes studying the
potential risks, developing safety measures, and creating
frameworks for Al systems to adhere to ethical guidelines.
2. Transparent and explainable Al:
Promoting transparency in Al algorithms and decision-
making processes can help us understand how Al systems
arrive at certain conclusions. This allows for better oversight
and helps prevent unintended consequences.
3. International collaboration:
Encouraging global cooperation among researchers,
policymakers, and industry leaders can foster a collective
effort in addressing super Al threats. Sharing knowledge, best
practices, and establishing common standards can help
mitigate risks effectively.
4. Regular audits and regulations:
Implementing regular audits and robust regulatory
frameworks can ensure that Al systems are designed,
developed, and deployed in a responsible manner. This can
help prevent misuse and minimize potential risks.
5. Ethical guidelines and safeguards:
Establishing clear ethical guidelines and safeguards for Al
development can help ensure that Al systems are aligned with
human values and respect fundamental rights. These
guidelines should cover areas such as privacy, bias, and
accountability.

Robust Al safety research

A4

Transparent and
explainable Al

v
International collaboration

A4

Regular audits and
regulations

A 4

Ethical guidelines and
safeguards

A 4

Continuous monitoring and
evaluation

Fig .3. Various measures to reduce risks in
Super Al
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6. Continuous monitoring and evaluation: Types of Attacks possible on
P ; Percentage
Regularly monitoring and evaluating Al systems can help Super Al Technology before
identify any potential risks or unintended consequences. This S.No implementing the security of .
allows for timely interventions and improvements to mitigate measures vulnerability
any emerging threats. 1 Loss of control and 35
understanding
ALGORITHM: The weaponization of super
1. Begin 2 Al 9
2. Identify potential Super Al Failure to align human and Al
3. Focus on the Most Portable Threats that could harm 3 goals 28
resources. 4 Malevolent intelli 15
4. Determine Security measures to protect resources alevolent superintetfigence
5. Put in place measures to efficiently protect resources 5 The danger of nuclear attacks 13
6. Assess the level of security to prevent unauthorized —
Vulnerability before the
access. . . .
implementation of Proposed Security 100

Measures

Identify potential Super Al
v

Table 1. Types of possible Attacks on Super Al
Technology before implementing the Security

Measures.

Focus on the Most Portable
Threats that could harm
resources

v

Determine Security
measures to Protect
resources

v

Put in place measures to
efficiently protect resources

v

Assess the level of security
to prevent unauthorized
access

Fig.4.Procedure to protect
resources of Super Al

IV. RESULT & ANALYSIS

Vulnerability before the implementation of
proposed security measures

1 Loss of sentrol and
wrderstanding

# 2 The weaponiation of
wper Al

3 Falure 10 align Buman
and Al goals

w4 Maevolent
wperintellignnce

3 The danger of nuclesr
ttacks

Fig.5.Enhancement of security before
implementing the measures

ISBN: 978-81-968265-0-5 Proceedings of ICRICT-2024

Iypes of Attacks possible on Super Al
Technology after implementing the

security measures

Fig.6.Enhancement of security after
implementing the security measures

Types of Attacks possible on

Measures

S.No Super Al Technology after Percsr;tage
' implementing the security -
vulnerability
measures
1 Loss of control and
- 5
understanding
The weaponization of super
2 Al 4
3 Failure to align human and 10
Al goals
4 Malevolent superintelligence 8
5 The danger of nuclear attacks 3
Vulnerability before the
implementation of Proposed Security 30

Measures.

Table 2. Types of possible Attacks on Super Al
Technology after implementing the Security
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After implementation of the proposed security measures we
have controlled most of the security attacks from 100% to
30%.

V. CONCLUSION & FUTURE WORK

Even through several security measures are implemented
using security protocols / firewalls which are unable to
protect the vulnerabilities of Super Al Technology. Hackers
introduces are continuously making attempt to gain the
unauthorized access of Super Al using various attacks. As
Super Al technology has increased privacy and security
challenges will have an effect on their usage. In order to
protect the security and integrity of Super Al Technology
several new security measures, protocols and firewalls need
to developed and deployed effectively to challenge
unauthorized access.
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ABSTRACT: Quantum Computing Is A Type of
Computing That Leverages the Principles of Quantum
Mechanics, Such as Superposition and Entanglement, To
Perform Operations on Data. Unlike Classical Computers
That Use Bits to Represent Either A 0 Or A 1, Quantum
Computers Use Qubits, Which Can Exist in Multiple
States Simultaneously. This Allows Quantum Computers
to Process Information in Parallel, Potentially Solving
Certain Problems Much Faster Than Classical
Computers. However, Building Practical and Stable
Quantum Computers Is A Complex Scientific and
Engineering Challenge That Is Still in The Early Stages of
Development. Quantum Computing Harnesses the
Principles of Quantum Mechanics to Process Information
Using Qubits, Which Can Exist in Multiple States
Simultaneously. This Enables Parallel Computation,
Potentially Solving Specific Problems Exponentially
Faster Than Classical Computers. Despite the Promise,
Practical Implementation Faces Formidable Challenges,
And Ongoing Research Seeks to Overcome Issues Like
Decoherence And Error Correction for the Realization of
Robust Quantum Computers.

KEYWORDS: Scalability,
Security, Topological.
I. INTRODUCTION

Quantum computers aren't constrained to two states; they
encode data as quantum bits, or qubits, where bits can be 0 or
1 or both 0 and 1 at the same time in what is called super
position. The similarity of silicon qubits with CMOS
foundries is an extraordinary resource. Quantum computers
utilizing the property of superposition can process and store
multiple states simultaneously, thus ensuring it's potential to
be millions of times extra dominant than today's most brand
influential supercomputers. Moreover, quantum computers
guarantee secure transmission, ultrahigh speed and ability to
store large amount of information than its classical
counterparts.[1] Quantum Computing is a completely new
model of computation based on the laws of quantum physics.
It is not an improvement or extension of the current classical
digital computing model that has been used for many years,
but it is the first time in history that computing is branching.
Significant resources are invested worldwide, and we are at
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the beginning of a new age of computation, developing
programmable quantum systems towards universal quantum
computers. Quantum computers promise to solve certain
mathematical problems that are intractable to classical
computers [2]. By using the physical phenomena of
superposition, entanglement and interference, quantum
computers can solve problems computationally hard for even
the most advanced classical computers. Quantum
entanglement creates strong correlations between qubit states
leading to increased information in the combined system
compared with the individual. Quantum Computing is the
only way to enlarge the computational space and access this
unique resource which cannot be mimicked by classical
computing as it would require exponential resources.
Quantum computing has become a reality.

Quantum computers are available to everybody via cloud
service or simulation. Toolkits are available that invite
practitioners to start their own quantum software projects and
thus get used to this novel technology [3]. In this article we
evaluate technologies to help developers to start their own
quantum software business. Practical guidance is provided
from our own quantum technology projects. Quantum
Computing (QC) has been a theoretical promise since the
beginning of 1990°‘s. A lot of research effort has been
invested, especially in two areas. First, on the mathematics,
logics and algorithms area. Second, quantum physicist and
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materials experts have been working on how to implement
such a machine.[4] In the last years the importance of
quantum computing has significantly increased due to both
continuously shrinking of the size of silicon-based integrated
circuits and the results in quantum algorithm development.
Quantum computing offers a path forward by taking
advantage of quantum mechanical properties. So, the rapid
progress of computer science led to a corresponding evolution
of computation from classical computation to quantum
computation.[5] In general, quantum computers can be
broadly classified into universal gate quantum computers and
quantum annealers. The universal gate quantum
computer/processor can be seen as a quantum counterpart to
a classical general purpose microprocessor, where IBM (127
qubit), Google (72 qubit) are in rapid pursuit of building
faster and larger universal gate based quantum computers. On
the other hand, the quantum annealers are akin to
Application-Specific 1C (ASIC), which can be used for
solving a specific set of combinatorial optimization problems
over discrete search space. However, the problems of interest
in the domain of security primarily eyes the growth of
universal quantum computers, which is not polynomial
equivalent to quantum annealer [6]. Quantum computing has
been a very active and promising area of research and,
especially in the last years, of technology development. Since
the physicist Richard Feynman proposed the idea of building
a quantum computer to simulate quantum systems in the early
80’s, several quantum algorithms and quantum error
correction techniques have been developed. By exploiting
quantum phenomena such as superposition and entanglement,
quantum computers promise to solve hard problems that are
intractable for even the most powerful conventional
supercomputers. In addition, remarkable progress has been
made in quantum hardware based on different technologies
such as superconducting circuits, trapped ions, silicon
quantum dots, and topological qubits. A recent breakthrough
in quantum computing has been the experimental
demonstration  of quantum  supremacy using a
superconducting quantum processor consisting of 53 qubits
[7].

Il. RELATED WORK
In this section, we exemplify various Security Risks in
Quantum Computing:
Risks in Quantum Computing:
1) Security Risks: Shor's Algorithm Quantum computers
have the potential to efficiently solve certain mathematical
problems, such as factoring large numbers. Shor's algorithm,
for example, could threaten the security of widely used
encryption algorithms (RSA and ECC), which rely on the
difficulty of factoring large numbers for their security [8].
2) Data Security: Quantum Key Distribution (QKD) While
quantum computing poses a threat to classical cryptographic
systems, it also offers new solutions like Quantum Key
Distribution (QKD) for secure communication. However, the
practical implementation of QKD is still in its early stages,
and there are challenges to overcome in terms of scalability
and reliability [9].
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3) Decoherence: Quantum systems are prone to decoherence,
where the delicate quantum state is disrupted by external
factors. Maintaining the coherence of qubits over extended
periods is crucial for the reliability of quantum computations.
[10].

4) Scalability: Scaling up quantum computers to handle
practical problems requires overcoming numerous technical
hurdles. As the number of qubits increases, maintaining
coherence and managing errors become even more
challenging [11].

5) Security Threats: The advent of powerful quantum
computers may lead to new forms of cyber threats and
vulnerabilities. Governments, organizations, and individuals
need to be prepared for potential misuse of quantum
technology for malicious purposes [12].

Security Risks

v

Data Security

v

Decoherence

Scalability

v

Security Threats

Fig. 3. Risks to Quantum
Computing

I11. PROPOSED WORK
We propose the following security methods to prevent threats
on Quantum Computing.
1) Quantum Speedup: Quantum speedup refers to the
advantage that a quantum algorithm has over its classical
counterparts. It is often expressed as the ratio of the time taken
by a classical algorithm to solve a problem compared to the
time taken by a quantum algorithm.
2) Algorithmic Complexity: Just as in classical computing,
quantum computing has its own algorithms and
computational complexity classes. Understanding the
algorithmic complexity of quantum algorithms helps in
assessing their efficiency for specific tasks.
3) Topological Quantum Computing: Topological quantum
computing is a theoretical approach that uses anyons, exotic
particles with fractional quantum statistics, as qubits. The
advantage is that these qubits are more robust against certain
types of errors.
4) Adiabatic Quantum Computing: Adiabatic quantum
computing involves the gradual transformation of a quantum
system from an easily prepared initial state to a final state that
represents the solution to a computational problem. It is an
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alternative quantum computing model to gate-based quantum
computing.

5) Hybrid Quantum-Classical Systems: Hybrid quantum-
classical systems combine quantum processors with classical
computing resources to tackle problems that might be beyond
the capabilities of either approach alone. This hybrid model
aims to leverage the strengths of both quantum and classical
computing.

Quantum Speedup

\4
Algorithmic Complexity

v

Topological

v

Adiabatic
Hybrid

Fig. 3. Measures to Quantum
Computing

Algorithm:

1. Begin

2. ldentify Potential Fog Computing Security Threats.

3. Focus on the most probable Threats that could Harm
Resources.

4. Determine Security Measures to protect Resources.

5. Putin place Measures to Effectively Protect Resources.

6. Assess the Level of Security to prevent Unauthorized
Access.

7. End

Identify Potential Quantum
Computing Security Threats.

!

Focus on the most probable Threats
that could Harm Resources.

v

Determine Security Measures to
protect Resources.

v

Put in place Measures to Effectively
Protect Resources.

V2

Assess the Level of Security to
prevent Unauthorized Access.

Fig. 4. Procedure to safeguard the
resources of Quantum Computing.
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IV. RESULT & ANALYSIS

Types of Attacks possible on | Percentag
S. No Quantum Computing | e of
' Technology before implementing | Vulnerabi
the Security Measures lity
1 Security Risks 21
2 Data Security 19
3 Decoherence 18
4 Scalability 22
5 Security Threats 20
Vulnerability before the implementation 100
of proposed Security Risks

Table 1. Types of Possible Attacks on Quantum
Computing before implementing the Security Measures

Types of Attacks possible on Quantum Computing
Technology before implementing the Security Measures

[ 1 Security Risks

M 2 Data Security

# 3 Decoherence

M 4 Scalability

M5 Security Threats

Fig. 1. Risk in quantum computing before implementing the
Security Measures.

Types of Attacks possible on Percentag
S No Quantum Co_mputing _ e of _
' Technology after implementing | Vulnerabi
the Security Measures lity
1 Security Risks 10
2 Data Security 5
3 Decoherence 7
4 Scalability 3
5 Security Threats 5
Vulnerability after the implementation of 30
proposed Security Measures

Table 1. Types of Possible Attacks on Quantum
Computing after implementing the Security Measures
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Types of Attacks possible on Quantum Computing
Technology after implementing the Security Measures

W 1 Security Risks
m 2 Data Security
# 3 Decoherence
W 4 Scalability

|5 5¢curity Threat

6 5afe Zone

Fig. 1. Risk in quantum computing after implementing the
Security Measures.

After implement the proposed security measures we have
restricted most of the security threats from 100% to 30%.

V. CONCLUSION & FUTURE WORK

Even though several measures are implemented using
security protocols / firewalls which are unable to protect the
vulnerabilities of Quantum Computing. Hackers/ introduces
are continuously making attempts to gain the unauthorized
access of Quantum Computing using various attacks.
Quantum Computing devices usage has increased privacy and
security challenges will have an effect on their usage. In order
to protect the security and integrity of Quantum Computing
several new security measures, protocols and firewalls needs
to developed and deployed effectively to challenge
unauthorized access.
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Impacts of Artificial Intelligence : Risks to Measures from
Artificial Intelligence
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ABSTRACT: Artificial Intelligence is the Simulation of
Human Intelligence Process by Machines, Especially
Computer Systems. Specific Applications of Al Include
Expert Systems, Natural Language Processing, Speech
Recognition and Machine Vision. The Field of Artificial
Intelligence (Al) Has Shown an Upward Trend of Growth
in the 21st Century (From 2000 To 2015). The Evolution
in Al Has Advanced the Development of Human Society
in Our Own Time, With Dramatic Revolutions Shaped by
Both Theories and Techniques Online Social Media
(OSM) Has Become an Integral Part of An Individual’s
Daily Life. The Extensive Computational Power and
Decision-Making Ability of Artificial Intelligence (Al)
And the Proliferation of User-Generated Data on OSM
Have Made the Opinion One of The Key Emerging
Research Areas. However, The Ease of Accessing,
Manipulating, And Mining Such User- Generated Data
Raises Concerns About Privacy and Security, Data and
Algorithmic Biases and Fairness. Nevertheless, Their
Personal and Societal Implications Are Barely Addressed.
This Article Discusses Various Types of Attacks That
Intruders or Hackers Can Carry Out to Gain
Unauthorized Access Over Artificial Intelligence
Technologies. It Also Presents Measures to Minimize
These Attacks on Resources of Al Technologies in
Finance. The Article Conducts A Thorough Examination
of The Likelihood of Security Threats and Explores
Various Ways to Minimize the Risks of Hacking,
Providing Recommendations to Enhance Security.

KEYWORDS: Security,
Digital, Disciplines.

Authentication, Penetrates,

I. INTRODUCTION
Artificial Intelligence has achieved rapid and remarkable
development during the last decade. Al technologies such as
machine learning (ML), natural language processing, and
computer vision are increasingly permeating and spreading to
various disciplines and aspects of our society [7]. Al is
increasingly taking over human tasks and replacing human
decision-making. It has been widely used in a variety of
sectors, such as business, logistics, manufacturing,
transportation, health care, education, state governance, etc.
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The application of Al has brought about efficiency
improvement and cost reduction, which are beneficial for
economic growth, telemedicine services. It is no doubt that
the rapid development and wide application of Al are already
affecting our daily life, humanity, and society. However, at
the same time, Al also poses many significant ethical risks or
issues for users, developers, humans, and society. Over the
past few years, many cases in which Al produced poor
outcomes have been observed. For instance, in 2016, the
driver of an electric Tesla car was killed in a road accident
after its Autopilot mode failed to recognize an oncoming lorry
[2]. The rapid, widespread implementation of artificial
intelligence technologies in workplaces has implications for
business communication. In this article, the authors describe
current capabilities, challenges, and concepts related to the
adoption and use of artificial intelligence (Al) technologies in
business communication. Understanding the abilities and
inabilities of Al technologies is critical to using these
technologies ethically. [3]. In the digital era, cyber security
has become a serious problem. Information penetrates,
wholesale fraud, manual human test breaking, and other
comparable occurrences proliferate, influencing a large
number of individuals just as organizations [4].

WHAT IS ARTIFICIAL INTELLIGENCE?

~ Netural Langusge
| Processing

Al ethics is an important emerging topic among academia,
industry, government, society, and individuals. In the past
decades, many efforts have been made to study the ethical
issues in Al. [5] The main findings are:

This article offers a comprehensive overview of the Al ethics
field, including a summary and analysis of Al ethical issues,
ethical guidelines and principles, approaches to address Al
ethical issues, and methods to evaluate the ethics of Al
technologies.[9]. In the digital era, cyber security has become
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a serious problem. Information penetrates, wholesale fraud,
manual human test breaking, and other comparable
occurrences proliferate, influencing a large number of
individuals just as organizations.[8]. In the digital era, cyber
security has become a serious problem. Information
penetrates, wholesale fraud, manual human test breaking, and
other comparable occurrences proliferate, influencing a large
number of individuals just as organizations.[6]. We find that
over-reliance or authoritative stigmatization is present when
Al is concerned and that with human guidance discursive
explanatory decision-making is present. We conclude that
while Al is seen as authoritative even in a low stake decision-
making setting, it does not suppress choice, but combined
with a lack of transparency, Al suppresses visibility into
rationality creation by the decision maker. Based on the
emergent explorative relationships between types of
rationality, Al transparency and authoritativeness, we provide
future research avenues based on our findings [10][11].
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1. RELATED WORK

Security Risks and Challenges of Artificial Intelligence:

1) Bias and Fairness

Issue: Al systems can inherit biases from the data they are
trained on, leading to discriminatory outcomes. Biases
present in historical data can perpetuate social inequalities.
Mitigation: Strive for diverse and representative training
data, implement bias detection tools, and regularly audit Al
systems for fairness.

2) Job Displacement

Issue: Automation and Al may replace certain jobs, leading to
unemployment and the need for workers to adapt to new skill
requirements.

Mitigation: Invest in education and training programs to
equip the workforce with the skills needed for the evolving job
market.

3) Security Concerns

Issue: Al systems can be vulnerable to adversarial attacks,
where malicious actors manipulate input data to deceive the
system.

Mitigation: Implement robust cyber security measures,
conduct regular security audits, and develop Al systems with
adversarial robustness in mind.
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4) Ethical Use

Issue: The potential for Al to be used unethically, such as in
surveillance, social manipulation, or autonomous weapons.
Mitigation: Establish clear ethical guidelines, adhere to
regulations, and ensure responsible use of Al technologies.

5) Lack of Transparency

Issue: Some Al algorithms, especially in deep learning, are
often considered "black boxes" with opaque decision- making
processes.

Mitigation: Promote transparency in Al systems, develop
explainable Al techniques, and ensure accountability for the
decisions made by Al.

Bias and Fairness

Job Displacement

Security Concerns

Lack of Transparency

Fig 1. Various security risks in Artificial Intelligence.

I1l. PROPOSED WORK
We propose the following security methods to prevent Risks
on Atrtificial Intelligence:
1) Data Security and Data Encapsulation
Encryption of Data: Implement robust encryption techniques
to protect sensitive data during storage, processing, and
transmission.
Access Control over data: Restrict and manage access to data,
ensuring that only authorized personnel and systems can
interact with sensitive information.
2) Model Security
Secure Development Practices: Follow secure coding
practices during the development of Al models to minimize
vulnerabilities.
Regular Audits and Testing: Conduct regular security audits
and testing, including penetration testing, to identify and
address potential weaknesses.
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3) Adversarial Robustness

Adversarial Training: Train Al models with adversarial
examples to enhance their robustness against adversarial
attacks.

Robust Architecture Design: Develop Al models with
architectures that are inherently resilient to adversarial
manipulations.

4) Secure Deployment program

Containerization: Use containerization technologies to isolate
Al models and their dependencies, enhancing security and
scalability.

Secure APIs: Implement secure Application Programming
Interfaces (APIs) for communication between different
components of Al systems.

5) Explain ability of Al and Transparency

Interpretable Models of Al: Prefer models that are more
interpretable, allowing easier identification of potential
security issues.

Model Monitoring and Risk Analysis: Continuously monitor
the behavior of Al models in production to detect anomalies
or unexpected patterns.

Data Security Model
and Data Security
Encapsulation

Measures to

Adversarial Reduce Explain
Robustness Risks of ability of Al
Avrtificial and
Intelligence Transparency

Secure
Deployment
program

Fig 2. Various Measures to Reduce Risks of Artificial
Intelligence
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Algorithm:

1. Begin

2. ldentify Potential Artificial Intelligence Security
Threats.

3. Focus on the Most Probable Threats That
Could Harm Resources.
4. Determine Security Measures to Protect Resources.
5. PutinPlace Measures to Effectively Protect Resources.
6. Access the level of Security to
Prevent Unauthorized access.
7. End

Identify Potential Artificial
Intelligence Security threads.

v

Focus on the most probable Threats
that could Harm Resources.

%

Determine Security Measures to
protect Resources.

%

Put in place Measures to Effectively
Protect Resources.

i

Assess the Level of Security to
prevent Unauthorized Access.

Fig. 4. Procedure to safeguard the resources of
Artificial Intelligence.
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IV. RESULT AND ANALYSIS

S.No | Types of Attacks possibleon | Percentage
Artificial Intelligence before of
implementing the Security | Vulnerability
Measures
1 Bias and Fairness 4
2 Job Displacement 13
3 Security Concerns 18
4 Ethical Use 24
5 Lack of Transparency 1
Vulnerability before the
implementation of proposed security 100
measures
Table 1. Types of possible Attacks on Artificial
Intelligence before implementing the Security
Measures

Typesof Attacks possible on Avtificial Intelbigence before
nplementing the Security Mensures

® | Bans and Faness
® 2 Job Dusplacaneau
» 3 Secunty Concenas
= Ethscal Use

8 5 Lack of Transparency

Fig 3. Types of possible Attacks on Artificial Intelligence
before implementing the Security Measures

S.No | Types of Attacks possible on Percentage
Artificial Intelligence after of
implementing the Security | Vulnerability

Measures
1 Bias and Fairness 2
2 Job Displacement 7
3 Security Concerns 3
4 Ethical Use 5
5 Lack of Transparency 10
Vulnerability after the
implementation of proposed security 27
measures
Table 2. Types of possible Attacks on Artificial
Intelligence after implementing the Security
Measures
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Types of Attacks possible on Artificial Intelligence after
implementing the Security Measures

M 1 Bias and Faimess

= 2 Job Displacement

® 3 Security Concerns

B 4 Ethicai Use

W 5 Lack of Transparency

® 6 sale region

Fig 4. Types of possible Attacks on Artificial Intelligence
after implementing the Security Measures

After implement the security measures we have restricted
most of the security risks from 100% to 27%.

V. FUTUREWORK

1. Today, at every level of society, we are struggling with the
question of how to live and work better together. Many
individuals are struggling to find their footing amidst burnout,
fake news, and flaring culture wars. Many organizations
are struggling to reconfigure the workplace for a work-
from-home future. Many societies are struggling to overcome
vaccine refusal and the collapse of public trust.

2. How to live and work better together: it’s a complex
question. Throughout most of human history, we’ve treated it
as a philosophical or political debate. One side of this ancient
debate has viewed our collective behavior (i.e., how we
interact with one another) as something that self-corrects
toward goodness, given the chance.

3. In his book Palitics (4th-century BCE), Aristotle argued
that all free people are born with the potential to become
virtuous and wise. These good-natured qualities naturally
come forth, given a healthy environment in which to develop
proper habits and practical experience.

4. The other side of the debate has maintained that how we
interact needs to be actively managed and guided by a strong
hand. Otherwise, our bad-natured and chaotic qualities will
run amok and ruin peace.

5. Hobbes expressed this view in his Leviathan (1651) : “In
the State of Nature, without rules or contracts, the idea of
fairness has no place and people are in a relentless game of
survival.”

6. To Hobbes’ thinking, contracts between people would only
be honored if backed up by the threat of force:
“Covenants, without the sword, are but words and of no
strength to secure a man at all.”

7.In an interdisciplinary paper that generated lots of
conversation globally among big-name academics, Joseph
Bak-Coleman, Mark Alfano, Wolfram Barfuss and many
others advocate a paradigm shift. What if “how we should
live and work together” is not a debate at all? What if it’s a
result of natural selection?
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We have a second, social brain. It evolved in us over
millennia.

VI. CONCLUSION

Even though several security measures are implemented
using protocols firewalls which are unable to protect the
vulnerabilities of Artificial Intelligence. Hackers / Introduces
are continuously making attempt to gain the unauthorized
access of Artificial Intelligence using various attacks. As
Artificial Intelligence usage has increased privacy and
security challenges will have an effect on their usage. In order
to protect the security and integrity of Artificial Intelligence
several new security measures, protocols and firewalls need
to developed and deployed effectively to challenge
unauthorized access.
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ABSTRACT: As More Business Activities Are Being
Automated and An Increasing Number of Computers Are
Being Used to Store Sensitive Information, The Need for
Secure Computer Systems Becomes More Apparent. This
Need Is Even More Apparent as Systems and
Applications Are Being Distributed and Accessed Via an
Insecure Network, Such as The Internet. The Internet
Itself Has Become Critical for Governments, Companies,
Financial Institutions, And Millions of Everyday Users.
Networks of Computers Support A Multitude of Activities
Whose Loss Would All but Cripple These Organizations.
As A Consequence, Cybersecurity Issues Have Become
National Security Issues. Protecting the Internet Is A
Difficult Task Cybersecurity Can Be Obtained Only
Through Systematic Development; It Cannot Be
Achieved Through Haphazard Seat-Of-The-Pants
Methods. Applying Software Engineering Techniques to
The Problem Is A Step in The Right Direction.

. INTRODUCTION
In recent years, networks have evolved from a mere means of
communication to a ubiquitous computational infrastructure.
Networks have become larger, faster, and highly dynamic.
The pervasive use of computer and network technologies in
all walks of life has turned cyber security issues into national
security issues [1].

CYBERSEGURITY

Fig.1.1llustration on cyber security.
The setting in which companies run and how they conduct
business have altered as a result of the fast spread of
information systems. Their information technology (IT)
systems are connected due to the increasing use of data and
communications technologies [2]. History shows that the
losses to the financial organization or individuals through
criminal activities are multifold. Even the government and
defence organization have experienced significant cyber
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losses and disruptions [3]. In present day culture, digital
assaults are extending emphatically. intermediary apparatus.
Cyber security is the blend of approaches and practices to
forestall and screen PCs, organizations [4]. HSPD- 7, the
NIPP, the DIB Plan, and the DoD 8000 series policies all
address the need and requirements for risk management
strategies [5]. Cyber Security is part of lives, when people go
online, whether it's for shopping, communication or
managing different accounts, not limited to first world
countries such as Australia, Canada and the United
States[6]. The digital world is represented by the computer-
based systems installed in the devices to enable full remote
control via the Internet in terms of communication and data
exchange [7].Cyber security in health care is a special
concern since patient safety and confidentiality are at risk. It
is typical for banks to cancel a stolen credit card number,
issues new one with a new number, and repay the customer.
The structure of technologies and procedures prepared to
protect the data from malicious users. Though, the cyber data
is never 100% safe from the cyber attacks. As the rapidly
growing nature of ‘Social media’ users tend to become more
easily caught by the cyber-attackers. It has been spotted that
the social media platforms have become more popular these
days. It may Generated Content” Facebook, twitter,
WhatsApp, LinkedIn etc. have made communications very
convenient between people which are online. As we all are
aware that these online sites are a great source of
communication and engagement with persons all over the
globe, people also tend to post their sensitive information
such as location, bank details etc.

. RELATED WORK
In this section, we exemplify various Security Risks in cyber
security
Risks in Fog Computing
1. Data breaches
A security breach involves unauthorized access to sensitive
information, such as personal data. Cybercriminals target
Data breaches can also be accidental [8].
2. Malware:
sensitive data to an internet-connected cloud environment,
organizations are opening themselves up to additional cyber
threats. Malware attacks are a common threat to cloud
security, with studies showing that nearly 90% of
organizations [9].
3. Phishing Attacks:
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Description: Deceptive attempts to trick individuals into
revealing sensitive information, such as login credentials or
financial details, often through fraudulent emails or websites
[10].

4. Denial of Service (DoS) Attacks:

Description: Overloading a system, network, or service with

excessive traffic to make it unavailable for its intended users.

Impact: Disruption of services, downtime.[11]

5. Insider Threats:

Description: Malicious or unintentional actions.

It's important to note that cybersecurity risks can vary based
on the specific industry, organization, and the evolving nature
of cyber threats. [12]

Data Breaches

v
Malware Attacks

v

Phishing Attacks

v

Denial of Service (DoS)
Attacks

!

Insider Threats

Fig.1.variourisks in cyber security

1. PROPOSED WORK
We propose the following security methods to prevent threats
on cyber security.
1) Security Awareness Training:
Educating users about cybersecurity best practices is crucial.
Users should be aware of phishing threats, social engineering
attacks, and other common tactics used by cybercriminals.
2) Incident Response Plan:
Establishing an incident response plan helps organizations
respond effectively to security incidents. This plan outlines
the steps to be taken when a security breach occurs,
minimizing damage and downtime.
4) Backup and Recovery:
Regularly backing up critical data ensures that organizations
can recover information in case of data loss or a ransomware
attack. It is important to store backups in a secure and separate
location.
5) Network Segmentation:
Dividing a network into segments or zones helps contain
security breaches and limit the impact of an attack. It also
makes it more challenging for attackers to move laterally
within a network.
6) Security Audits and Assessments:
Backup and Recovery Incident Response Plan Regularly
assessing and auditing the security posture of an
organization's systems and networks helps identify

vulnerabilities and weaknesses. This proactive approach
allows for timely rem edition.

Security Awareness

v

Incident Response Plan

v

Backup and Recovery

!

Network Segmentation

'

Security Audits

Fig. 2. Measures on cyber security

Algorithm:

Begin

Identify potential block chain threats

Focus on the most probable threats that could
Determine security measures to protect

Put in place measures to effectively protect.
Assess the level of security to prevent.

End

NogardwdhE

ldentify Potential Fog Computing
Fecurity Threats.

v

-ocus on the most probable Threats
that could Harn Resources

\

Determine Security Measures to
protect Resources,

V]

Put in place Measures 1o Effectively
Protect Resources,

v

Assess the Level of
Security toprevent
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V. RESULT & ANALYSIS
Type of Attacks
possible on Cyber
S.NO Security before Percentage of
implementing the Vulnerability
security
Measures
1 Data Breaches 17
2. Malware Attacks 18
3. Phishing Attacks 20
Denial of Service
4, (DoS) 30
Attacks
5. Insider Threats 15
Vulnerability before the
implementation of proposed
Security Measures 100
Table.1. Type of Attacks possible on Cyber Security
before implementing the security Measures

Type of Attacks possibie on Cyber Security befare

tmplementing the security Measures Percentage Of

\ubnerabiiry

».

s

Fig.1. Risk before implementation of Security

Type of Attacks
possible on Cyber
Security after
implementing the
security
Measures

Percentage Of
Vulnerability

Data Breaches

Malware Attacks

Phishing Attacks

Denial of Service
(DoS) Attacks

ISAN I P I o

Insider Threats

10
6
5
2
7

Vulnerability after the
implementation of proposed
Security Measures

30

Table.1. Type of Attacks possible on Cyber Security after
implementing the security Measures

frny
FISOR

IS0 9001:2015 Certified CERTIFIED

Type of Attacks possible on Cyber Security after

implementing the security Measures Percentage Of
Vuluerability

# 1 Data Rreaches

# 2 Malware Atmels

# 3 Phishing Attacks

= 4 Denial of Service (Do5)
Attacks

= S Insider Threars

» 6 Safe Region

Fig.2. Risks after implementing of
Sccurity Mecasures

V. CONCLUSION & FUTURE WORK

Even though several measures are implemented using
security protocols / firewalls which are unable to protect the
vulnerabilities of cyber security. Hackers/ introduces are
continuously making attempts to gain the unauthorized access
of cyber security using various attacks. Cyber security
devices usage has increased privacy and security challenges
will have an effect on their usage. In order to protect the
security and integrity of cyber security several new security
measures, protocols and firewalls needs to developed and
deployed effectively to challenge unauthorized access.
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Unleashing Creativity : Exploring the Generative Al
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ABSTRACT: Generative Al, A Subset of Artificial
Intelligence, Focuses on Creating Systems Capable of
Producing Content Autonomously. Leveraging Advanced
Algorithms, Such as Generative Adversarial Networks
(Gans) And Recurrent Neural Networks, Generative Al
Exhibits the Ability to Generate Diverse Outputs,
Ranging from Text and Images to Music. This Abstract
Explores the Evolution, Applications, And Ethical
Considerations Surrounding Generative Al, Highlighting
Its Impact on Various Industries and Emphasizing the
Need for Responsible Development to Navigate Potential
Challenges.

KEYWORDS: Generative Adversarial Networks (Gans),
Image Generation, Creative Content Generation, Ethical
Considerations, Deep Learning.

l. INTRODUCTION

Artificial Intelligence (Al) refers to the development of
computer systems that can perform tasks that typically require
human intelligence. This includes learning from experience
(machine learning), problem-solving, natural language
understanding, and perception. Artificial Intelligence (Al)
has grown dramatically and becomes more and more
institutionalized in the 21st Century. In this era of
interdisciplinary science, of computer science, cybernetics,
automation, mathematical logic, and linguistics [1].

Fig.1. lllustration of Generative Al.

The application of Al has brought about -efficiency
improvement and cost reduction, which are beneficial for
economic growth, social development, and human well-being
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[2]. Generative adversarial networks (GANSs) are the most
prevalent GAI technique being used today. These systems
have been used by companies such as Netflix, Amazon, and
YouTube, where they generate personalized playlists,
product suggestions, and video recommendations [4].
Creating AGI is a primary goal of some artificial intelligence
research and of companies such as Open Al, [5] DeepMind,
and Anthropic. AGI is a common topic in science fiction and
futures studies. The recent advances in artificial intelligence
(Al) can well overcome these challenges, thus spurring an
increasing number of organizations and individuals to equip
blockchain with Al, making blockchain become more
intelligent. However, Al behaviours need to be supervised for
ex-post forensics in case of dispute and accountability [6].
Haskell is a very good language for Al. Lazy evaluation and
the list and Logic monads make it easy to express non-
deterministic algorithms, which is often the case. Infinite data
structures are great for search trees. The language's features
enable a compositional way to express algorithms. The only
drawback is that working with graphs is a bit harder at first
because of functional purity. Wolfram Language includes a
wide range of integrated machine learning capabilities, from
highly automated functions like Predict and Classify to
functions based on specific methods and diagnostics. The
functions work on many types of data, including numerical,
categorical, time series, textual, and image [7].

1. RELATED WORK
In this section, we exemplify various Security Risks in
generative ai:
Risks in Generative ai:
1. Privacy:
Privacy concerns can lead to a loss of trust from customers
and damage a company's reputation. Generative Al can also
be used to generate malicious content, such as disinformation,
deep fakes, and hate speech [8].
2. Legal problems:
Suppose the content generated by the Al is inaccurate,
inaccessible, or offensive. In that case, legal action may be
taken against the creators or users of the technology, leading
to significant financial and reputational damage [9].
3. Financial issues:
If the content generated by the Al is not accurate, accessible,
or appropriate for the intended audience, it could result in lost
revenue or other financial consequences. This could be
particularly problematic for companies [10].
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4. Ethical non-compliance:

If the content generated by the Al perpetuates harmful
stereotypes or promotes misinformation, it could have real-
world consequences for individuals or groups, leading to
ethical non-compliance and damage to the company's
reputation [11].

5. Poor performance:

Imagine that the critical business systems rely on
malfunctioning Al API - this will cause critical processes to
be slowed down or stopped, which will endanger the results
[12].

Privacy
v
Legal Problems
v
Financial Issues
i

Ethical Non-compliance

v

Poor Performance

Fig. 1. Various Risks of Generative Al

I11l. PROPOSED WORK

We propose the following security methods to prevent

threats on generative ai:

1. Perplexity: Measures how well the model predicts a
sample. Lower perplexity indicates better performance.

2. BLEU Score: Evaluates the quality of machine-
generated text by it to reference texts. Higher BLEU
scores suggest better.

3. Inception Score: Evaluates the quality and diversity of
generated images. Higher scores indicate better
performance.

4. Success Rate: Measures the percentage of generated
samples that meet specific criteria, indicating the model's
success in achieving a desired outcome.

5. ROUGE Score: Assesses the similarity between
machine-generated and reference texts, commonly used
in text.
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Perplexity
v

Bleu score

v

Inception score
v

Success rate

v

Rough score

Fig.2.Various measures to generative Al

Algorithm:
1. Begin
2. ldentify potential ai security Threats.
3. Focus on the most probable threats that could.
Determine security measures to protect resources.
4. Putin place measures to effectively protect resources.
5. Asses the level of security to prevent authorized.
6. End.

Focus on the most probable Threats
that could Harm Resources.

!

Identify Potential Fog Computing
Security Threats.

\

Determine Security Measures to
protect Resources.

)

Put in place Measures to Effectively
Protect Resources.

i\

Assess the Level of Security to
prevent Unauthorized Access.

Fig. 3. Procedure to safeguard the resources of generative Al
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IV. RESULT & ANALYSIS Types of attacks possible on

. enerative ai after
Types of attacks possible E)/echr? :r?t?ielzi? f : 5 s 3 : 3
S.No| (1 Generative Al before y implementing the security
implementingthe Security measures
Risks
1 Privacy 19
2 Legal problems 23
3 Financial issues 19 Mh " 1 Drivacy
4 Ethical non-compliance 18 —— 2 3 laaniciotioma
5 Poor performance 21 g o '
Vulnerability before the . L . 3 Financial issues
implementation ofproposed 100 %
p | Tprop 23% » 4 Exhical non
SeCUrlty Risks compliance
Table 1. Types of Possible Attacks on Generative
Al before implementing the Security Risks Fig.5. Risk after implementation of Security Measures

After implement the proposed security measures we have
restricted most of the security threats from 100% to 30%.

Types of attacks possible
on generative Al before
implementing the security
risks.

V. CONCLUSION & FUTURE WORK

Even though several measures are implemented using
security protocols / firewalls which are unable to protect the
vulnerabilities of generative Al. Hackers/ introduces are
continuously making attempts to gain the unauthorized access
of generative ai using various attacks. Generative ai devices
usage has increased privacy and security challenges will have
an effect on their usage. In order to protect the security and
integrity of generative ai several new security measures,
protocols and firewalls needs to developed and deployed
effectively to challenge unauthorized access.

» 1 Privacy

= 2 Legal probiems

» 4 Ethical nor

compliance VI
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ABSTRACT: This Research Delves into The Intricate
Web of Risks Accompanying the Proliferation of
Artificial Intelligence (Al) Across Diverse Domains
Combining A Systematic Literature Review, Case
Studies, And Expert Insights, The Study Scrutinizes
Technical Risks, Encompassing Issues Like Algorithmic
Bias, System Reliability, And Vulnerability to
Adversarial Attacks. Ethical Dimensions Are Explored,
Shedding Light on Transparency, Accountability, And
Societal Impacts, Including Concerns About Bias and
Discrimination. By Offering A Concise Analysis of These
Risks, The Article Provides Actionable Insights for
Policymakers, Practitioners, And Researchers. The Study
Emphasizes the Necessity for Robust Governance, Ethical
Guidelines, And Technical Safeguards to Ensure the
Responsible Development Of Al Technologies In Our
Interconnected World.

KEYWORDS: Artificial Intelligence (Al), Risks,
Systematic Literature Review, Case Studies, Expert
Insights, Algorithmic Bias.

l. INTRODUCTION
Acrtificial intelligence (Al) methods are mainly used to solve
highly complex tasks, such as processing natural language or
classifying objects in images. Al methods do not only allow
significantly higher levels of automation to be achieved, but
they also open up completely new fields of application [1].
The importance of artificial intelligence is constantly
increasing due to ongoing research successes and the
introduction of new applications based on this technology.
Driven by success in the fields of image recognition, natural
language processing and self-driving vehicles, in the coming
years, the fast-growing market of artificial intelligence (Al)
will play an increasingly significant role in occupational
safety [2,3]. Today, the term artificial intelligence is mainly
used in the context of machine learning, such as decision trees
or support vector machines, but also includes a variety of
other applications, such as expert systems or knowledge
graphs [4]. A significant subcategory of machine learning is
deep learning, which deals with the development and
application of deep neural networks. These neural networks
are optimised and trained for specific tasks, and they can
differ fundamentally in terms of their architecture and mode
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of operation [5]. An example would be the use of
convolutional neural networks in the field of image
processing [6]. Al systems are engineered systems that build,
maintain, and use a knowledge model to conduct a predefined
set of tasks for which no algorithmic process is provided to
the system. Thus, by using artificial intelligence, concepts
such as learning, planning, perceiving, communicating and
cooperating can be applied to technical systems. These
capabilities enable entirely new smart systems and
applications, which is why artificial intelligence is often seen
as the key technology of the future [7]. Protective devices and
control systems based on artificial intelligence have already
enabled fully automated vehicles and robots to be created
[8,9]. Furthermore, they enable accidents to be prevented by
assistance systems capable of recognising hazardous
situations [10].

Il. RELATED WORK
Several risks in Artificial Intelligence (Al): Artificial
Intelligence (Al) presents various opportunities and benefits,
but it also comes with several risks and challenges. Some of
the key risks associated with Al include:
i Ethical Considerations:

1. Ethical dilemmas may arise in various Al applications,
such as autonomous weapons, surveillance systems, or
decision- making in sensitive areas like healthcare.

2. Establishing ethical guidelines and frameworks for Al
development and deployment is crucial.

ii. Privacy Issues:

1. Al systems often require vast amounts of data for
training, and the handling of personal data raises
concerns about privacy.

2. Unauthorized access to sensitive information or the
misuse of Al-generated insights can compromise
individual privacy.

iii. Regulatory Challenges:

1. The rapid evolution of Al technology can outpace
regulatory frameworks, making it difficult for
governments to establish and enforce appropriate
regulations.
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2. Striking a balance between fostering innovation and

ensuring responsible Al use is an ongoing challenge.
iv. Reliability and Accountability:

1. Al systems may exhibit unexpected behavior or fail in
certain situations, raising concerns about their
reliability.

2. Determining responsibility and accountability when Al
systems make errors or because harm can be
challenging.

V. Exacerbating Inequality:

1. Access to and benefits from Al technology may not be
evenly distributed, potentially exacerbating existing
social and economic inequalities.

I+ I‘- I*I*I

Fig.1.Several risks in Artificial Intelligence (Al)

I1l. PROPOSED WORK

Securing Artificial Intelligence (Al) systems is crucial to
prevent vulnerabilities and potential threats. Here are
measures to overcome security challenges in Al:

1) Data Privacy and Protection should be maintained:
Implement robust data privacy measures, including
encryption and anonymization, to protect sensitive
information used in training Al models.

2) Adversarial Training is adopted:

Train Al models with adversarial examples to enhance
their resilience against adversarial attacks.

3) Regular Security Audits should be conducted:
Conduct regular security audits and assessments to
identify and address vulnerabilities in Al systems.

4) Access Control and Authentication is enforced:
Implement strong access controls and authentication
mechanisms to restrict unauthorized access to Al
systemsand data.

5) Update and Patching is done regularly:

Keep Al software and frameworks up-to-date with the

latest security patches to address known vulnerabilities.

SIDDHARTHA COLLEGE OF ARTS & SCIENCE

Fig. 2. Various measures to Artificial intelligence

Algorithm:

1. Define Scope and Objectives: Clearly outline the
purpose and goals of the Al system.

2. Risk Identification: Identify potential technical,
ethical, legal, and societal risks.

3. Regulatory Compliance: Ensure adherence to
existing Al regulations and stay updated on emerging
standards.

4. Ethical Assessment: Evaluate ethical
implications, addressing biases, transparency, and
accountability.

5. Transparency and Explain ability: Implement
mechanisms for transparent and explainable Al
decision-making.

IV. RESULT &ANALYSIS

Types of on attacks on Al Percentage
S.No | applications beforeimplementing of
the security measures vulnerability

1 Ethical Considerations 24

2 Privacy Issues 20

3 Regulatory Challenges 18

4 Reliability and Accountability 19

5 Exacerbating Inequality 19

Vulnerability before the implementation 100

of Proposed security Measurement

Table 1. Types of possible Attacks on Artificial
Intelligence (Al) before implementing the Security Measures
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Types of on attacks on Al applications before implementing
the security measures Percentage of vulnerability

® 1 Ethical Considerations
W 2 Privacy Issues
3 Regulatory Challenges

® 4 Reliability and
Accountability

m 5 Exacerbating Inequality

Fig.1. Vulnerability before implementing the
Security Measures in Artificial Intelligence

S.No Types of on attacks on Al Percentage
applications afterimplementing of
the security measures vulnerability
1 Ethical Considerations 4
2 Privacy Issues 6
3 Reliability and Accountability 4
4 Reliability and Accountability 6
5 Exacerbating Inequality 6
Vulnerability after the implementation of 26
Proposed security Measurement
Table 2. Types of possible Attacks on Artificial Intelligence
(Al)after implementing the Security Measures

Ty pesof on attacks on AT applications after
Implementing the security measures

® 1 Ethical Considerations
W 2 Privacy Issues

» 3 Refabilty and
Accountability

® 4 Relabikty and
Accountability

# 5 Exocerbating Ineguality

% 6 Safe region

Fig. 2. Enhancement of Security after implementing
Security Measures in Artificial Intelligence

After implement the security measures we have restricted
most of the security threats from 100 to 26.
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V. CONCLUSION&FUTURE WORK
Even though several measures are implemented using
security protocols / firewalls which are unable to protect the
vulnerabilities of Artificial intelligence devices. Hackers
/introduces are continuously making attempt to gain the
unauthorized access of Artificial intelligence devices using
various attacks, as Artificial intelligence devices has an effect
on their usage, in order protect the security and integrity of
Artificial intelligence devices several new security measures.
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ABSTRACT: Edge Computing Is A Distributed
Computing Paradigm That Brings Data Storage and
Computation Closer to Data Sources. Edge Computing Is
A Topology- And Location- Sensitive Form of Distributed
Computing; The Term Refers to Architecture Rather
Than A Specific Technology. It Was Created in The Late
1990s To Serve Video and Web Content, Its Origin Lies
in Content Delivery Networks. In the Early 2000s, These
Networks Evolved to Host. Edge Computing Is A
Distributed Computing Paradigm That Brings Data
Storage and Computation Closer to Data Sources. Edge
Computing Is A Topology- And Location- Sensitive Form
of Distributed Computing; The Term Refers to
Architecture Rather Than A Specific Technology. It Was
Created in The Late 1990s To Serve Video and Web
Content, Its Origin Lies in Content Delivery Networks. In
the Early 2000s, These Networks Evolved to Host
Applications and Application Components at The Edge
Servers,[5] Resulting in The First Commercial Edge
Computing Services That Hosted Applications Such as
Dealer Locators, Shopping Carts, Real-Time Data
Aggregators, And Ad Insertion Engines.

KEYWORDS: Evolution, Streaming, Real, Resource,
Task, Edge, Smart, Computing, Internet, Mobile,
Remote, Container.

I. INTRODUCTION
The Internet of Things (IoT) is playing a major role across a
variety of vertical sectors by generating tremendous cost
savings and new revenue streams. As a result, it is the
common consensus that the next- generation wireless
networks should efficiently and reliably support massive 10T
connectivity with guaranteed quality of service (QoS).
Traditionally, the loT applications are executed in a
centralized manner (i.e., via cloud computing), where the
tasks of 10T devices are collected at a remote centralized
cloud server for further processing [1]. The amount of data
generated by devices worldwide has also increased from
218ZB in 2016 to 847 ZB in 2021. International data
company Internet Data Center (IDC) statistics show that by
2020, the number of terminals and devices connected to the
network will exceed 50 billion, and the total global data in
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2020 will also exceed 40 ZB [2]. Security and privacy: For
example, when using various applications in smart phones,
applications will require user data, including privacy data.
There is a high risk of privacy leakage or attack on this data
when uploaded to the cloud center. Energy consumption: the
number of smart devices continues to increase, and the power
consumption of data centers in China has increased
significantly. Improving the use efficiency of cloud
computing energy consumption [3] cannot meet the
increasing demand for data energy consumption. The rapidly
developing intelligent society will have higher requirements
for the energy consumption of cloud computing. This process
creates great pressure on the network, specifically in the data
transmission costs of bandwidth and resources. In addition,
the performance of the network will worsen with increasing
data size. A more critical situation arises for 10T applications
that are time-sensitive, meaning that very short response
times are non-negotiable (the smart transportation [4]
Rodrigo and his team analyzed and surveyed the security
threats associated with the various edge computing related
paradigms, such as fog computing, and mobile edge
computing. However, the survey considered techniques
related to authenticity requirement, whereas, less attention
was given to other requirements. Guan et al [5]. More in
general at the edge of any network. The basic idea behind
MEC is that by running applications and performing related
processing tasks closer to the cellular customer, network
congestion is reduced and applications perform better. MEC
technology is designed to be implemented at the cellular base
stations or other edge nodes, and enables flexible and rapid
deployment of new applications and services for customers.
Combining elements of information technology and
telecommunications networking, MEC also allows cellular
operators to open their radio access network (RAN) to
authorized third parties, such as application developers and
content providers [6]. Edge detection includes a variety of
mathematical methods that aim at identifying edges, defined
curves in a digital image at which the image brightness
changes sharply or, more formally, has discontinuities. The
same problem of finding discontinuities in one- dimensional
signals is known as step detection and the problem of finding
signal discontinuities over time is known as change detection.
Edge detection is a fundamental tool in image processing,
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machine vision and computer vision, particularly in the areas
of feature detection and feature extraction [7].

Il. RELATEDWORK
In this section, we exemplify various Security Risks
in edge computing:
RISKS IN EDGE COMPUTING:
1) Edge Security Risks
Edge computing involves a distributed system, and any
distributed system has a broad attack surface -a larger number
of devices need to be secured. Each individual Internet of
Things (I0T) device could be vulnerable and potentially
render the entire network vulnerable.
2) Computing Burden
If the data demands extremely high processing volumes, the
burden may need to be shifted from the edge to the cloud. As
an example, most "voice analysis" systems today (such as
transcription services) will send voice snippets to a cloud
server to be analysed, as the device itself may not have the
processing power - so the edge isn't a good use case for these.
3) Hardware Security
If the hardware involved is vulnerable, edge computing
becomes a substantially higher risk. Edge computing for
high-security data is generally completed on close proximity
servers or devices rather than on an end-user device - for
example, authentication for kiosk tablets within a financial
institution would occur on the company's local authentication
servers or WAN rather than on an individual's tablet or the
cloud.
4) Security Best Practices
In practice, edge security is simple: know who you are
dealing with (authentication) and provide authenticated users
with the least possible potential for damage (least privilege).
To keep your systems secure, you'll need to follow a few best
practices.
5) Automated &Intelligent Monitoring
Edge computing systems can become large and unwieldy.
Automated, intelligent monitoring systems increase the
chances of detecting security risks without demanding the
attention of a human operator. Imagine a warehouse that has
thousands upon thousands of sensors. An artificial
intelligence-driven security system would validate that these
sensors are fully patched, secured, and operating as they
should.

I1l. PROPOSED WORK
We proposed the following security methods of safeguard
with Edge Computing from varioussecurity attacks.
Measures to Overcome Risks on Edge Computing:
1. Improved Connectivity
Enhance network infrastructure to ensure seamless
connectivity between edge devices and the central cloud.
Utilize technologies like 5G, mesh networking, or edge-
specific protocols to reduce latency and ensure reliable
connections.
2. Data Security
Implement robust security measures to protect data at the
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edge. This includes encryption, access control, regular
updates, and security patches to safeguard against potential
vulnerabilities.

3. Device Management

Employ effective device management solutions to monitor,
update, and manage edge devices remotely. This ensures
efficient performance and enables quick troubleshooting.

4. Optimized Workloads

Distribute workloads effectively across edge devices and the
cloud to balance processing power and reduce latency.
Employ edge analytics to process data locally and transmit
only necessary information to the cloud.

5. Regulatory Compliance

Ensure compliance with relevant data privacy and regulatory
requirements, especially when dealing with sensitive data at
the edge.

Improved

h
Data Security

Y

Device Management

h 4

Optimized
h 4
Regulatory
Fig. 1 Various Measures to overcome risks on edge
computing
Algorithm:
1. Begin

2. ldentify potential Computing Security Threats.

3. Focus on the most probable Threats that could
HarmResource.

4. Determine Security Measurement to Protect
Resource.

5. Put in place Measures to Effectively Protect
Resources.

6. Asses the level of security to prevent
Unauthorized Access.

7. End.
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IV. RESULTANDANALYSIS

Types of Attacks possible on Percentage
S. Edge computing Technology of .
No |before implementing the security vulnerability
measures
1 Edge security risks 35
2 Computing burden 9
3 Hardware security 28
4 Edge security best practices 15
5 Automated.& i_ntelligent 13
monitoring
\Vulnerability before the Implementation
of proposedsecurity Measures 100
Table 1. Types of possible Attacks on Edge
computing Technology before implementing
the security measures.

Types of Attacks possible on Edge computing
Technology betore implementing the Security
Measures Percentage Of vulnerability
= | Edge security risks
« 2 Computing burden

* 3 Hardware security

4 Edge secutity best practices

w3 Autorna ted & mibelligent
maont lornyl

Fig.2 Risks before implementation of security measures

Types of Attacks possible on Percentage
. of
S. Edge computing Technology vulnerability
No | after implementing the security
measures
1 Improved Connectivity
2 Data Security 6
3 Device Management 5
4 Optimized Workloads 5
5 Regulatory Compliance 6
\Vulnerability after the Implementation of
proposedsecurity Measures 30
Table 2. Types of possible Attacks on Edge computing
Technology after implementing the security measures.
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Types of Attacks possible on Edge computing Techuology
before implementing the security measures

W 1 Edge security risks
82 Comguting burder
B 3 Hartbvasrw security
B4 Fdgw Wi unity bl

practices

=5 Automatec & intelligant
reanitoring

W G Safe zone

Fig.3. Risks after implementation of security Measures
of edge computing

V. FUTURE WORK
The future of edge computing in your industry:
ClOs in banking, mining, retail, or just about any other
industry, are building strategies designed to personalize
customer experiences, generate faster insights and actions,
and maintain continuous operations. This can be achieved by
adopting a massively decentralized computing architecture,
otherwise known as edge computing. Within each industry,
however, are particular uses cases that drive the need for edge
IT. Banks may need edge to analyze ATM video feeds in real-
time in order to increase consumer safety. Mining companies
can use their data to optimize their operations, improve
worker safety, reduce energy consumption and increase
productivity. Retailers can personalize the shopping
experiences for their customers and rapidly communicate
specialized offers. Companies that leverage kiosk services
can automate the remote distribution and management of their
kiosk- based applications, helping to ensure they continue to
operate even when they aren’t connected or have poor
network connectivity.
Real-Life Use Cases for Edge Computing:
Depending on how many of the 30 billion Internets of Things
(10T) devices forecast for global deployment by 2020 rely on
the cloud, managing the deluge of 10T generated data makes
proper processing seem near impossible. Traditional cloud
computing has serious disadvantages, including data security
threats, performance issues, and growing operational costs.
Because most data saved in the cloud has little significance
and is rarely used, it becomes a waste of resources and storage
space.

Edge Computing
& 1
1 @-6-©
i)
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Edge enabler layer: The edge enabler layer provides
Application Programming Interfaces (APIs) for the
application developers to leverage edge capabilities. With
this layer, the application developers are able to locate,
connect, and switch to the most suitable application server on
the edge network, and to exploit the potential of the
underlying 3GPP network in optimizing the service.

Application Layer

i I

dge Enabler Layer

Edge Hosting Environment

3GPP Transport Layer

VI. CONCLUSION

Edge computing is the new computing paradigm, as cloud
computing alone cannot sufficiently support the needs of
industrial enterprises on the path to smart manufacturing.
This challenge is primarily due to constraints around
bandwidth, latency, security, and privacy concerns
associated with processing large amounts of data, including
sensitive data and information. Edge computing is paving the
way for new applications and services to exist closer to the
user and data sources in a processing or manufacturing
facility. As this new paradigm is adopted at scale by
enterprises for their numerous facilities, it becomes a daunting
challenge for the IT workforce to manage the proliferation
of diverse applications, compute and network infrastructures,
and support services across the facilities. The OT workforce
may see a diminishing value of IT in support of their
technologies on their factory flooror shop floor. Siloed
deployments can lead to redundancy of applications and
services across facilities. This redundancy creates overhead
cost for enterprise leadership to manage and support, while
ensuring that enterprise objectives around digital
transformation and smart manufacturing are met. Enterprise
IT must consider adopting a IEMapproach to manage edge
compute infrastructure aseach facility embraces the edge to
deploy new use cases with enabling and emerging
technologies across their facilities. This document has
introduced the concept and importance of IEM for industrial
enterprises. It highlights the alignment gap and outlines a
model design balancing the enterprise leadership vision of
smart manufacturing and the constraints of individual
facilities. Model design sets up a foundation for the IEM of
an enterprise and the execution of edge computing through
reviewing of current facility IT capabilities to support OT.
This document also provided a reference capability model to
review the readiness of every facility, as well as a robust list
of edge enabling use cases. Finally, the document
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introduced Dell Technologiesas an enabler of IEM and
attempts to simplify the edge for the industrial sector on
their digital transformation journey.
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ABSTRACT: Fog Computing Is A Way of Doing
Computing That Brings Data Storage and Processing
Closer to Where It’s Needed Rather Than Relying on
Distant Cloud Servers. Think of It Like This: If Cloud
Computing Is Like Storing and Processing Everything in
A Big, Far-Away Data Center, Fog Computing Is About
Doing Some of That Work Closer to Your Home or
Device. In Fog Computing, Smaller, Localized Data
Centers or Devices Called Fog Are Placed at Various
Points in A Network, Closer to Where Data Is Created or
Used. These Nodes Can Be Anything from Routers and
Switches to lot Devices or Even Smart Appliances. By
Doing Some Processing and Storing Data Closer

KEYWORDS: Malicious,
Security, Authentication.

Access Control, Network,

I. INTRODUCTION

Fog computing is a distributed computing paradigm that acts
as an intermediate layer in between Cloud data centres and
loT devices/sensors. It offers computer, networking and
storage facilities so that Cloud-based services can be
extended closer to the 10T devices/sensors [1]. The concept
of Fog computing was first introduced by Cisco in 2012 to
address the challenges of loT applications in conventional
Cloud computing. loT devices/sensors are highly distributed
at the edge of the network along with real-time and latency-
sensitive service requirements. Since Cloud data centres are
geographically centralized, they often fail to deal with storage
and processing demands of billions of geo- distributed 10T
devices/sensors. As a result, congested network, high latency
in service delivery, poor Quality of Service (QoS) are
experienced [2]. Typically, a Fog computing environment is
composed of traditional networking components e.g. routers,
switches, set top boxes, proxy servers, Base Stations (BS),
etc. and can be placed at the closer proximity of loT
devices/sensor. These components are provided with diverse
computing, storage, networking, etc. capabilities and can
support service-applications execution.
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Consequently, the networking components enable Fog
computing to create large geographical distributions of
Cloud-based services. Besides, Fog computing facilitates
location awareness, mobility support, real-time interactions,
scalability and interoperability [3]. Thereby, Fog computing
can perform efficiently in terms of service latency, power
consumption, network traffic, capital and operational
expenses, content distribution, etc. In this sense, Fog
computing better meets the requirements with respect to 10T
applications compared to a solely use of Cloud computing [4].
However, the concept of Fog computing is very much similar
to the existing computing paradigms [5]. In this chapter, we
elaborately discuss the fundamental differences of Fog
computing with other computing paradigms. Here, we also
analyse different aspects of Fog computing including
corresponding resource architecture, service quality, security
issues, etc. and review recent research works from the
literature. We present a taxonomy based on the key properties
and associated challenges in Fog computing [6].

Il. RELATEDWORK
In this section, we exemplify various Security Risks in Fog
Computing:
Risks in Fog Computing:
1. Advance Persistent Threats (APT): Advance

Persistent Threats are cyber-attacks whereby the aim is
to compromise a company’s infrastructure with the
desire to steal data and intellectual property [7].

2. Access Control Issues (ACI): Access Control Issue can
result in poor management and any unauthorized user
being able to acquire data and permissions to install
software and change configurations [8].

3. Account Hijacking (AH): Account Hijacking is where

an attack aims to hijack the user accounts for malicious
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purpose. Phishing is a potential technique for account
hijacking [9].

Denial of Service (DOS): Denials of services are where
legitimate users are prevented from using a system (data
and applications) by overwhelming a system’s finite
resources [10].

Data Breaches (DB): Data breaches are when sensitive,
protected or confidential data is released or stolen by an
attacker [11].

Data Loss (DL): Data loss is where data is accidentally
(or maliciously) deleted from the system. This does not
have to be resulting from a cyber-attack and can arise
through natural disaster [12].

I1l. PROPOSED WORK

We propose the following security methods to prevent
threats on Fog Computing.

1.

Vendor Security Assurance: When using third-party
solutions or devices, conduct thorough security
assessments of vendors and their products. Ensure that
vendors follow security best practices and provide
regular updates and patches.

. Incident Response Plan: Develop and implement an

incident response plan to efficiently respond to and
recover from security incidents. This plan should include
procedures for identifying, isolating, and mitigating
security breaches.

. Privacy Considerations: Address privacy concerns by

implementing measures to protect sensitive information.
This includes the data when necessary and complying
with relevant data protection regulations.

. Employee Training: Provide ongoing training for

employees and users on security best practices and
awareness. Educate them about potential risks and the
importance of following security policies and
procedures.

. Risk Assessment: Conduct regular risk assessments to

identify and evaluate potential security threats. Adjust
security measures based on the evolving threat
landscape and the specific characteristics of the fog
computing.

Algorithm:

1. Begin

2. ldentify Potential Fog Computing Security
Threats.

3. Focus on the most probable Threats that
could HarmResources.

4. Determine Security Measures to protect
Resources.

5. Putin place Measures to Effectively
Protect Resources.

6. Assess the Level of Security to prevent
Unauthorized Access.

7. End
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Types of Attacks possible on Fog Computing before

implementing the security Measures
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3 Account Mijacking

® 4 Denial of services

Fig.1. Risk in Fog Computing before implementation of

Security measures

Types of Attacks possible on Fog
S Computing before implementing Percentag_e_of
the security Measure Vulnerability
1 Advanced persistent Threats 15
2 Access Control Issue 30
3 Account Hijacking 16
4 Denial of services 21
5 Data Breaches 18
Vulnerability before the implementation of 100

Proposed Security Measures

Table 1. Types of possible Attacks on Fog Computing before

implementing the Security Measures.

Vendor Security

h 4

Incident Response
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Privacy Considerations

Y

Employee Training
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Risk Assessment

Fig.2. Various types of Fog Computing Measures
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Fig 3. Measures in Fog Computing after implementation
of security Measures

After implement the proposed security measures we have
restricted most of the security threats from 100% to 30%.

V. CONCLUSION&FUTURE WORK

Even though several measures are implemented using
security protocols /firewalls which are unable to protect the
vulnerabilities of Fog Computing. Hackers/introduces are
continuously making attempts to gain the unauthorized access
of Fog Computing using various attacks. Fog Computing
devices usage has increased privacy and security challenges
will have an effect on their usage. In order to protect the
security and integrity of Fog Computingseveral new security
measures, protocols and firewalls needs to developed and
deployed effectively to challenge unauthorized access.
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ABSTRACT: Cloud Computing Means Storing and
Accessing the Data and Programs on Remote Servers
That Are Hosted on The Internet Instead of The
Computer’s Hard Drive or Local Server. Cloud
Computing Is Also Referred to As Internet-Based
Computing, It Is A Technology Where the Resource Is
Provided as A Service Through the Internet to The
User. The Data Which Is Stored Can Be Files, Images,
Documents, Or Any Other Storable Document. Cloud
Computing Has Taken Its Place All Over the It
Industries. It Is an On-Demand Internet-Based
Computing Service That Provides the Maximum
Result with Minimum Resources Cloud Computing
Provides A Service That Does Not Require Any
Physical Close to The Computer Hardware. Cloud
Computing Is A Product of Grid, Distributed, Parallel,
And Ubiquitous Computing. This Paper Introduces
the Concepts, History Pros, And Cons of Cloud
Computing. Now Coming to lot, It Can Be Any Device
Equipment, Or Object Which Connects Us with The
Cloud Using the Internet or With Another Device That
Is Connected. It Has Sensors, Processing Ability,
Software, And Many Technologies Which Can Be
Used to Share and Fetch Data or Information with
Other Devices and Servers Over the Internet.
Nowadays Big Companies Are Using Cloud Services
for Storing Their Data Because It Is Easy to Manage
Their Data Easily Without Any Additional Costs.
Cloud Computing Provides Us the Flexibility to Play
with Our Data and Gives Us More Freedom with
Storage, Access, And Management. In This Paper, We
Will See the Advantages and Disadvantages of Using
the Cloud, How lot Is Useful in Cloud Systems, And
How We Can Overcome the Problems Related to The
Cloud.

KEYWORDS: Malware, Accessing the Data,
Network, Security, Authentication.

I. INTRODUCTION
In cloud computing, Cloud Computing concept has
emergedfrom the distributed software architecture. Cloud
computed technology is aimed to provide hosted services
over the internet. In recent years, cloud computing in
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Information Technology has given rise to various new user
communitiesand markets [1].

Cloud Computing
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Cloud computing is an on-demand service, through
internet different servers physical and virtual. It is more
hosted at remote data and managed by CSP.CSP provides
some services subscription-based or fees or bills
according to usage or user. By using the cloud, we can get
rid of purchasing, installing, and managing our
infrastructure. Thismakes it easy for an organization to
purchase and configure supporting hardware and make
them use enterprise applications within minutes. we can
scale capacity up and down according to response to
spikes and dips in traffic. Over the years, with the
development in Information Technology Industry, the
demand for storing and computing resources growing
bigger in the marketplace [2]. Cloud Computing is a
network-built handling invention where information is
provided to customers on demand. CloudComputing is a
registering phase for dissemination of advantages and
assets that involve structures, programming,applications,
introduction and commerce. Distributed computing is a
robotic supply of handling assets [3]. Cloud computing is
everywhere. Pick up any tech magazine or visit almost any
IT website or blog and you'll be sure to see talk about
cloud computing. The only problem is that not everyone
agrees on what it is. Ask ten different professionals what
cloud computing is, and you'll get ten different answers.
And is cloud computing even worth all the hype? Some
people don't think so. In fact, in 20080racle CEO Larry
Ellison chastised the whole issue of cloud computing,
saying that the term was overused and being applied to
everything in the computer world [4]. Cloud computing is
a radical new IT delivery and business model. Users can
use cloud services when and where they need them and,
in the amount, they need them, and pay only forthe
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resources used. It offers huge computing power, on-

demand scalability, and utility-like availability at low cost

[5]. At present, there are many definitions of cloud

computing in industry and academia, but there is no

unified concept yet. Its core content is to provide
computing, storage and network resources through the
network, and provide users with various computing

services convenientlyand on demand [6].

a. Cloud and edge computing are currently undergoing
a substantive transformation on several fronts, from
applications to hardware, and from architectures to
devices. Paradigms such as computing in
virtualization- based architectures, issues on
geographic constraints fordeploying clouds, and the
use of SDN/NFV in clouds [7].

b. Cloud computing has changed  software
infrastructures and business models of Internet
services with technologies to provide and manage
abundant resourcesof computation and data storage
over the network at relatively low amortized
operation costs [8].

c. The term “cloud computing” refers to the utilization
of a set of infrastructure, data, applications, and
services made up of networks of computer,
informational, and storage resources. Businesses can
benefit from a number of benefits from cloud
computing, including resource elasticity, a decrease
in the requirement for significant upfront
infrastructure investments and adecrease in total cost
of ownership [9].

d. One vision of 21st century computing is that users
will access Internet services over lightweightportable
devices rather than through somedescendant of the
traditional desktop PC [10].

Il. RELATED WORK

There are several security risks to consider when making
theswitch to cloud computing. Some of the top security
risks ofcloud computing include:

1. Limited visibility into network operations
Malware
Compliance
Data Leakage
Inadequate due diligence
Data breaches

7. Poor application programming interface (API)
Risks in Cloud Computing:
1. Limited visibility into network operations
When moving workloads and assets to the cloud,
organizations forfeit a certain level of visibility into network
operations. This is because the responsibility of managing
some of the systems and policies shifts to the cloud service
provider. Depending on the type of service model being used,
the shift of responsibility may vary in scope. As a result,
organizations must be able to monitor their network
infrastructure without the use of network-based monitoring
and logging [11].
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2. Malware

By moving large amounts of sensitive data to an internet-
connected cloud environment, organizations are opening
themselves up to additional cyber threats. Malware attacks
are a common threat to cloud security, with studies showing
that nearly 90% of organizations are more likely to
experience data breaches as cloud usage increases. As
cybercriminals continue to become increasingly savvy with
their attack delivery methods, organizations must be aware of
the evolving threat landscape [12].

3. Compliance

Data privacy is becoming a growing concern, and as a result,
compliance regulations and industry standards such as
GDPR, HIPAA, and PCI DSS are becoming more stringent.
One of the keys to ensuring ongoing compliance is by
overseeing who can access data and what exactly they can do
with that access. Cloud systems typically allow for large-
scale user access, so if the proper security measures (ie.
access controls) aren’t in place, it can be difficult to monitor
access across the network.

4. Data Leakage

Data leakage is a growing concern for organizations, with
over 60% citing it as their biggest cloud security concern. As
previously — mentioned, cloud computing requires
organizations to give up some of their control to the CSP.

5. Inadequate due diliengce

The move to the cloud should not be taken lightly. Similar to
a third-party vendor, when working with a cloud service
provider, it’s important to conduct thorough due diligence to
ensure that your organization has a complete understanding
of the scope of work needed to successfully and efficiently
move to the cloud. In many cases, organizations are unaware
of how much work is involved in a transition and the cloud
service provider’s security measures are often overlooked.

6. Data breaches

One of the most impactful security risks the cloud faces is the
potential for a data breach. These are a result of poor security
measures that allow malicious actors to gain access to
sensitive data across cloud servers.

7. Poor API

If the cloud has poor application program interfaces (API),
then servers run the risk of having data unwillingly exposed.
When it comes to API, malicious actors will employ several
strategies such as brute force attacks and denial-of-service
attacks in order to weaken the integrity of the system.
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networkoperations a.
Malware b.
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Compliance

C.
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Data Leakage
d.
Inadequate due diligence

N

Data breaches
a.
A
Poor API
b.
Fig.1. various risks in cloud computing
I1l. PROPOSED WORK c

We propose the following security methods to prevent

threats on Cloud Computing.

1) Security of Data

a. In terms of security concerns of cloud technology, we
don’t find answers to some questions. Mysterious threats
like website hacking and virus attack are the biggest
problems of cloud computing data security.

b. Before utilizing cloud computing technology for a

business, entrepreneurs should think about these things. a.
Once you transfer important data of your organization to
a third party, you should make sure you have a cloud
security and management system.
c. Cybersecurity experts are more aware of cloud security b

than any other IT professional. According to Crowd
Research Partners survey, 9 out of 10 cybersecurity
experts are concerned regarding cloud security. Also,
they are worried about the violation of confidentiality,
data privacy, and data leakage and loss.

d. Vendor Teradata also conducted a cloud analytics
survey that reveals that 46% of those reviewed signified
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more security with no cloud computing challenge.

Limited  visibility  into 2) Insufficiency of Resources and Expertise

The inadequacy of resources and expertise is one of the
cloud migrations challenges this year. As per the report
by Right Scale, almost 75% of the respondent marked
it as a challenge while 23% said that it was a serious
challenge.

Although many IT employees are taking different
initiatives to improve their expertise in cloud
computing future predictions, employers still find it
challenging to find employees with the expertise that
they require.

According to the Robert Half Technology 2019 Salary
Guide, businesses will only prioritize the tech
employees with the knowledge and skills of the most
recent growth in the cloud, mobile, open-source, big
data, security, and other technologies in the upcoming
years.

Some organizations are also expecting to win over the
challenges of shifting to cloud computing by
employing more workers with certifications or skills in
cloud computing. Industry professionals also suggest
providing training of present employees to make them
more productive and speedier using the trendiest
technology.

3) Complete Governance over IT Services

IT always doesn’t have full control over provisioning,
infrastructure delivery, and operation in this cloud-
based world. This has raised the complicacy of IT to
offer important compliance, governance, data quality,
and risk management.

To eradicate different uncertainties and difficulties in
shifting to the cloud, IT should embrace the
conventional control and IT management procedures
to incorporate the cloud. Ultimately, basic IT teams’
role in the cloud has emerged over the last few years.
Alongside the business unites, core IT plays an
increasing role in the mediation, preference, and
control over cloud services. Moreover, third-party
cloud computing or management providers are
gradually offering best practices and government
support.

4) Cloud Cost Management

The Right Scale report revealed that for a few
companies, handling cloud spending has passed
security as the biggest cloud computing challenge. As
per their anticipations, organizations are ruining nearly
30% of the money they invest in the cloud.
Companies make several mistakes that can increase
their expenses. Sometimes, IT professionals like
developers turn on a cloud instance implied to be
utilized for some time and forget to turn it off again.
And some companies find themselves hindered by the
hidden cloud costing packages that provide numerous
discounts that they might not be using.
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Using cloud spending management challenges, several tech

solutions can help organizations. For instance, automation,
cloud spending management solutions, serverless services,
containers, autoscaling features, and numerous management
tools provided by the cloud vendors may help lower the
possibility of the issue. Furthermore, some companies have
been succeeded by building a core cloud team for handling

usage and costs.

5) Dealing with Multi-Cloud Environments

a. These days, maximum companies are not only working
on a single cloud. As per the Flexera 2023 State of the
Cloud Report, nearly 87% of the companies are
following a multi-cloud strategy and 72% already have
their hybrid cloud tactic that is combined with the public
and private cloud. Furthermore, organizations are
utilizing five distinct public and private clouds.

IV. RESULT & ANALYSIS

Type of Attacks possibleon | Percentage of
S. cloud computing before | Vulnerability
No. implementing the
security Measures
1 Limited visibility into 20
network operations
2 Malware 30
3 Compliance 14
4 Data leakage 15
5 Inadequate due diligence 10
6 Data Breaches 6
7 Poor API 5
Vulnerability before the
implementation of proposed 100
Security Measures

Security of data

r

Table 1. Types of possible Attacks on cloud

computing before implementing the Security
Measures

Insufficiency of
Resources

Y

Complete Governance over
IT Services

Cloud Cost Management

h 4

Dealing with Multi
Cloud Environments

Fig.2.various measures in cloud computing

Algorithm:
1. Begin

2. Identify Potential Fog Computing Security

Threats.

3. Focus on the most probable Threats that could

Harm Resources.

4. Determine Security Measures to protect

Resources.

5. Putin place Measures to Effectively Protect

Resources.

6. Assess the Level of Security to prevent

Unauthorized Access.
7. End

Type of Ateacks passible on dend computing hefore
I bementing the security Meaomres Percentage of
Nulow rabiliey
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Fig.3. Risks before implementing of Security Measures

Type of Attacks
S.No. possible on cloud Percz?tage
computing after Vulnerability
implementing the
security Measures
1  [Security of Data 10
) Insufficiency of Resources and 5
Expertise
3 Complete Governance over IT 6
Services
4 Cloud Most Management 5
Dealing with  Multi-Cloud
5 [Environments 7
Vulnerability before the
implementation of proposed 30
Security Measures
Table 2. Types of possible Attacks on cloud
computing after implementing the Security
Measures
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Fig. 4. Risks after implementation of Security Measures

After implement the proposed security measures we have
restricted most of the security threats from 100% to 30%.

V. CONCLUSION & FUTURE WORK

Even though several measures are implemented using
security protocols /firewalls which are unable to protect
the vulnerabilities of Fog Computing. Hackers/introduces
are continuously making attempts to gain the
unauthorized access of Fog Computing using various
attacks. Fog Computing devices usage has increased
privacy and security challenges will have an effect on
their usage. In order to protect the security and integrity of
Fog Computingseveral new security measures, protocols
and firewalls needsto developed and deployed effectively
to challenge unauthorized access.
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ABSTRACT: Devops Is the Combination of Cultural
Philosophies, Practices, And Tools That Increases an
Organization’s Ability to Deliver Applications and
Services at High Velocity: Evolving and Improving
Products at A Faster Pace Than Organizations Using
Traditional Software Development and Infrastructure
Management Processes. This Speed Enables
Organizations to Better Serve Their Customers and
Compete More Effectively in The Market. Devops Is
an Emerging Practice to Be Followed in The Software
Development Life Cycle. The Name Devops Indicates
That It's an Integration of The Development and
Operations Team. It Is Followed to Integrate the
Various Stages of The Development Lifecycle. Devops
Is an Extended Version of The Existing Agile Method.
Devops Aims at Continuous Integration, Continuous
Delivery, Continuous Improvement, Faster Feedback
and Security. This Paper Reviews the Building Blocks
of Devops, Challenges in Adopting Devops, Models to
Improve Devops Practices and Future Works on
Devops.

KEYWORDS: Continuous Integration, Testing,
Culture.

I. INTRODUCTION

The practices followed during the software development
lifecycle play an important role. In the conventional
development lifecycle, different teams will play their role at
their level. Separate teams make the product life cycle
lengthier and also the communication between the team’s
poor. This kind of development model is called the waterfall
model. To break the walls between the teams and to enhance
the dissemination of the information the new methodology
Agile was discovered. Agile means "to move fast and easy".
Agile process methodology improved the interaction between
individual teams and improved collaboration. Some of the
agile principles are Scrum, Extreme Programming, Lean,
Kanban and out of these the Scrum was the first developed
principle [1]. DevOps manifesto has been debated broadly
among researchers and software engineering practitioners.
DevOps is a defining software delivery standard which allows
development and operations team work closely and minimize
gaps between them.
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Fig.1. lllustration of devops

DevOps is the theoretical perception of the agile development
and agile operation discipline which combination of the
software engineering practices. In addition, DevOps is a
discipline that emphasizes on the collaboration of developers
and operations department to unleased software product in
frequently and rapid process to customers. Meanwhile, the
delivery pipeline establishes the last portion of the supply
chain for the software development life cycle [2]. Agile
software development methods are gaining popularity in the
industry. Their main advantage, as opposed to traditional
development approaches, is their ability to respond to rapidly
changing environments which makes them an attractive
operating model for many companies. Additionally, product-
oriented, agile teams are deemed to handle customer demands
better, although an increasing disconnect between IT
development and operation functions presents a bottleneck in
this process and impedes the fast delivery of new software
functionality. Organizations therefore turn to software
delivery approaches like DevOps which aims to bridge this
gap by combining both IT development and operations into
cross-functional teams. Agile and DevOps are considered
important methods for companies undergoing a digital
transformation since they enable the delivery of innovative
products or services via digital services platforms [3].
DevOps is an emerging practice that has been adopted in the
software development cycle. It focuses on the convergence of
standards between the Development teams and the
Operations teams and it seeks to improve cooperation
between both teams, hence the origin of the term [4]. DevOps
tools and methods have also reduced the cultural and
methodological divide between developers and operators,
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leading to the formation of many new organizational
structures within software vendors, such as virtual teams
composed of both developers and operators, and the
establishment of new professional figures often referred to as
DevOps engineers, who center their activity on tooling and
automation across the whole application lifecycle [5].
DevOps is an organizational transformation that had its origin
at the 2008 Agile Conference in Toronto, where P. Debois
highlighted the need to resolve the conflict between
development and operations teams when they had to
collaborate to provide quick response time to customer
demands. Later, at the O’Reilly Velocity Conference, two
Flickr employees delivered a seminal talk known as “10+
Deploys per Day: Dev and Ops Cooperation at Flickr”, which
can be considered the starting point to extend agility beyond
development [6]. Therefore, an architectural strategy based
on modular development and distributed deployment is
needed to support the construction of the company's platform.
The current popular microservice architecture is an ideal
solution to this problem [7].

Il. RELATED WORK
In this section, we exemplify various Security Risks in devops
Risks in devops:

1. Test Automation: Since writing new tests from
scratch could delay launching your automated build
process, you tend to use existing automated tests. The
problem is that these tests are functional unit tests that
developers use to make sure that what they build works
[8].

2. Tooling: If user’s feel the new tools make the process
burdensome, start looking for their own alternatives.
choosing the wrong CI/CD tool set is a risk you should
avoid at all costs. if some tools are not properly
configured, or integrated into the system, they will
cause blockages [9].

3. Security Risks: Building a delivery pipeline is a
crucial DevOps practie. One of the most important
issues when building an automatic delivery pipeline is
the risk of prioritizing convenience and efficiency over
security. Proper enforcement of software security
involves listening to the news [10].

4. Organizational Uncertainty: If no one knows what
methodology they are following, what it necessitates,
why it matters, and the expected goals and outcomes,
the project is lost. Often this leads to everybody arguing
over definitions and the way to use them [11].

5. Poor Quality Code: Static code analysis is a
collection of algorithms and techniques used to analyze
source code to automatically find errors or poor coding
practices. Static code analysis, looks at applications in
non-runtime environments.
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Fig.2.Various risks to devops

I11. PROPOSED WORK

We propose the following security methods to prevent

threats on devops.

1. Lead time for changes: High-performing teams
typically measure lead times in hours, versus medium
and low-performing teams who measure lead times in
days, weeks, or even months.

2. Change failure rate: High-performing teams have
change failure rates in the 0-15 percent range. The same
practices that enable shorter lead times. Times test
automation, trunk-based development, and working in
small batches correlate with a reduction in change
failure rates.

3. Deployment frequency: High-performing teams can
deploy changes on demand, and often do so many times
a day. Lower-performing teams are often limited to
deploying weekly or monthly. The ability to deploy on
demand.

4. Mean time to recovery: MTTR is the mean time to
recovery, sometimes called mean time to restore. It is
the time it takes to get a system operational following
a fault. It became a standard measure of software
delivery performance as part of the DORA metrics.
When you perform well against all DORA metrics, you
have working software sooner, happier employees, and
a competitive advantage in your industry.

5. Mean time between failures: MTBF (mean time
between failures) is the average time between
repairable failures of a technology product. The metric
is used to track both the availability and reliability of a
product. The higher the time between failure, the more
reliable the system.
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Algorithm:

Begin

Identify Potential Fog Computing Security Threats.
Focus on the most probable Threats that could Harm
Determine Security Measures to protect Resources.

Assess the Level of Security to prevent Unauthorized
End

NookrwbdpE

Identify Potential Fog Computing
Security Threats.

I

Focus on the most probable Threats
that could Harm Resources.

: - Types of attacks Percentageof
Determine Security Measures to S No possible onFog Vulnerability
protect Resources. Computing after
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Put in place Measures to Effectively 1 Test aztomation 7
Protect Resources. 5 Tooling 5
r 3 Security risks 7
Assess the Level of Security to 4 |Organizational uncertainity 5
prevent Unauthorized Access. 5 Poor security code 6
Fig. 4. Procedure to safeguard the resources of devops . Vulnerabl_llty after the
implementation of proposed 30
SecurityMeasures
Table 2. Types of Possible Attacks on Fog
Computing after  implementing the Security
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IV. RESULT & ANALYSIS

S No Types of attack§ possible ?Jffgr?t?ﬁig
on Fog Computing before
implementing theSecurity
Risks
1 Test automation 19
2 Tooling 23
3 Security risks 19
4 Organizational uncertainty 18
S Poor security code 21
Vulnerability before the 100
implementation ofproposed
Security Risks
Table 1. Types of Possible Attacks on Fog Computing
before implementing the Security Risks

Typesof attacks possible on devOps before Implementing a Security
Measures Percentage of Vulnerability

# 1 Ted nutomation

* 2 Tooling

® 5 Secmity 1usks

= A4 Osganbzational umcertabn by

+ £ Poor senmrity code

Fig. 5. Vulnerability before implementation of Security
Measures.
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Fig .2. Vulnerability after implementation of Security
Measures
After implement the proposed security measures we have
restricted most of the security threats from 100% to 30%.

V. CONCLUSION & FUTURE WORK

Even though several measures are implemented using
security protocols / firewalls which are unable to protect the
vulnerabilities of devops. Hackers/ introduces are
continuously making attempts to gain the unauthorized access
of devops using various attacks. Devops devices usage has
increased privacy and security challenges will have an effect
on their usage. In order to protect the security and integrity of
devops several new security measures, protocols and
firewalls needs to developed and deployed effectively to
challenge unauthorized access.
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ABSTRACT: Generative Artificial Intelligence (Al) Has
Emerged as A Transformative Field That Enables
Machines to Exhibit Creativity and Produce Novel
Content Across Various Domains. This Abstract Explores
the Evolution, Methodologies, And Applications of
Generative Al. Initially Rooted in Probabilistic Modeling,
Generative Al Has Evolved with The Advent of Deep
Learning and Neural Networks, Allowing Machines to
Generate Content Indistinguishable from Human-
Created Artifacts. This Paper Delves Into The
Fundamental Concepts Behind Generative Adversarial
Networks (Gans), Variational Autoencoders (Vaes), And
Other  Prominent  Models, Elucidating  Their
Architectures And Training Processes. It Examines How
These Models Learn from Vast Datasets, Capture
Intricate Patterns, And Subsequently Generate Diverse
Outputs, Including Images, Music, Text, And More.

KEYWORDS: Malicious, Access Control, Network,
Security, Authentication.

l. INTRODUCTION
Artificial intelligence (Al) has the potential to vastly improve
the metaverse by automating intelligent decision-making and
creating highly customized user experiences. Web3, with its
distributed network architecture, provides consumers with
enhanced privacy and security when conducting financial
transactions online [1], [2], [3]. In addition, the immutable
data storage and transfer mechanisms made possible by
blockchain technology guarantee data security and integrity.
In the age of Web3, generative Al technologies like Chat
Generative Pre-Trained Transformer (ChatGPT) have the
capacity to become productivity tools by addressing problems
with digital assets and content production and filling in
essential gaps in Web3’s evolution [4]. Generative Al
technologies are expected to accelerate the advent of the
Web3 era by offering more reliable and convenient
productivity tools for Web3 creators and contributors. With
the advent of generative Al technologies, such as ChatGPT,
there has been widespread attention in the industry towards
its creativity and flexibility. The efficiency and quality of
content production and dissemination may be greatly
improved with the help of ChatGPT based on deep learning
models, which can generate content in a wide variety of
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contexts and fulfill a wide range of needs. In addition to these
benefits, ChatGPT can facilitate eliminating obstacles,
enhancing human understanding and creativity, and
generating priceless insights and innovations. ChatGPT can
also use multi-modal Al technologies to analyze, interpret,
and generate information in greater detail by leveraging
different perceptual modes [5], [6], [7]. This will allow for
real- time perception and response to content and provide
flexible feedback, ultimately leading to the creation of more
rich and diverse forms of content. Technologies such as
virtual characters, speech synthesis, and image generation
more rich and diverse forms of content. Technologies such as
virtual characters, speech synthesis, and image generation
process. Technology advancements in Al for Generative
Content (AIGC) have led to the emergence of critical
technologies like ChatGPT as components of the metaverse
engine layer, considerably easing the process of creating
high-quality material in the metaverse [8]. Currently, the
metaverse's content scale has not yet met user demands, and
the cost of building metaverse spaces remains high,
affordable only for a few companies. Moreover, virtual
spaces created  with substantial investments often lack
excitement, openness, and refinement. Yet, the price of
constructing metaverse environments can be drastically
decreased if Al can assist creators in lowering the barriers,
such as providing consistent scenes with basic descriptions
[9], [10], [11].

Fig.1. Hlustration of Generative Al
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1. RELATED WORK

Risks of Generative Al:

1. Data Overflow:
People can enter any type of data into Generative Al
services via open text boxes, including sensitive, private or
proprietary information. Take code-generating services like
GitHub Copilot as an example. The code sent to this service
could contain not just a company's confidential intellectual
property, but also have sensitive data like API keys that
have special access to customer information.

2. IP Leak:

Another serious concern is IP leakage and confidentiality
when using generative Al, adding that the ease of use of
web- or app-based Al tools risks creating another form of
shadow IT. Given that these online generative Al apps send
and process data over the internet, using a VPN can provide
an extra layer of security, masking your IP address and
encrypting the data in transit.

3. Synthetic Data:
Generative Al can create synthetic data that looks a lot like
real data, which can lead to concerns about people being
able to figure out who the data came from. Synthetic data
could have small patterns or details that might lead to
people or sensitive features being identified.

4. Accidental Leaks:
Generative models, especially ones based on text or images,
can unintentionally include information from the training
data that shouldn't have been revealed. This could be
personal information or confidential business data.

5. Al Misuse and Malicious Attacks:
Generative Al could potentially be misused by malicious
actors to create deep fakes or generate misleading
information, contributing to the spread of fake news and
disinformation. Moreover, if Al systems are not adequately
secured, they could become a target for cyberattacks,
creating additional data security concerns.

Data Overflow

Synthetic Data

L 4
Accidental Leaks

h J

Al Misuse and Malicious
Attacks

Fig 2: Various risks of Generative Al
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1. PROPOSED WORK

Measures of Generative Al:

1.

Personalize to lower risks: Companies should be
proactive in deciding on tech providersand if possible,
develop internal Al solutions to lower the riskof data
breaches. If you can’t internalize these solutions,
Evaluate the level of sensitivity of the data used in these
toolsbefore deciding the type of service to use - publicly
availablemodels, local deployment, cloud, etc.
Diminishing the attack surface: You can do this by
ensuring that all Al-based tools accessing your core
systems have least privileged access, are monitored on a
daily basis and also by removing unused connections.
Constantly examine the data: Companies should
consider how their data is being used and retained by the
solution they are implementing. Track solutions’
behavior so you can detect anomalies as your data is
being shared over time.

Performance makes ideal: Test these tools first within
your organization before utilizing them for outside
consumption. Using an Al tool that you’re not familiar
with for a customer-facing initiative could backfire and
negatively impact the business.

To Get a full record of Al-tools within the association
and execute both on boarding and off boarding
processes: When on boarding, look at inventory and see
what tools and data they have access to. If a tool isn’t
valuable or is dangerous, make sure during the off-
boarding process that it’snot only disconnected from all
parts of the environment but also deletes your data.

Personalize to lower risks

¥

Diminishing the attack surface

b
Constantly examine the data

Y

Performance makes ideal

h J

To Get a full record of Al-tools
within the association and
execute both on boarding and
off boarding processes

Fig 3: Various Measures of Generative Al
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Algorithm:

1. Begin

2. ldentify the Potential risks in Generative Al.

3. Concentrate on the main frequent risks that can damage
the resource in Generative Al.

4. Estimate various Security Measures to protect the
resource in Generative Al.

5. Execute various measures to protect the resources in
Data Generative Al.

6. Review the Level of Security implemented in
Generative Al to Prevent Unauthorized Access.

7. End.

Identify the Potential risks
in Generative Al.

Y
Concentrate on the main frequent risks that
can damage the resource in Generative Al.

A A
Estimate various Security Measures to
protect the resource in Generative Al.

Execute various measures to protect the
resources in Data Generative Al

A

Review the Level of Security implemented

in Generative Al to Prevent Unauthorized
AcCCess.

Fig. 4. Procedure to safeguard the resources of
Generative Al

V. RESULT & ANALYSIS

Types of Attacks possible on
S.No Generative Al technology Percentage of
beforeimplementing the Vulnerability
SecurityMeasures
1 Data Overflow 19
2 IP Leak 23
3 Synthetic Data 18
4 Accidental Leaks 21
5 Al Misuse and Malicious 19
Attacks
Vulnerability before the 100
implementation ofproposed security
measures
Table 1. Types of Possible Attacks on Generative Al
before implementing the Security Risk
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Vulnerability after the implementation of | 26
proposed security measures

Table 2. Types of possible Attack on Generative Al after
implementing the Security Measures
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Fig.1 Vulnerability before implementing the security
measures to generative Al
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V.  CONCLUSION AND FUTURE WORK

Even though several securities are implemented using
security protocols / firewalls which are unable to protect the
vulnerabilities of Generative Al. Hackers / introduces are
continuously making attempt to gain the unauthorized access
of Generative Al using various attacks. As Generative Al
usage has increased privacy and security challenges will have
an effect on their usage. In order to protect the security and
integrity of Generative Al several new security measures,
protocols and firewalls need to developed and deployed
effectively to challenge unauthorized access.
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ABSTRACT: The Development of Quantum Computers
Over the Past Few Years Is One of The Most Significant
Advancements in The History of Quantum Computing.
D-Wave Quantum Computer Has Been Available for
More Than Eight Years. IBM Has Made Its Quantum
Computer Accessible Via Its Cloud Service. Also,
Microsoft, Google, Intel, And NASA Have Been Heavily
Investing in The Development of Quantum Computers
and Their Applications. The Quantum Computer Seems
to Be No Longer Just for Physicists and Computer
Scientists, But Also for Information System Researchers.
This Paper Introduces the Basic Concepts of Quantum
Computing and Describes Well-Known Quantum
Applications for Non-Physicists. The Current Status of
The Developments in Quantum Computing Is Also
Presented.

KEYWORDS: Quantum Computer, Quantum Gate,
QKD, Shor, Grover

l. INTRODUCTION
Today’s computers both in theory (Turing machines) and
practice (PCs, HPCs, laptops, tablets, smartphones, . . .) are
based on classical physics. They are limited by locality
(operations have only local effects) and by the classical fact
that systems can be in only one state at the time. However,
modern quantum physics tells us that the world behaves quite
differently. A quantum system can be in a superposition of
many different states at the same time, and can exhibit
interference effects during the course of its evolution.
Moreover, spatially separated quantum systems may be
entangled with each other and operations may have “non-
local” effects because of this. Quantum computation is the
field that investigates the computational power and other
properties of computers based on quantum-mechanical
principles. It combines two of the most important strands of
20th-century science: quantum mechanics (developed by
Planck, Einstein, Bohr, Heisenberg, Schrodinger and others
in the period 1900-1925) and computer science (whose birth
may be dated to Turing’s 1936 paper [1]). An important
objective is to find quantum algorithms that are significantly
faster than any classical algorithm solving the same problem.
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Quantum computation started in the early 1980s with
suggestions for analog quantum computers by Yuri Main [2]
(and appendix of [3]), Richard Feynman [4,5], and Paul
Benioff [6], and reached more digital ground when in 1985
David Deutsch defined the universal quantum Turing
machine [7]. See Preskill [8] for more on this early history.
The following years saw only sparse activity, notably the
development of the first algorithms by Deutsch and Jozsa [9]
and by Simon [10], and the development of quantum
complexity theory by Bernstein and Vazirani [11]. However,
interest in the field increased tremendously after PeteShor’s
very surprising discovery of efficient quantum algorithms for
the problems of integer factorization and discrete logarithms
in 1994 [12,13], which was inspired by Simon’s work. Since
most of current classical cryptography is based on the
assumption that these two problems are computationally
hard, the ability to actually build and use a quantum computer
would allow us to break most current classical cryptographic
systems, notably the RSA system [14]. In contrast, a quantum
form of cryptography due to Bennett and Brassard [15] is
unbreakable even for quantum computers Here are three
reasons to study quantum computers, from practical to more
philosophical: 1. The process of miniaturization that has
made current classical computers so powerful and cheap, has
already reached micro-levels where quantum effects occur.
Chipmakers tend to go to great lengths to suppress those
quantum effects, forcing their bits and logical operations 1 to
behave classically, but instead one might also try to work with
them enabling further miniaturization. 2. Making use of
quantum effects allows one to speed up certain computations
enormously (sometimes exponentially), and even enables
some things that are impossible for classical computers. The
main purpose of these lecture notes is to explain these
advantages of quantum computing (algorithms, crypto, etc.)
in detail. 3. Finally, one might say that the main goal of
theoretical computer science is to “study the power and
limitations of the strongest-possible computational devices
that Nature allows us.” Since our current understanding of
Nature is quantum mechanical, theoretical computer science
should arguably be studying the power of quantum
computers, not classical ones.
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1. RELATED WORK

Security risks and challenges of quantum computing:
1. Shor's Algorithm and Cryptography:

a. Shor's algorithm, a quantum algorithm developed by
mathematician Peter Shor, has the potential to
efficiently factor large numbers.

b. This poses a significant threat to widely used public-
key cryptography systems, such as RSA and ECC,
which rely on the difficulty of factoring large numbers
for security.

¢. Once large-scale, fault-tolerant quantum computers
become available, they could break these cryptographic
systems, compromising the security of sensitive data.

2. Quantum-Safe Cryptography:

a. The threat to classical cryptography from Shor's
algorithm has led to the development of quantum- safe
or post-quantum cryptographic algorithms.

b. Transitioning to these quantum-resistant algorithms is
crucial to maintaining the security of data and
communications in a future where quantum computers
are prevalent.

3. Data Security:

a. Quantum computers could potentially be used to break
encryption and security protocols in place today.

b. This includes not only the decryption of previously
encrypted data but also the potential to intercept and
decrypt data transmitted over secure communication
channels.

4. Block chain Security:

a. Quantum computing could pose a threat to the security
of block chain technologies, especially those relying on
existing cryptographic algorithms.

b. Many crypto currencies and block chain systems use
public-key cryptography for securing transactions, and
if these cryptographic schemes become vulnerable to
quantum attacks, the security of block chain networks
could be compromised.

5. Quantum Security:

a. Quantum computers could potentially break widely
used cryptographic hash functions.

b. This raises concerns about the integrity of digital
signatures, certificates, and other forms of data

Block chain Security

h A
Quantum Security

Environments

Fig.1. various security risks in quantum computing

I1l.  PROPOSED WORK
Measures to overcome from quantum computing:
1. Transition to quantum-resistant or post- quantum
cryptographic algorithms:

a. Researchers are actively working on developing
cryptographic algorithms that remain secure in the
presence of quantum computers.

b. It’s important to start adopting these quantum-
resistant algorithms to ensure the long-term security
of sensitive data.

2. Implement Quantum Key Distribution:

a. QKD is a method that uses quantum properties to
secure a communication channel.

b. It allows two parties to produce a shared random
secret key, which can then be used to encrypt and
decrypt messages.

c. QKD provides a level of security that is theoretically
immune to quantum attacks.

3. Explore Quantum-Safe Network Protocols:

a. Develop and implement network protocols that are
resistant to attacks from quantum computers.

b. This includes ensuring the security of
authentication, integrity, and confidentiality
mechanisms.

4. Choose Quantum-Resistant Hash Functions:

a. Hash functions are widely used in various security
protocols.

b. Select cryptographic hash functions that are resistant
to attacks by quantum algorithms, ensuring the
integrity and authenticity of data.
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Types of Attacks possible on
S.No | Quantum Computing Technology | Percentage of
before implementing the Security | vulnerability
Measures
1 Shor's Algorithm and 21
' Cryptography
2. Quantum-Safe Cryptography 19
3. Data Security 18
4, Block chain Security 22
5. Quantum Security 2
Vulnerability before the Implementation 100
of Proposed Security Measures

Table 1. Types of possible attacks on Quantum Computing

before implementing the Security Measures

5. Regular Security Assessments:

a.

Continuously assess and update security protocols
and infrastructure to incorporate advancements in
quantum-safe cryptography.

Regularly reviewing and updating security measures
is essential in the face of evolving threats.

Transition to quantum- resistant or
post-quantum cryptographic algorithms

Y

Implement Quantum Key Distribution

Y

Explore Quantum-Safe
Network Protocols

Choose Quantum- Resistant Hash

h 4

Regular Security Assessments

Fig.2. various measures of quantum computing

Algorithm:
1. Begin
2. ldentify the Potential risks in Quantum Computing.

3.

4.

7.

Concentrate on the main frequent risks that can
damage the resource in Quantum Computing.
Estimate various Security Measures to protect the
resource in Quantum Computing.

Execute various measures to protect the resources in
Data Quantum Computing.

Review the Level of Security implemented in
Quantum Computing to Prevent Unauthorized
Access.

End.
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Types of Attacks possible on Quantum Computing
Technology before uuplementing the Security
Measures

= 1 Shor's Algorithm and
Cryptography

¥ I Quanfum-Safe
Cryptography

# 3 Data Security

® { Blockehain Security

= 5 Quantum Securley

Types of Attacks possible on

S.No | Quantum Computing Technology | percentage of
before implementing the Security vulnerability

Measures
Shor's Algorithm and 5.5
1. Cryptography
2. Quantum-Safe Cryptography 6.3
3. Data Security 8
4, Block chain Security 7.2
5. Quantum Security 9

Vulnerability after the Implementation of 36

Proposed Security Measures

Table 2. Types of possible attacks on Quantum Computing
after implementing the Security Measures

I'vpes of Attacks possible on
Quantum Computing Technology
before implementing the Security

Measures

* 1 Shor's Algorithm
sad Cryptography

* 2 Quantum-Sale
Cryplogrop by
5 Datas Sesurity
y

4 Blockchin  Securiny

* S Quantum Securiy

V. CONCLUSION & FUTURE WORK
Even though several securities are implemented using
security protocols / firewalls which are unable to protect the
vulnerabilities of Quantum Computing. Hackers / introduces
are continuously making attempt to gain the unauthorized
access of Quantum Computing using various attacks. As
Quantum computing usage has increased privacy and
security challenges will have an effect on their usage. In
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order to protect the security and integrity of Quantum
Computing several new security measures, protocols and
firewalls need to developed and deployed effectively to
challenge unauthorized access.
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ABSTRACT: In the Era of Burgeoning Data and The
Internet of Things (lot), The Limitations of Traditional
Cloud Computing in Addressing Latency and Real-Time
Processing Demands Have Become Apparent. This
Avrticle Investigates the Transformative Potential of Fog
Computing as A Decentralized Computing Paradigm
That Extends Cloud Capabilities to The Edge of The
Network. A Detailed Examination of Fog Computing's
Architecture Reveals Its Hierarchical Structure,
Seamlessly Integrating Cloud Servers and Edge Devices
to Enhance Computational Efficiency. We Delve into The
Applications Across Diverse Industries, Emphasizing Its
Role in Optimizing Latency sensitive Tasks and
Improving Overall System Performance. Additionally,
The Article Outlines Key Challenges and Explores
Potential Solutions, Providing A Holistic View of The
Current Landscape and Future Prospects of Fog
Computing. As Businesses and Industries Increasingly
Adopt Edge Computing Strategies, This Article Serves as
A Vital Resource for Understanding the Nuanced
Dynamics of Fog Computing and Its Pivotal Role in
Shaping the Future of Distributed Computing.

KEYWORDS: Network, Security, Authentication.

I INTRODUCTION

Cloud computing plays the leading role to provide on demand
location-independent computing services in cloud data
centers that may be quite distant from the user. However, with
the advent and widespread adoption of cloud computing,
many new dimensions have been introduced to adapt it to the
needs of various computing paradigms. Multitier cloud
computing, edge computing, mobile edge computing and
more recently fog computing are among the complementary
trends emerged to help optimize resource utilization and to
meet application requirements [1]. Several substantial
devices are linked at an unequalled speed from the existence
of the 10T. The relaying of information is possible due to the
lining together of the devices inclusive of sensors, smart
meters, mobile phones, smart automobiles, radio-frequency
identification tags, personal digital the associate editor
coordinating the review of this manuscript and approving it
for publication was Utku Kose. assistants, and different
gadgets [2].
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The broadening of 10T results in the production of enormous
information (Big Data) that consumes large computing assets,
cache memory, and transmission capability. Cisco expects
that 50 billion devices will be associated with the Internet by
2020. The extension technology for 10T is Cloud Computing
(CC). We intend our framework to be deployed and
controlled by the central government of a country.
Governments have access to the test results and can control
such an integrated mobile-fog computing framework.
Moreover, relying on a private entity to manage such a
framework can limit the preservation of data privacy.
Additionally, in this work, we primarily consider and focus
on user data privacy issues. Regardless of building a standard
and secure data processing framework, we do not discuss
advanced security threats related to mobile, fog, and cloud
layer as there are rich literature on existing security measures
[3]. Fog networking consists of a control plane and a data
plane. For example, on the data plane, fog computing enables
computing services to reside at the edge of the network as
opposed to servers in a data-center. Compared to cloud
computing, fog computing emphasizes proximity to end-
users and client objectives (e.g. Operational costs, security
policies resource exploitation) [4]. Fog networking consists
of a control plane and a data plane. For example, on the data
plane, fog computing enables computing services to reside at
the edge of the network as opposed to servers in a data-center.
Compared to cloud computing, fog computing emphasizes
proximity to end-users and client objectives [5]. Fog
computing is a model in which data and processing are
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concentrated on devices at the edge of the network, rather
than almost entirely in the cloud [6]. Cloud computing plays
the leading role to provide on-demand location-independent
computing services in cloud data centers that may be quite
distant from the user Fog computing presents a new
computing paradigm where computation capability, storage
capacity, and networking services are placed at the edge
and/or in the network, rather than in the cloud over the
Internet [7].

1. RELATED WORK
In this section, we exemplify various Security Risks in Fog
Computing:
Risks in fog computing:
1. Security Concerns:

a. Data Security: Storing and processing data at the
edge increases the risk of unauthorized access and
data breaches [8].

b. Device Vulnerabilities: Edge devices may have
limited security measures, making them
susceptibleto attacks and compromises.

2. Reliability and Availability:

a. Network Dependency: Fog computing heavily
relies on network connectivity. If the network fails
or experiences delays, it can impact the
availability and performance of services [9].

b. Edge Device Reliability: Edge devices might be
less reliable than centralized cloud servers, leading
to potential service disruptions.

3. Regulatory Compliance:

a. Data Governance: Different regions may have
varying data protection and privacy regulations,
posing challenges in ensuring compliance across
fogcomputing environments [10].

4. Dynamic Nature of Edge Environments:

a. Topology Changes: The dynamic nature of edge
environments, with devices connecting and
disconnecting frequently, can make it challenging
tomaintain a stable and predictable computing
environment [11].

5. Single Point of Failure:

a. Centralized Components: If certain centralized
components within the fog architecture fail, it can
lead to a single point of failure for multiple edge
devices and services [12].
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Fig.1.Various measures to Fog Computing

1. PROPOSED WORK

We propose, the following security methods to prevent threats

on Fog Computing.

1. Encryption: Encrypt data in transit and at rest to protect
it from unauthorized access. Use strong encryption
algorithms to secure communication between fog devices
and the cloud.

2. Access Control: Implement robust access control
mechanisms to restrict unauthorized access to fog
resources.  This includes user  authentication,
authorization, and auditing. Only authorized users and
devices should be allowed to access sensitive data and
services.

3. Network Security: Deploy firewalls, intrusion detection
and prevention systems, and secure gateways to monitor
and filter network traffic. This helps in identifying and
blocking potential security threats in real-time.

4. Device Authentication: Ensure that fog devices are
properly authenticated before being allowed to participate
in the fog network. Use secure protocols for device
registration and authentication, and regularly update
credentials to prevent unauthorized access.

5. Secure APIs: If fog devices communicate through APIs
(Application Programming Interfaces), secure the APIs
by using authentication tokens, encryption, and validating
input to prevent attacks such as injection and
manipulation of data.
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Authentication & V. RESULT AND ANALYSIS
authorization
Types of attacks possible on Fog | Percenta
Yy S. Computing before ge  of
Secure communication No | implementing the Security | Vulnerab
protocols Risks ility
1 Security concerns 23
¥ 2 Reliability and Availability 19
Security Monitoring 3 Regulatory compliance 18
Dynamic nature of edge
4 environment 20
- - 5 Single point of failure 20
Device security
Vulnerability before the implementation 100
of proposed Security Risks
— ¥ Table 1. Types of Possible Attacks on Fog Computin
Data integrity checks » before implementing the Sgcuritpriskg

Fig.2.Various measures to Fog Computing
Types of attacks possible on Feg Computing before
. implementing the Security Risks
Algorithm:

1. Begin

2. ldentify Potential Fog Computing Security Threats.

3. Focus on the most probable Threats that could Harm
Resources.

4. Determine Security Measures to protect Resources.

5. Put in place Measures to Effectively Protect
Resources.

6. Assess the Level of Security to prevent
Unauthorized Access.

B 1 Sevm iy commm

8 2 Rellability and
Lvsilability

3 Reguiatory complance

® 4 Dynamic noture of edge

emvronement

B 5 Segde pownt of fadwe

7. End

Fig.1.Risk before implementation of security Measures

Identify Potential Fog Computing Types of attacks possible Percentage of

Security Threats. S. onFog Computing after Vulnerability

No | implementing the Security
v measures
Focus on the most probable Threats that Authentication and
could Harm Resources 1 7

Authorization

= L Secure Communication
Determine Security Measures To 2 5

protect resource Protocols
Security Monitoring

Y

Device Security

Put in place Measures to Effectively i
ST SRS 5 __Data Integrity Checks
Vulnerability after the
implementation of proposed 30
v SecurityMeasures

Assess the Level of Security to prevent Table 2. Types of Possible Attacks on Fog
Unauthorized Access. Computing after implementing the Security
Measures

Fig.4 Procedure to safeguard the resources of Fog
Computing
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Types of attacks passible on Fog Clomputing betore
mplementing the Secunty Risks

W 1 Secunty concerns

M2 Relhability and
Availatality

3 Regulatory compliance

B4 Dynamic nature of edge
environmeant

m S Single posnt of failure

06 Safe region

Fig.2.Enhancement of security after implementing
security measures

After implement the proposed security measures we have
restricted most of the security threats from 100% to 30%.

V.CONCLUSION AND FUTURE WORK
Effectively, fog computing is where a number of nodes
receive information from devices, be they Internet of Things
(10T) devices or, for instance, factory production line sensors,
and act upon it in real time. It is more powerful than edge
computing alone and provides mission-critical analysis faster
than cloud. The ability to conduct data analysis in real-time
means faster alerts to potential failures and less likelihood of
time lost in production process breakdowns, for example.
Sometimes these fog nodes send summaries of data analysis
to the cloud where it can be further analyzed to enable
predictive decision making regarding various aspects of the
device or systems, such as functionality and system health.
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ABSTRACT: Virtual Reality (VR) Is A Technology
Which Allows A User to Interact with A Computer-
Simulated Environment, Whether That Environment Is A
Simulation of The Real World or An Imaginary World. It
Is the Key to Experiencing, Feeling and Touching the
Past, Present and The Future. It Is the Medium of
Creating Our Own World, Our Own Customized Reality.
It Could Range from Creating A Video Game to Having
A Virtual Stroll Around the Universe, From Walking
Through Our Own Dream House to Experiencing A Walk
on An Alien Planet. With Virtual Reality, We Can
Experience the Most Intimidating and Grueling
Situations by Playing Safe and With A Learning
Perspective. It Is Also Used for Military Training, Studies
and Gaining Experience of The Thing That Might Not Be
Possible in Reality. Now A Days, Most of The People
Knows What Virtual Reality Is? But, In This Study We
Will Have A Brief Introduction On VR, Some Important
Portion of Its History, Terminology and Classes of VR
System, Its Contribution in Modernization, Reviews and
Analysis Of VR. While Moving Towards the lIdea of
Introducing VR In the Mass Media Sector.

Keywords: Virtual Reality, Humans, Computer
Graphics, Computer Displays, Hardware, Airplanes

1. INTRODUCTION
Nowadays computer graphics is used in many domains of our
life. At the end of the 20th century it is difficult to imagine
an architect, engineer, or interior designer working without a
graphics workstation. In the last years the stormy
development of microprocessor technology brings faster and
faster computers to the market. These machines are equipped
with better and faster graphics boards and their prices fall
down rapidly. It becomes possible even for an average user,
to move into the world of computer graphics. This
fascination with a new (ir)reality often starts with computer
games and lasts forever. It allows to see the surrounding
world in other dimension and to experience things that are
not accessible in real life or even not yet created. Moreover,
the world of three-dimensional graphics has neither borders
nor constraints and can be created and manipulated by
ourselves as we wish — we can enhance it by a fourth
dimension: the dimension of our imagination [1]. Panoramic

images can provide viewers with a 360 o perspective of the
scene, and create an immersive experience to viewers, which
makes it plays an important role in virtual reality (VR)
applications. In this paper, we propose a Multi-projection
Fusion Attention Network (MFAN) to improve the accuracy
of panoramic image quality assessment (PIQA). In particular,
we propose to extract features from 2D plane images
generated from multiple projection methods to overcome the
distortions caused by a single projection [2]. The term
"metaverse," in which the prefix "meta" refers to "far off" and
the suffix "verse" refers to "universe," was initially coined in
1992 by Neal Stephenson in one of his science fiction novels,
"Snow Crash"[3]. The concept of metaverses or virtual world
goes beyond the commercial and entertainment, the idea in
the future is to create true virtual societies, where digital
users or avatars are our alter ego, thus tending to the creation

of artificial societies in an environment digital [4].
Fig.1.Security and privacy risks of (VR)

The “serious” ways of using Metaverses seem to be the ones
where a Metaverse acts as a facilitator for collaborative
interaction or as a place of commerce. The topic of networked
immersive collaborative environments is certainly not new.
[5] The purpose of the virtual surface where it should gather
and mirror actual-time global statistics and also inquire for
immersion is to link the physical and digital worlds. Users’
physical inputs may be used to train artificial intelligence (Al)
systems to provide client users with highly customized
offerings. This technology offers an appropriate answer in the
sphere of education and training by using its process. By
using Metaverse extended reality, education sector will be
changed drastically. [6] (VR) is a technology which allows a
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user to interact with a computer-simulated environment,
whether that environment is a simulation of the real world or
an imaginary world. It is the key to experiencing, feeling and
touching the past, present and the future. It is the medium of
creating our own world, our own customized reality [7]. The
Vehicular Ad-Hoc Network, or VANET, is a technology that
uses and moves cars as nodes in a network to create a mobile
network. VANET is a special form of MANET (mobile ad
hoc network). VANET makes every involving car into a
wireless router or node, allowing cars approximately 100 to
300 metres of each other to connect and, in turn, create a
network with a wide range [8]. Data communication between
computers has brought about countless benefits to users, but
the same information technologies have created a gap, a
vulnerable space in the communication medium, where the
data that’s been exchanged or transferred, thereby causing
threats to the data. Especially data on wireless networks are
much exposed to threats since the network has been
broadcasted unlike a wired network [9]. Data security in the
past dealth with integrity, confidentiality and ensuring
authorized usage of the data and the system. Less or no focus
was placed on the reactive approach or measures to data
security which is capable of responding properly to mitigate
an attacker and avoid harm and also to prevent future attacks
[10].

1. RELATED WORK
Risks in virtual reality:
Virtual reality (VR) and augmented reality (AR) offer plenty
of amazing entertainment and educational opportunities, but
despite the realistic and immersive depth of virtual worlds that
exist in VR and AR, there are some real-world risks to using
these technologies.One of the most widespreadexamples of
the risks presented by virtual games and experiences came
about after go pokemon was released in the summer of 2016.
While it was not as immersive as full virtual reality, this AR
game still managed to cause plenty ofinjuries, as people were
so focused on the game that they weren’t paying attention to
their surroundings. Multiple car accidents, injuries like twisted
ankles and bruised shins, and even robberies were reported as
a result of people being too focused on the game.
1. Man-in-the-middle-attacks
Network attackers can listen in on the communications
between the AR browser and the AR provider, AR
channelowners, and third-party servers. This can lead to
man-in- the-middle attacks.
2. Ransomware
Hackers may gain access to a user’s augmented reality
device and record their behavior and interactions in the
AR environment. Later, they may threaten to release
these recordings publicly unless the user pays a ransom.
This could be embarrassing or distressing for individuals
who do not want to see their gaming and other AR
interactions made public.
3. Physical damage
One of the most significant AR security vulnerabilities
for wearable AR devices is physical damage. Some

s}»‘/?@ PARVATHANENI BRAHMAYYA(P.B.)

m
SIDDHARTHA COLLEGE OF ARTS & SCIENCE -‘&-

NAAC Accredited at '‘A+' (Cycle 1)

SO

IS0 9001:2015 Certified CERTIFIED!

variables are more durable than others, but all devices
have physical vulnerabilities. Keeping them functional
and secure — for example, by not letting someone walk
off with a headset that can be easily lost or stolen — is an
essential aspect of safety.

Fig.2.Various Risks to virtual reality

4. Physical Risk

Since a VR headset covers the eyes, users may fall,
trip over or bump into objects, or lose their balance
because they can’t see their real-world environment.
Users may also experience eye strain, which can lead
to headaches. People who use VR headsets should first
make sure that their play area is free of potential
hazards. They should also reduce the amount of time
they play to limit eye strain.

5. Mental Health Risk
Overstimulation, panic attacks, addiction, and a strong
sense of fear and anxiety stemming from especially
violentgames can come about due to the fact that these
virtual environments feel real.

I1l. PROPOSED WORK
We propose the following security methods to safeguard the
Virtual Reality from various security attacks.
Tips: How to stay safe when using virtual reality systems
a) Keep your device up to date and apply firmware
updates and security patches as they become
available
b) Keep your application software up to date.
c) Consider using a VPN when online.
d) Always use caution when installing
applicationsfrom unknown sources.
e) Be careful when disclosing personal information
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ofany kind.
f) Be particularly cautious in new environments.
g) Take additional steps to verify the identity of other
users you interact and share data with.
Algorithm:
1) Begin
2) Identify potential Virtual Reality Threats.
3) Focus on the Most probable Threats thatcould
Harm Resources.
4) Determine Security Measures to ProtectResources.
5) Put in place Measures to Effectively protect
Resources
6) End
IV. RESULT & ANALYSIS
S.NO | Types of attacks possible | Percentage of
on Virtual Reality before | Vulnerability
implementing the security
Risks
1 Man-in-the-middle-attacks 12
2 Ransomware 20
3 Physical damage 13
4 Physical Risk 15
5 Mental Health Risk 40
Vulnerability before the 100
implementation of proposed security
Risks
Tablel. Types of possible Attacks on Virtual Reality
before implementing the Security Risks

Fig.1.
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S.NO | Types of attacks possible on | Percentage of
Virtual Reality before Vulnerability
implementing the security
Risks
1 Man-in-the-middle-attacks 5
2 Ransomware 9
3 Physical damage 7
4 Physical Risk 7
5 Mental Health Risk 6
Vulnerability after the implementation 34
of proposed security Measures

Tablel. Types of possible Attacks on Virtual Reality after
implementing the Security Measures

Proceedings of ICRICT-2024

Types of attacks possible on Virtual Reality after implementing
the security Measures

I Man-in-the-middle-attacks = 2 Ransomware
3 Physical damage § Physical Risk
* 5 Mental Health Risk * 6 Safe Region

Fig.2.Risk after implementation of security Measures

After implement the proposed security measures we have
restricted most of the security threats from 100% to 34%.

V. CONCLUSION & FUTURE WORK

Even though several security measures are implemented
using security protocols/firewalls which are unable to protect
the vulnerabilities of VIRTUAL REALITY devices.
Hackers/introduces are continuously making attempt to gain
the unauthorized access of Virtual Reality devices using
various attacks. As Virtual Reality devices usage has an effect
on their usage. In order to protect the security and integrity of
Virtual Reality devices several new security measures,
protocols and firewalls need to developed and deployed
effectively to challenge unauthorized access.
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ABSTRACT: Block Chain Technology Is an Advanced
Database Mechanism That Allows Transparent
Information Sharing Within A Business Network. A
Block Chain Database Stores Data in Blocks That Are
Linked Together in A Chain. Block Chain Technology Is
More Advantageous in Supply Chain Management Since
There Is A Constant Need to Record the Transaction
History of Each Node/Party in The Block Chain Network.
One Such Example is Storage of Blood Donation and
Transfusion Data on Block Chain. As Multiple Parties
Such as Blood Donor, Blood Bank and Hospital Are
Involved, It Is Necessary to Keep the Part of Their
Transactional Data (Such as Donor’s Personal Data,
Patient’s Personal Data) As Confidential. Hence in This
Paper, With the Intension to Provide More Data
Confidentiality and Security, The Popular Data
Encryption Algorithm ‘Advanced Encryption Standard
(AESy’, A Symmetric Key Crypto- System Is Employed
on Part of Blood-Chain Data Before Sending
Transactions to The Ordering Service and Adding Blocks
to The Ledger. Therefore, Only A Person Who Has Access
to The Appropriate Key That Was Used to Create the
Cipher Text Can Decrypt the Encrypted Data. In
Addition, The Performance of The Transaction Using
Different Parameters Such as Data
Encryption/Decryption Speed, Storage Is Evaluated
Using Hyper Ledger Caliper Tool.

KEYWORDS: Compliance, Accessing, Transaction,
Security, Authentication.

I. INTRODUCTION
Now a days, the world is going through the new revolution
which is known as digital revolution and it starts with the use
of internet. With the usage of the internet, a new era of
decentralization, no central authority, has been started, which
will be supported by cryptography. Especially in the area of
cryptography or digital cash, a lot of advances have been done
by applying the scientific research. Earlier, the digital cash
had been conceptualized with the implementation of central
server which can prevent the double spending, privacy and
having controlling powerl1-3. By implementing the advances
of cryptography and decentralized network of computers, a
new profound technology, which is known as Block chain,
has been introduced. This emerging technology has the
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potential to change the life of society with new rules of
spending and it will be the complete paradigm shift. The
decentralized system, block chain, started a new era of global
payments, corporate governance, democratic participation
and functions of capital markets. The block chain, a novel
technique, can ensure the security with privacy and consensus
of all the players. In the present days, the block chain has to
be understood by its definition, technique and usage along
with the limitations. The block chain can be defined as a
database which is distributed, shared, encrypted and it assists
to develop as an irreversible and incorruptible public
repository of information4-7. This technology permits, for the
first time, unrelated people to reach consensus on the
occurrence of a particular transaction or event without the
need for a controlling authority. In this technology, the
security is ensured if no adversary wields a large fraction of
the computational resource. The proposed technology, Block
chain technology, has the potential to reduce the role of
middleman who is one of the most important economic and
regulatory actors in our society. It allows the people to
transfer an exclusive piece of digital property or data to
others, in a safe, secure, and incontrovertible manner. Block
chain technology can create digital currencies that are not
backed by any governmental body in case of demonetization.
It can develop digital contracts or smart contracts, whose
execution does not require any human intervention. It
provides a market places in decentralized manner which can
be operated free from the reach of regulation 8. It is also
assisted by the decentralized platforms for communications
and to monitor or spy those platforms will become more
difficult in future days. It also generates the assets which are
Internet-enabled assets that can be controlled just like digital
property. Block chain is a world-shattering technology, and
this technology will shift the balance of power from
centralized authorities in various fields like business, finance,
supply chain, voting, and intellectual property.
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Fig.1 Block chain technology

Il. RELATED WORK
Security Concerns: Despite being considered secure;
block chain isn't immune to hacking. There have been
instances of breaches and vulnerabilities, especially in
less mature or poorly implemented systems.
Regulatory Uncertainty: The regulatory environment
for block chain is evolving. Uncertain or restrictive
regulations can impact the adoption and operation of
block chain-based projects.
Smart Contract Vulnerabilities: Smart contracts, self-
executing contracts with the terms directly written into
code, can have coding errors or vulnerabilities, leading
to unexpected outcomes or exploits.
Scalability Issues: Block chain networks, especially
public ones, may face challenges in scaling to
accommodate a growing number of transactions, causing
delays and increased costs.
Interoperability Challenges: Different block chain
platforms may have compatibility issues, hindering
seamless communication and collaboration between
different networks Risks of block chain

Security Concerns
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Regulatory Uncertainty
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Smart Contract
Vulnerabilities
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I1l. PROPOSED WORK

Measures for block chain

1.

Education and Training: Provide education and training
for developers and users on secure block chain practices.
Awareness is keys to avoiding common pitfalls and
security lapses.

Regulatory Compliance: Stay informed about and
completely with relevant regulations. Adhering to legal
standards can help in navigating the evolving regulatory
landscape.

Interoperability standards: Encourage the development
of interoperability standards to ensure smooth
communication between different block chain networks,
reducing the risk of vulnerabilities.

Continuous  Monitoring:  Implement  real-time
monitoring and anomaly detection tools to identify and
respond promptly to any unusual activity or security
breaches.

Immutable Record Preservation: While maintaining
immutability is a core feature of block chain, it's
important to ensure that erroneous or malicious
transactions are not permanently recorded.

Education

T Regulatory

Measures
for block

Immutable

Continuous

Continuous

Algorithm:

1. Begin

2. ldentify potential block chain threats.

3. Focus on the most probable threats that could harm
resources.

4. Determine security measures to protect resources.

5. Putin place measures to effectively protect

resources.
l 6. Assess the level of security to prevent unauthorized
labili access.
Scalability Issues 7. End.
Y
Interoperability Challenges
Fig.2. various security risks in block chain.
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Identify Potential Fog Computing Types of attacks possible on Percentage
Security Threats. SN block chain after of
.NO . . . -
implementing the security | vulnerability
v measures
Focus on the most probable threats 1 Security Concerns 5
that could harm 2 Regulatory Uncertainty 8
3 Smart Contract 9
v Vulnerabilities
Determine Security Measures To 4 Scalability Issues 3
protect resource c Interoperability Challenges s
_ h 4 _ Vulnerability after the
Put in place Measures to Effectively implementation of proposed security 30
Protect Resources measures
Table 2. Types of possible attacks on block
¥ chain after implementing the security measures

/Assess the Level of Security to prevent
Unauthorized Access.

Fig.2. various security risks in block chain.

IV. RESULT & ANALYSIS

'Types of attacks possible on | Percentge of
SN block chain before vulnerability
.No |. . .
implementing the security
measures
1 Security Concerns 24
2 Regulatory Uncertainty 18
3 Smart Contract 29
Vulnerabilities
4 Scalability Issues 19
5 Interoperability Challenges 17
Vulnerability before the
implementation of proposed 100
security measures
Table 1. Types of possible attacks on block
chain before implementing the security
measures

Ty pes of attacks possible on block chain before
mmplementing the security measures

%1 Security Conrerns

# I Regulatory
Uncertainegy

3 Smart Contrace
Vulswrabdlities

# 4 Sealahility Bswes

& § Inceroperabllicy
Challenges

Fig.1 Types of attacks possible on block chain before
implementing the security measures
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# 5 intoroperabyiity
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Fig.2 Types of attacks possible on block chain after
implementing the security measures

After implement the security measures we have restricted
most of the security risks from 100% to 35%.

V. CONCLUSION AND FUTURE WORK

Even though several security measures are implemented
using several protocols/firewalls which are unable to protect
the vulnerabilities of block chain. Hackers/introduces are
continuously making attempt to gain the unauthorized access
of block chain using various attacks as block chain usage has
increased privacy and security challenges will have an effect
on their usage. In order to protect the security and integrity of
block chain several new security measures, protocols and
firewalls need to developed and deployed effectively to
challenge unauthorized access.
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ABSTRACT: Robots Are Automatic Equipment
Integrating Advanced Technologies in Multiple
Disciplines Such as Mechanics, Electronics, Control,
Sensors, And Artificial Intelligence. Based on A Brief
Introduction of the Development History of Robotics,
This Paper Reviews the Classification of the Type of
Robots, The Key Technologies Involved, And the
Applications in Various Fields, Analyze the Development
Trend of Robotics and Recent Research Hotspots, And
Provide an Outlook on The Future Development of
Robotics and Its Applications. It Also Presents Measures
to Minimize These Attacks on Resources of Robotics
Technologies. The Article Conducts A Thorough
Examination of The Likelihood of Security Threats and
Explores Various Ways to Minimize the Risks of Hacking,
Providing Recommendations to Enhance Security. Robots
Have BeenPart of Automation Systems for A Very Long
Time, And in Public Perception, They Are Often
Synonymous with Automation and Industrial Revolution
Parse. Fueled by Industry 4.0 And Internet of Things (lot)
Concepts as Well AsBy New Software Technologies, The
Field of Robotics in Industry Is Currently Undergoing A
Revolution on Its Own.

KEYWORDS: Robotics, Security, Authentication
Mechanisms, Robust Encryption, Boot Procedures.

I. INTRODUCTION
The industrial robotics sector is one of the most quickly
growing industrial ~divisions, pro-viding standardized
technologies suitable for various automation processes. In
ISO 8373:2012standard [1], an industrial robot is defined as
an automatically controlled, reprogrammable, multipurpose
manipulator, programmable in three or more axes, which can
be stationary or mobile for use in industrial automation
applications. However, the same standard creates an
exception for wider implementation. It states that the robot’s
classification into industrial, service, or other types is
undertaken according to its intended application. In this
context and in a nutshell, the RPA tools correspond to a set of
techniques that aim to improve the work by reducing the
number of repetitive tasks, automating them [2]. In addition
to the use of RPA, the complement with Artificial Intelligence
(Al) - algorithms and techniques - allows to improve the
precision of the execution of automated processes. Industry
4.0 reviews a set of technologies and sensors that allows an
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even greater advance in the processes and applications of
automation of Al applications for organizational processes,
contributing to a better performance and presenting new
opportunities. Robotic Process Automation (RPA) is the
automation of services tasks that reproduce the work that
humans do [3]. The automation is done with the help of
software robots or Al workers that are able to perform,
accurately, repetitive tasks. The task instructions are set by
the developer using some form of screen recording and
defining variables. These tasks include actions like logging
into applications, copying and pasting data, opening emails,
filling forms, among others. Van der Aalst et al. [3] state that
“RPA is an umbrella term for tools that operate on the user
interface of other computer systems”. The construction
industry is one of the most important economic sectors across
the world [4]. The spending in construction represents
between the 9%-— 15% of GDP in most countries and up to
half of nation’s investment can be allocated to the built
environment [5].

Il. RELATED WORK

Robotics Technology Risks:

Here are some risks in robotic technology. Here we discuss

below.

1. Increase in the rate of unemployment
Finally, the depth of the whole robot scenario is the
concern surrounding the sharp increase in the rate of
unemployment. While we do not deny that robots will
boost economic development and open doors to newer
job avenues, it is also true that the same robots will be
the cause of a major wave of unemployment. Studies
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have shown that approximately 20 million
manufacturing jobs will get automated by the fall of
2030. And other shows that a total of 30% of all jobs will
employ robots shortly. With such numbers, it’s not
surprising that many people feel anxious about the rise of
robots. And the job security and the common people
source of income was the most concerning part [6].
Robots Are Expensive Robots Replace Humans

Fast, error less, efficient, accurate, and continuous
working is possible if robots do the job. Businessman
looks forward to maximizing profit in every possible
way. Like for doing repetitive jobs, he prefers robots
rather than men. But it is not possible to have robots all
the time because the upfront cost is very high. Not every
company has high investment potential to fulfill the need.
To run the robots’ expertise is a must, which again needs
askilled staff. That adds to the expense. The maintenance
cost and the advance technical supports were way more
expensive [7].

Job Losses

The effect on jobs for employees is one of the main
concerns surrounding the advent of Robotic Automation.
The worry is that if a robot can work faster and more
consistently, people might not even be required. These
concerns are reasonable, yet they are not entirely true.
The work was completed fast and the tasks completed
without any delay and the accuracy was affecting the
recruitment of the people [8].

Initial investment costs

This is one of the main barriers that determine whether a
corporation invests in Robotic Automation at present or
not. A thorough business case must be developed to
evaluate the opportunities and potential shortcomings of
such heavy investment. However, the rewards can be
significant in a short period of time. While it's not worth
pose a threat to the business's stability for minimal
returns, maintaining a steady cash flow in the meantime
is essential. Generally, a structured repayment plan will
be in place, making it easier to handle and manage
finances [9].

Emotionless

Robots can never interact as humans do. Robots lack
empathy, and this is one of the disadvantages of
employing robots to work. Certain tasks require personal
human touch, such as artwork, animations, video
making, and other creative domains. There are also
economic disadvantages that the world will face. This
can arise due to the breakdown of robotic machines
employed at work. The need for large investments added
with the maintenance of machines will lower the return
on capital. Additionally, electronic waste generation can
be a future concern. While on a societal level, there are
chances for conflicts to flare up between people who
debate their views on robots versus people. Mostly in
the manufacturing industry the humans also interact with
the robots many times it does cause injuries and life
threat situations occur by this point [10].

Maintenance and Security

The upfront cost is not the only aspect of making the
robots expensive. The maintenance is also costly. You
need an expert or engineer to fix the machine, which can
be expensive. To this add the downtime cost. As
computers are prone to cyber-attacks, so are robots. They
don’t have the senses to judge right or wrong. It can be
hacked and programmed to malfunction. Cyber security
problems associated with robots can be dangerous. The
security risk was the most common and concerning
factor in recent years the security breaches and data
leakage can causes loss to the industry technically and
financially [11].

Increase in the rate of
unemployment

h 4
Robots are Expensive Robots
replace

L J
Job losses

L 4
Initial Investment costs

A 4
Emotionless

Maintenance and Security

Fig.1.Various risks in Robotics Technology

I11. PROPOSED WORK

We proposed the following security measures to safeguard
the Robotics Technology from various security attacks

1.

Proceedings of ICRICT-2024

Implement Robust Encryption:

Utilize advanced cryptographic protocols to safeguard
communication channels and data transfers within the
robotic systems. This ensures that sensitive information
remains confidential and protected from unauthorized
access. Like Other parties cannot access the database
without the proper authentication.

Deploy Intrusion Detection Systems (IDS):
Implement sophisticated IDS tools that can identify and
respond to potential security threats in real-time. These
systems can detect anomalies in the behavior of robotic
devices, helping to mitigate risks associated with
malicious activities. This will be so helpful to detect the
unauthorized actions.
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Integrate Secure Authentication Mechanisms:
Employ strong authentication methods, such as
biometrics or multi-factor authentication, to ensure that
only authorized personnel can access and control the
robotic systems. This prevents unauthorized individuals
from tampering with the technology. Make sure to set the
passwords strong and use all kind of alphabetics,
number, special char etc.., for effective security.
Regular Security Audits and Updates:

Conduct routine security audits to assess vulnerabilities
in the robotic technology. Keep the software and
firmware up- to-date with the latest security patches to
address known vulnerabilities and enhance the overall
resilience of the system. Install firewall security and test
it frequently to keep it up-to-date and advance.
Implement Secure Boot Procedures:

Utilize secure boot mechanisms to verify the integrity of
the robotic systems software during the startup process.
This prevents the execution of unauthorized or tampered
code, reducing the risk of malicious actors gaining
control over the robotics technology. Access own Wi-Fi
networks do not connect the devices in other servers or
other networks most of the time the outside servers and
networks can causes bugs, data leakage and breaches.

Implement Robust Encryption

I

Deploy Intrusion Detection Systems

I

Integrate Secure Authentication
Mechanisms

Y
Regular Security Audits and Updates

Y
Implement Secure Boot Procedures

Fig.2. Various measures to reduce risks

Algorithm:
1. Begin
2. ldentify potential Robotics Technology Security
Threats

3. Focus on the most Probable threats that robotics
harm resources

4. Determine security measures to protect resources

5. Put in place measures to effectively protect
resources

6. Access the level of security to prevent unauthorized
Access

7. End

Identify Potential Robotics Technology
Security Threats.

:

Focus on the most probable Threats that
robotics Harm Resources.

I

Determine Security Measures to
protect Resources.

Put in place Measures to
Effectively Protect

I

Assess the Level of Security to
prevent Unauthorized
Access.

Fig. 3. Procedure to safeguard the resources of Robotics
technology.

S.No Robotics Technology before

Percentage of
Vulnerability

Types of Attacks possible on

implementing the Security
Measures

1 Increase in the rate of 20

unemployment

Robots are Expensive Robots

2 replace humans 15
3 Job losses 25
4 Initial investment costs 12
5 Emotionless 5.5
6 Maintenance and Security 22.5
Vulnerability before the implementation of 100

Proposed Security Measures

Table 1. Types of possible Attack on robotics

technology before implementing the Security Measures.
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Types of Attacks possible on Percentage of
S.No Robotics Technology after Vulnerability
implementing the Security
Measures
1 Increase in the rate of 5
unemployment
’ Robots are Expensive Robots
replace humans 5
3 Job losses 6
4 Initial investment costs 5
5 Emotionless 3
6 Maintenance and Security 3
Vulnerability after the implementation of )
Proposed Security Measures !

Table 2. Types of possible Attack on robotics
technology after implementing the Security Measures.

Typesof Attacks possible on Robotics Technology after
implementing the Security Measures

# 1 Increasein the rate o
tmemployment

# 2 Robots are Expensivi
Robotsvepluce humoan

u3 Job losses

B 4 Inttial investment cos

8 2 Emotionless

3%
# 0 Mabntenance nnd
Secarity
T Saferegion

Fig. 5. Enhancement of Security after implementing
Security Measures in Robotics Technology.

After implement the proposed security measures we have
restricted most of the security threats from 100% to 30%.

I\VV. CONCLUSION AND HARDWORK
Even though several security measures are implemented
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protect the vulnerabilities of Robotics Technology. Hackers
introduces are continuously making attempt to gain the
unauthorized access of Robotics Technology using various
attacks. As Robotics Technology has increased privacy and
security challenges will have an effect on their usage in order
to protect the security and integrity of Robotics Technology
several new security measures, protocols and firewall needs
to developed and effectively to challenge unauthorized
access.
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ABSTRACT: 5G Is Expected to Bring Tremendous
Advancement in Wireless Cellular Network by Providing
Faster Speed, High Capacity and Low Latency. It Has
Widely Been Adopted in Various Parts of The World and
Is Expected to Bring A Noteworthy Revolution in Major
Industries and Overall Economies. Although 5G Service
Providers Are Promising Integrity, Confidentiality and
Availability of Data, Still Security Is an Important
Concern That Needs to Be Addressed. This Article
Discusses Various Types of Attacks That Intruders or
Hackers Can Carry Out to Gain Unauthorized Access
Over Fog Computing Technologies. It Also Presents
Measures to Minimize These Attacks on Resources of Fog
Computing Technologies. The Article Conducts A
Thorough Examination of The Likelihood of Security
Threats and Explores Various Ways to Minimize The
Risks Of Hacking, Providing Recommendations to
Enhance Security.

KEYWORDS: Network Protection, Battery Life,
Radiation.

I. INTRODUCTION
5G Technology stands for 5th generation mobile technology.
5G denote the next major phase of mobile telecommunication
standards beyond the upcoming 4G standards. 5G
technologies are offering the service in Product Engineering,
Documentation, supporting electronic transactions, etc. As
the customer become more and more aware of the mobile
phone technology, he or she will look for a decent package all
together including all the advanced features a cellular phone
can have. [1]. The goal of a 5G based telecommunication
network would ideally answer the challenges that a 4G model
would present once it has entered widespread use. Wireless
systems using orthogonal frequency division multiplexing
(OFDM) with wide area coverage, high throughput at
millimeter waves covering a frequency range of 30 GHz to
300 GHz, and enabling a 20 Mbps data rate to distances up to
2 km [2]. Several network operators use millimeter waves
called FR2 in 5G terminology, for additional capacity and
higher throughputs. Millimeter waves have a shorter range
than the lower frequency microwaves, therefore the cells are
of a smaller size. Millimeter waves also have more trouble
passing through building walls and humans. Millimeter-
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wave antennas are smaller than the large antennas used in
previous cellular networks [3].

How 5g Network Works:

Wireless networks are composed of cell sites divided into
sectors that send data through radio waves. Fourth-
generation (4G) Long-Term Evolution (LTE) wireless
technology provides the foundation for 5G. Unlike 4G, which
requires large, high-power cell towers to radiate signals over
longer distances, 5G wireless signals are transmitted through
large numbers of small cell stations located in places like light
poles or building roofs [4]. The use of multiple small cells is
necessary because the millimeter wave spectrum the band of
spectrum between 30 and 300 gigahertz (GHz) that 5G relies
on to generate high speeds can only travel over short distances
and is subject to interference from weather and physical
obstacles, like buildings or trees [5].

Evolution of 5G:

Cellular wireless networks have come a long way since the
first 1G system was introduced in 1981, with a new mobile
generation appearing approximately every 10 years. In the
past 30 years, the mobile industry has transformed society
through 4 or 5 generations of technology revolution and
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evolution, namely 1G, 2G, 3G, and 4G networking
technologies.

Fig.1. Evolution of 5G

How fast is 5G?

5G download speeds can currently reach upwards of 1,000
megabits per second (Mbps) or even up to 2.1 Ghps. To
visualize this, a user could start a YouTube video in 1080p
quality on a 5G device without it buffering. Downloading an
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app or an episode of a Netflix show, which may currently take
up to a few minutes, can be completed in just a few seconds.
Wirelessly streaming video in 4K also becomes much more 4,
viable. If on mm Wave, these examples would currently need
to be within an unobstructed city block away from a 5G node;
if not, the download speed would drop back down to 4G [6].

Utilization Of 5g Network:

The utilization of 5G network is worldwide and few of them

are mentioned below:

1. Medical operations on board the ambulance helicopter,
this scenario requires both higher peak data rata and
low latency. It also assumes robust 5G communication
link even in disaster areas.

2. New generation smart agriculture by using micro robots,
this scenario shows a 5G application to smart agriculture
by using 5G’s capability of low power consumption.

3. Entertainment, watching of Ultra High-Definition
movies in a hyper express train at extremely high speed.
Enabling users’ experience by Ultra high-definition 3D
live video of sport events from sport player’s viewpoints 5.

[7].

Il. RELATED WORK

In this section, we exemplify various Security Risks in 5G

Network:

1. Risksin 5G Network:

Network Protection: Networks, like their predecessors,
are not immune to security threats. However, the risks
are amplified due to the sheer volume of devices that will
be connected and the sensitive nature of the data they will
handle. Cyber security concerns range from data privacy
and protection to potential threats to critical
infrastructure. The decentralized nature of 5G networks,
with more data being processed at the edge, also opens
up new points of vulnerability. Telecom operators and
device manufacturers will need to invest significantly in
robust security measures to protect against these threats
[8].

2. Probable Health Effects: The potential health effects of
5G are a topic of ongoing debate. Some experts have
raised concerns about the impact of the higher frequency
radio waves used by 5G on  human health.
However, the FDA, World Health Organization and
other health organizations have stated that the levels of
radiofrequency radiation to which people are exposed
from 5G are below the limits set by international
guidelines and are not expected to have health effects [9].

3. Battery Life on cellular devices: 5G networks offer
faster speeds and lower latency, but these benefits come
at the cost of higher power consumption. This could lead
to faster battery drainage in 5G-enabled devices,
particularly when downloading or streaming large
amounts of data. Device manufacturers will need to find
ways to improve battery life to ensure that users can
enjoy the benefits of 5G without constantly worrying
about their battery level. For the time being, companies
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like Samsung are advising customers to use the
“Optimize battery usage” settings [10].

Skill and Education Gap: The deployment and
management of 5G networks require a new set of skills.
There is a need for professionals who understand not
only telecommunications but also cloud computing,
cyber security, Al, and loT. This skills gap is a
significant challenge and will require investment in
education and training to overcome. There’s plenty of
buzz already generating around 5G-enabled
Smartphone’s and other devices. However, their
availability will hinge on how expensive they are for
manufacturers to make, as well as how quickly the
network rolls out. Some carriers in the U.S., South Korea
and Japan have already launched 5G pilots in select
cities, and manufacturers have confirmed compatible
mobile devices are coming in 2019. autonomous vehicle
technology waiting on 5G deployment, as they would be
driving blind without the super-fast network to
communicate [10].

Risk on Wildlife: This absorption can increase from 3%
to 370%, which will lead to a change in insect behaviors.
Many reports have found out that electromagnetic waves
and high frequencies can be harmful to animals and
insects as their body temperature gets altered, and they
lose their orientation ability. There are many studies that
claim that wildlife gets affected while others deny, but
the truth is till now, 5G exposures haven’t been
researched properly, so jumping to a conclusion is
difficult. In that case, we need to have a proper study and
then ponder upon the thought of adapting to a new
technology. The main component of the 5G network that
will affect the earth's ecosystems is the millimeter waves.
These waves have been linked to many disturbances in
the ecosystems of birds. Researchers observed that after
exposure to radiation from a cell tower for just 5-30 min,
the eggs of sparrows were disfigured [10].

Network Protection

Y

Probable Health Effects

b 4
Battery Life on cellular
devices

I

Skills and education gap

A\

Risk on wildlife

Fig.2. Various risks in 5G Network
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I1l. PROPOSED WORK

We propose the following security methods to prevent threats
on 5G Network:

1.

Improving Security: To improve security issues on 5G
networks, there are several measures that can be taken.
some of the ways to overcome security challenges in the
5G world include:

a. Establishing new open 5G security standards.

b. Adopting APIs across vendors.

c. Using agnostic management tools that can be
centrally managed to see security events and
orchestrate security policies.

Network Segmentation and Multi-Factor
Authentication: Divide the 5G network into segments
to limit the potential impact of a security breach.
Segmentation helps contain threats and prevents
unauthorized access to critical components. Enable
multi-factor authentication for accessing critical systems
and applications. MFA adds an extra layer of security by
requiring users to provide multiple forms of
identification before gaining access.
Network Slicing: Utilize network slicing to create
virtual networks optimized for specific applications or
services. Tailor network slices to meet the specific
requirements of different use cases, such as 10T,
enhanced mobile broadband, and ultra- reliable low-
latency communication (URLLC).

Improving signal strength: 5G network, signal quality

is measured as SINR. Increasing your SINR can have a

dramatic impact on your connection speeds. The best

way to improve SINR is to use a directional outdoor
antenna, either connected to a signal booster or directly
toan LTE.

Increased Spectrum Availability: Allocate additional

frequency bands to increase overall bandwidth and

capacity.

Improving Security

h 4

Network Segmentation and
Multi-Factor Authentication

Y
Network Slicing

L 4
Improving signal strength

A

Increased Spectrum
availability

Fig.3. Various measures in 5G Network
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Algorithm:

1. Begin

2. ldentify Potential 5G Network Security Threats.

3. Focus on the most probable Threats that could Harm
Resources.

4. Determine Security Measures to protect Resources.

5. Put in place Measures to Effectively Protect
Resources.

6. Assessthe Level of Security to prevent Unauthorized
Access.

7. End

Identify Potential 5G Network
Security Threats.

I

Focus on the most probable Threats
that could Harm Resources.

I

Determine Security Measures
to protect Resources.

A
Put in place Measures to
Effectively Protect Resources.

Assess the Level of Security to
prevent Unauthorized Access.

Fig. 4. Procedure to safeguard the resources of 5G
Network.

IV. RESULT AND ANALYSIS

S. | Types of Attacks Possible on 5G Percentage
No | Technology before implementing of
the security measures Vulnerability

1 Network Protection 22

2 Probable Health Effects 15

3 Battery Life on cellular Devices 18

4 Skills and Education Gap 20

5 Risk on Wildlife 25

Vulnerability before the 100
implementation of Proposed Security
Measures

Table 1. Types of possible Attacks on 5G Network
before implementing the Security Measures
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Typesof Attacks Possibile on 5G Tedinology before mmplementing
the security measures

1 1 Network Protection

/ °
258, 2% €12 Probable Health Effects

3 Battery Life on ceflular

Devices
15%
1 & Skitls and Education Gap

20%

Fig.5. Risks before implementing the
Security Measures

S.| Types of Attacks Possible on 5G | Percentage

No| Technology after implementing of

the security measures Vulnerability
1 Network Protection 6
2 Probable Health Effects 5
3 Battery Life on cellular Devices 4
4 Skills and Education Gap 7
5 Risk on Wildlife 8
Vulnerability after the implementation 30

of Proposed Security Measures
Table 2. Types of possible Attacks on 5G Network after
implementing the Security Measures

Typesof Attacks Possible on £G Technology after implementing the
security measuyes

£ 1 Network Protecton

m 3 Battery Life on cellular
Devices

05 Risk on Wildlife

06 Sale Zone

Fig.6. Risks after implementing the security
Measures.

After implement the proposed security measures we have
restricted most of the security threats from 100% to 30%.
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V. CONCLUSION AND FUTURE WORK

In conclusion, the 5G network architecture is a complex and
sophisticated system that combines advanced technologies,
such as edge computing and network slicing, to provide high-
speed, low-latency, and highly reliable communication for a
wide range of applications and services. 5G is designed to
have higher performance, the ability to manage thousands of
devices, and extremely low latency. These attributes mean
enterprises around the world are at least evaluating 5G for a
broad variety of use cases.
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ABSTRACT: Artificial Intelligence (Al) Has Emerged as
A Transformative Technology with The Potential to
Revolutionize Various Aspects of Human Life. However,
Alongside Its Promising Advancements, There Exists A
Spectrum of Risks That Warrant Careful Consideration.
This Abstract Provides an Overview of The Key Risks
Associated with The Development, Deployment, And
Integration of Al Systems.

KEYWORDS: Compliance, Artificial Intelligence (Al),
Machine Learning (Ml).

I. INTRODUCTION
In the quest for sophistication, human beings have
consistently developed and improved various technologies.
The reason behind such practice is to ensure that they can
come up with products that have the ability to provide an ease
with how they carry out various methods [1]. Various
activities have been taking place since humans came into
existence, as they sought to ensure to have a chance of serving
in different environments found. The practice would
culminate in the early 1760s during the industrial revolution.
During the period, various countries saw it possible to create
different products for the masses to meet the demand for
different products as a result of growing populations. Human
beings have gone a notch higher since then, through the
creation and adoption of artificial intelligence. The concept
outlines the use of computer systems to perform tasks that
usually need human intelligence. These are such as speech
recognition, visual perception as well as decision- making [2].
The paper aims to outline various benefits and risks and
misconception associated with artificial intelligence about
transforming customer engagement. Artificial intelligence
has been found to have tremendous advantages. One of the
benefits is that it has increased the level of performance of
physicians at hospital facilities. The situation acts in the
interest of patients who are regarded as customers. The
hospital staff can use computer systems specially developed
to identify patients who are most at risk [3]. Such systems can
precisely analyze the specific physiologic problems that
various patients found at the hospital could be having and
provide proper information about the patient who requires
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quick action. Through the process, the limited resources
found at facilities could be used most efficiently to bring
about the best outcomes, about ensuring they have the ability
to meet the specific problems that patients may be going
through to generally improve their quality of life [4]. Through
such a process, computer systems are also able to aid in the
process of decision making and save physicians the time they
would have needed to consult widely on some of the health
problems that the patients could be experiencing [5]. For
instance, it has been used to determine the level of interaction
of various drugs on patients to see if they have some
antagonistic or synergistic effects on each other. Through the
process of drug formulation, and clinical research, artificial
intelligence has been used to analyze the vast amount of
molecular information that relates to drug candidates to
determine the general effects that it would have upon them[6].
In such a way, it would have the opportunity of ensuring they
have the ability to identify the general implications of the
specific drugs they put in the market. Pharmaceutical
companies can apparently look into the different
characteristics of the drugs they are developing. The process
would enable them to put up various measures that would
help them deal with the side-effects that could be associated
with the drugs they develop [7]. Through the case, it ensures
that such companies have the ability to provide the element
of patient safety through the development of products that
have a lesser chance of having adverse effects upon them.
Artificial Intelligence also has a lot of importance in business.
It is mostly used in the area of logistics by shipping
companies to ensure they have the ability to move various
cargo they are dealing with in the most appropriate fashion.
Through the proper installation of a computer system, it can
direct and monitor the movement of thousands of cargo in
various parts of the world, to the point that they have the
ability to reach the desired destination in time and make the
particular company involved in such a case quite competitive.
An example of such companies is the Port Botany container
terminal found in Sydney, Australia [8]. What the system puts
in place can monitor various cargo that moves around to
different destinations to ensure they have the ability to meet
the needs of the different clients who could be in need of their
products. The process aids in the proper movement of such
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products quite efficiently, given the fact that any problems
that may be identified in the same could be dealt with in a
way that would help ensure success. Through the use of
artificial intelligence, logistics and shipping companies have
the ability to identify any mishaps that could have happened
in the supply chain for the purpose of increasing the chances
of the best outcomes on some of the actions they would have
put in place to achieve success [9].

Il. RELATED WORK
Several Risks in Artificial Intelligence (Al):
1. Autonomous weapons:
Al programmed to do something dangerous, as is the case
with autonomous weapons programmed to Kill, is one-way Al
can pose risks. It might even be plausible to expect that the
nuclear arms race will be replaced with a global autonomous
weapons race. Russia’s president Vladimir Putin said:
“Artificial intelligence is the future, not only for Russia, but
for all humankind. It comes with enormous opportunities, but
also threats that are difficult to predict. Whoever becomes the
leader in this sphere will become the ruler of the world.”
Aside from being concerned that autonomous weapons might
gain a “mind of their own, ” a more imminent concern is the
dangers autonomous weapons might have with an individual
or government that doesn’t value human life. Once deployed,
they will likely be difficult to dismantle or combat.
2. Social manipulation:
Media through its autonomous-powered algorithms is very
effective at target marketing. They know who we are, what
we like and are incredibly good at surmising what we think.
Investigations are still underway to determine the fault of
Cambridge Analytical and others associated with the firm
who used the data from 50 million Facebook users to try to
sway the outcome of the 2016 U.S. Presidential election and
the U.K.’s Brexit referendum, but if the accusations are
correct, it illustrates Al’s power for social manipulation. By
spreading propaganda to individuals identified through
algorithms and personal data, Al can target them and spread
whatever information they like, in whatever format they will
find most convincing-fact or fiction.
3. Invasion of privacy and social grading:
It is now possible to track and analyses an individual’s every
move online as well as when they are going about their daily
business. Cameras are nearly everywhere, and facial
recognition algorithms know who you are. In fact, this is the
type of information that is going to power China’s social
credit system that is expected to give every one of its 1.4
billion citizens a personal score based on how they behave
things such as do they jaywalk, do they smoke in non-
smoking areas and how much time they spend playing video
games. When Big Brother is watching you and then making
decisions based on that intel, it’s not only an invasion of
privacy it can quickly turn to social oppression [10].
4. Misalignment between our goals and the machine’s:
Part of what humans’ value in Al-powered machines is their
efficiency and effectiveness. But, if we aren’t clear with the
goals, we set for Al machines, it could be dangerous if a

machine isn’t armed with the same goals we have. For
example, a command to “Get me to the airport as quickly as
possible” might have dire consequences. Without specifying
that the rules of the road must be respected because we value
human life, a machine could quite effectively accomplish its
goal of getting you to the airport as quickly as possible and
do literally what you asked, but leave behind a trail of
accidents.

5. Discrimination:

Since machines can collect, track and analyses so much about
you, it’s very possible for those machines to use that
information against you. It’s not hard to imagine an insurance
company telling you you’re not insurable based on the
number of times you were caught on camera talking on your
phone. An employer might withhold a job offer based on your
“social credit score.” Any powerful technology can be
misused. Today, artificial intelligence is used for many good
causes including to help us make better medical diagnoses,
find new ways to cure cancer and make our cars safer.
Unfortunately, as our Al capabilities expand, we will also see
it being used for dangerous or malicious purposes. Since Al
technology is advancing so rapidly, it is vital for us to start to
debate the best ways for Al to develop positively while
minimizing its destructive potential [11].

AutonomousWeapons

4
Social Manipulation

¥
Invasion of Privacy
Social Grading

|

Misalignment
between Our Goals

A 4
Discrimination

Fig.1.Several Risks in Artificial Intelligence (Al)

I11. PROPOSED WORK

We propose the following security methods to safeguard the
Artificial Intelligence for various security attacks.

Measures to Control the Risks of Artificial Intelligence
(AD:
1. Build integrity into your organization’s Al from the
design stage

“Just as employees need to be aligned with an
organization’s values, so too does Al Atkinson and
Mohamed write in VentureBeat. “Organizations should
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set the right tone from the top on how they will
responsibly develop, deploy, evaluate, and secure Al
consistent with their core values and a culture of
integrity.”

Onboard Al as your organization would new
employees and third-party vendors

“As with humans, this due diligence process should be
risk- based,” the authors write. This will involve
checking the “the equivalent of the AI’s resume and
transcript,” such as “the quality, reliability, and validity
of data sources used to train the Al” and the risks of
using Al whose proprietary data is not available. It also
includes checking “the equivalent of references to
identify potential biases or safety concerns in the Al’s
past performance,” as well as “deep background” checks,
such as reviewing source code with the providers’
consent in order to “root out any security or insider threat
concerns.”

Ingrain Al into your organizational culture before
deployment

“Like other forms of intelligence, Al needs to understand
the organization’s code of conduct and applicable legal
limits, and, then, it needs to adopt and retain them over
time,” Atkinson and Mohamed write. “Al also needs to
be taught to report alleged wrongdoing by itself and
others. Through Al risk and impact assessments,
organizations can assess, among other things, the
privacy, civil liberties, and civil rights implications for
each new Al system.”

Manage, evaluate, and hold Al accountable

Similar to how it might take a risk-based, probational
approach to delving out responsibilities to new
employees, your organization should do the same with
Al. “Like humans, Al needs to be appropriately
supervised, disciplined for abuse, rewarded for success,
and able and willing to cooperate meaningfully in audits
and investigations,” the authors write. “Companies
should routinely and regularly document an Al’s
performance, including any corrective actions taken to
ensure it produced desired results.”

Keep Al safe from various dangers, such as physical
harm and cyber threats, similar to what is done for
employees:

For especially risky or valuable Al systems, safety
precautions may include insurance coverage, similar to
the insurance that companies maintain for key
executives, they write.

Build integrity into your organization’s Al
from the design stage

I

Onboard Al as your organization would
new employees and third-party vendors

|

Ingrain Al into your organizational
culture before deployment

I

Manage, evaluate, and hold Al
accountable Resources.

Keep Al safe from various dangers,
such as physical harm and cyber
threats, similar to what is done for
employees

Fig.2. Measures to Control the Risks of Artificial
Intelligence (Al)

Alogorithm:

1. Begin

2. ldentify the Potential risks in Artificial Intelligence (Al).

3. Concentrate on the main frequent risks that can
damage the resource in Acrtificial Intelligence (Al).

4. Estimate various Security Measures to protect the
resource in Artificial Intelligence (Al)

5. Execute various measures to protect the resources in
Data Avrtificial Intelligence (Al).

6. Review the Level of Security implemented in
artificial Al to Prevent Unauthorized Access.

7. End.
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[dentify Potential threads in using artificial
intelligence.

L ]
Concentrate on the main frequent risks that
can damage the resources

}

Estimate various security measures on
artificial intelligence.

[Execute various security measure in data
artificial intelligence.

Review the level security in artificial
intelligence.

Fig. 3. Procedure to safeguard the resources of
securing finance
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IV. RESULT & ANALYSIS

Types of Attacks on Al
S.No Applications Before Percentage of
Implementing the Security Vulnerability
Measures
1 Autonomous weapons 18
2 Social manipulation 24
Invasion of privacy and social
3 grading 20
Misalignment between our
4 goals and the machine’s 19
5 Discrimination 19
Vulnerability before the implementation
of proposed security measures 100

Table 1.Types of possible attacks on Artificial
intelligence(Al) before implementing the security
measures

Iypesof Attacks on AL Applications Before Implementing the Security
Measurey

51 Atoneimons weapony
2 Soctnl manipulation
= 3 Tnvasion of privacy sndd social graling

o4 Mealignmnent between ot goals and the
mnchine’'s

=S Discriminntion

Fig.4.Vulnerability before the implementing of
proposed security measures in Artificial Intelligence

Types of Attacks on Al P ¢
S.No | Applications after Implementing ercentag_e_o
the Security Measures Vulnerability
1 Autonomous weapons 6
2 Social manipulation 6
Invasion of privacy and social
3 grading 6
Misalignment  between  our
4 goals and the machine’s
5 Discrimination
Vulnerability after the implementation
of proposed security measures 26
Table 2.Types of possible attacks on Artificial
intelligence(Al) after implementing the security measures
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Typesof Attacks on AI Applications after Implementing the Security
Measures

B 1 Autonomous weapons
= 2 Social manipulation
¥ 3 Invasion of privacy and

social grading
LE]

B 4 Misalignment between our
goalsandthe machine’s

749 : # 5 Discrimination

"6 Saferegion

Fig.5.Vulnerability after the implementing of
proposed security measures in Artificial Intelligence

After implement the security measures we have restricted
most of the security risks from 100% to 35%.

V. CONCLUSION & FUTURE WORK

Even though several security measures are implemented
using security protocols/firewalls which are unable to protect
the wvulnerabilities of Artificial Intelligence. Hackers/
introduces are continuously making attempt to gain the
authorized access of Artificial Intelligence using various
attacks. As Artificial Intelligence usage has increased privacy
and security challenges will have an effect on their usage. In
order to protect the security and integrity of Artificial
Intelligence several new security measures, protocols and
firewalls need to be developed and deployed effectively to
challenge unauthorized access.
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ABSTRACT: Quantum Computing, A Revolutionary
Technology with The Potential to Transform
Computational Capabilities, Brings Forth A Unique Set
of Challenges and Risks. This Article Explores Ten
Critical Risks Associated with Quantum Computing and
Proposes A Comprehensive Set of Measurements to
Control and Mitigate These Challenges. The Identified
Risks Encompass Security Threats, Ethical Concerns,
Economic Shifts, And Technical Limitations. The
Proposed Measurements Include the Implementation of
Robust Security Protocols, Continuous Research and
Development, Education and Training Initiatives,
International Collaboration, And the Promotion of
Diversity Within the Quantum Computing Community.
Additionally, The Article Emphasizes the Importance of
Energy-Efficient Solutions, Effective Error Correction
Strategies, Ethical Governance Frameworks, Open-
Source Collaboration, And Regulatory Oversight. By
Adopting These Measurements, The Quantum
Computing Community Can Work Towards Responsible
Development, Addressing Potential Pitfalls, And
Fostering A Secure and Sustainable Quantum Ecosystem.

KEYWORDS: Malicious, Quantum  Parallelism,
Quantum Compilation, Security, Authentication.

I. INTRODUCTION
Quantum computing has been received numerous attentions
in the last few decades, which is a framework based on
Quantum Mechanism. Quantum mechanism is the basic
framework or mathematical rule used to constitute the system
of physics theory. When we reached twentieth century, a
series of crises confused the scientists and some theories of
physics were not valid anymore, such as ultraviolet
catastrophe, which involves infinite energies. Nowadays, we
have the ability to build a relatively complex quantum
computer [1]. At bottom then, everything is quantum
mechanical and, like Feynman in his visionary 1959 ‘Plenty
of Room at the Bottom’ talk, we can certainly envisage
storing bits of information on single atoms or electrons.
However, these microscopic objects do not obey Newton's
Laws of classical mechanics: instead, they evolve and interact
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according to the Schrodinger equation, the ‘Newton's Law’ of
guantum mechanics.
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Quantum Computing is a completely new model of
computation based on the laws of quantum physics. It is not
an improvement or extension of the current classical digital
computing model that has been used for many years, but it is
the first time in history that computing is branching.
Significant resources are invested worldwide, and we are at
the beginning of a new age of computation, developing
programmable quantum systems towards universal quantum
computers. Quantum computers promise to solve certain
mathematical problems that are intractable to classical
computers [2]. By using the physical phenomena of
superposition, entanglement and interference, quantum
computers can solve problems computationally hard for even
the most advanced classical computers. Quantum
entanglement creates strong correlations between qubit states
leading to increased information in the combined system
compared with the individual. Quantum Computing is the
only way to enlarge the computational space and access this
unique resource which cannot be mimicked by classical
computing as it would require exponential resources.
Quantum computing has become a reality. Quantum
computers are available to everybody via cloud service or
simulation. Toolkits are available that invite practitioners to
start their own quantum software projects and thus get used
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to this novel technology [3]. In this article we evaluate
technologies to help developers to start their own quantum
software business. Practical guidance is provided from our
own quantum technology projects. Quantum Computing
(QC) has been a theoretical promise since the beginning of
1990°s. A lot of research effort has been invested, especially
in two areas. First, on the mathematics, logics and algorithms
area. Second, quantum physicist and materials experts have
been working on how to implement such a machine [4]. In the
last years the importance of quantum computing has
significantly increased due to both continuously shrinking of
the size of silicon-based integrated circuits and the results in
quantum algorithm development. The Moore's Law is well
known today and it says that the number of transistors on
integrated circuits doubles approximately every two years.
Quantum computing offers a path forward by taking
advantage of quantum mechanical properties. So, the rapid
progress of computer science led to a corresponding evolution
of computation from classical computation to quantum
computation [5]. In general, quantum computers can be
broadly classified into universal gate quantum computers and
quantum  annealers. The universal gate quantum
computer/processor can be seen as a quantum counterpart to
a classical general purpose microprocessor, where IBM (127
qubit) , Google (72 qubit) are in rapid pursuit of building
faster and larger universal gate based quantum computers. On
the other hand, the quantum annealers are akin to
Application-Specific 1C (ASIC), which can be used for
solving a specific set of combinatorial optimization problems
over discrete search space. However, the problems of interest
in the domain of security primarily eyes the growth of
universal quantum computers, which is not polynomials
equivalent to quantum annealer.[6] Quantum computing has
been a very active and promising area of research and,
especially in the last years, of technology development. Since
the physicist Richard Feynman proposed the idea of building
a quantum computer to simulate quantum systems in the early
80’s, several quantum algorithms and quantum error
correction techniques have been developed. By exploiting
quantum phenomena such as superposition and entanglement,
quantum computers promise to solve hard problems that are
intractable for even the most powerful conventional
supercomputers. In addition, remarkable progress has been
made in quantum hardware based on different technologies
such as superconducting circuits, trapped ions, silicon
quantum dots, and topological qubits. A recent breakthrough
in quantum computing has been the experimental
demonstration  of quantum  supremacy using a
superconducting quantum processor consisting of 53 qubits

[7].

Il. RELATED WORK
In this section, we exemplify various Security Risks in
Quantum Computing:
Risks in Quantum Computing:
1. Shor's Algorithm: Quantum computers have the
potential to efficiently solve certain mathematical
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problems, such as integer factorization, which is the basis
of many cryptographic algorithms. This could render
current encryption methods insecure [8].

2. Quantum Key Distribution (QKD): While QKD is
proposed as a quantum-resistant cryptographic method,
it is not immune to all potential attacks. Research is
ongoing to ensure its practical security [9].

3. Economic and Security Shifts: The widespread
adoption of quantum computing could lead to significant
shifts in economic and geopolitical power, as countries
or organizations that achieve quantum supremacy may
gain a competitive advantage [10].

4. Automation Impact: Quantum computing ability to
solve certain problems exponentially faster than classical
computers could lead to job displacement in industries
where classical computing is prevalent [11].

5. Unintended Consequences: As with any advanced
technology, there may be unforeseen ethical
consequences, such as the potential misuse of quantum
computing for malicious purposes [12].

Shor's Algorithm

\

Quantum Key Distribution
(QKD)

v

Economic and Security Shifts

v

Automation Impact

v

Unintended Consequences

Fig. 1. various risks in quantum
computing

I1l. PROPOSED WORK
We propose the following security methods to prevent threats
on Quantum Computing.

1. Research and Development: Invest in ongoing
research and development to stay ahead of potential
security threats and vulnerabilities. Proactively address
emerging risks through continuous innovation and
collaboration with the quantum community.

2. Education and Training: Promote education and
training programs to build a skilled workforce capable
of addressing the unique challenges of quantum
computing. Encourage awareness of ethical
considerations and responsible use of the technology.
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International Collaboration: Foster international
collaboration and standardization efforts to ensure
interoperability and a unified approach to quantum
computing. Shared best practices and standards can
help mitigate global risks and promote responsible
development.

Energy-Efficient Solutions: Develop and implement
energy-efficient quantum computing technologies to
minimize the environmental impact and operational
costs associated with large-scale quantum computing
facilities.

Error Correction Strategies: Invest in research and
development of effective error correction techniques to
address the inherent challenges of quantum computers,
such as decoherence and noise. Implement error
correction protocols to enhance the reliability of
quantum computations.

Research and Development

3

Education and Training

v

International Collaboration

\’

International Collaboration

v

International Collaboration

Fig. 2. various measures in
quantum computing
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Identify Potential Fog Computing
Security Threats.

v

Focus on the most probable Threats
that could Harm Resources.

%

Determine Security Measures to
protect Resources.

v

Put in place Measures to Effectively
Protect Resources.

2

Assess the Level of Security to
prevent Unauthorized Access.

Fig. 4. Procedure to safeguard the
resources of Fog Computing.

IV. RESULT & ANALYSIS

Types of Attacks possible on
. Percentag
Quantum Computing
e of
S. No Technology before .
. . . Vulnerabi
implementing the Security I
ity
Measures
1 Shor’s Alogrithm 21
2 Quantum Key Distribution 19
3 Economic and Security Shifts 18
4 Automation Impact 22
5 Unintended Consequences 20
Vulnerability before the implementation 100
of proposed Security Risks
Table 1. Types of Possible Attacks on Quantum
Computing before implementing the Security
Measures

Typesof Attacks possible on Quantum Computing
Technology before implementing the Security Risks

M 15hor's Alogrithm
B2 Quantum Key

Distribution

¥ 3 Economic and Security
Shifts

B4 Automation Impact

5 Unintended

Consequences

Fig.1. Risk before implementation of Quantum Computing
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Types of Attacks possible on Percentag
S No Quantum Computing e of
' Technology after implementing | Vulnerabi
the Security Measures lity
1 Shor’s Alogrithm 12
2 Quantum Key Distribution 5
3 Economic and Security Shifts 4
4 Automation Impact 6
5 Unintended Consequences 3
Vulnerability after the implementation of 30
proposed Security Risks
Table 1. Types of Possible Attacks on Quantum
Computing after implementing the Security Measures

Typesof Attacks possible on Quantum Computing
Technology after implementing the Security Measures
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\ shifts
1/ .~
1, o W4 Automation Impar
'v U w
oo 7
'w\ > :
- 05 Unentendeo

Consequonces

Fig.2. Risk before implementation of Quantum Computing

After implement the proposed security measures we have
restricted most of the security threats from 100% to 30%.

V. CONCLUSION & FUTURE WORK

Even though several measures are implemented using
security protocols / firewalls which are unable to protect the
vulnerabilities of Quantum Computing. Hackers/ introduces
are continuously making attempts to gain the unauthorized
access of Quantum Computing using various attacks.
Quantum Computing devices usage has increased privacy and
security challenges will have an effect on their usage. In order
to protect the security and integrity of Quantum Computing
several new security measures, protocols and firewalls needs
to developed and deployed effectively to challenge
unauthorized access.
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ABSTRACT: Virtual Reality (VR), The Use of Computer
Modeling and Simulation That Enables A Person to
Interact with An Artificial Three-Dimensional (3-D)
Visual or Other Sensory Environment. VR Applications
Immerse the User in A Computer-Generated
Environment That Simulates Reality Through the Use of
Interactive Devices, Which Send and Receive Information
and Are Worn as Goggles, Headsets, Gloves, Or Body
Suits. In A Typical VR Format, A User Wearing A Helmet
with A Stereoscopic Screen Views Animated Images of a
Simulated Environment.

Keywords: Multimedia, Sight and Sound, Presence.

I. INTRODUCTION

“VR is a very high-end computer interface that evolves real
time simulation and interface through numerous sensorial
channels. These sensorial modalities are visual, aural,
tangible, smell, taste and other senses” [1]. The first traces of
virtual reality came from the short story "Pygmalion's
Spectacles” in 1935by Stanley G. Weinbaum*'s is recognized
as one of the first works of science fiction that see the sights
of virtual reality. It describes a goggle-based virtual reality
system with holographic demo of fictional experiences
including aroma and feel.[2] Immersion is one of the main
goals of virtual reality and when a virtual environment is
created, it should be created with a view in the path of
immersion. When immersion happens, the factual world can
often be forgotten. Some characteristics of virtual reality are:
A simulated environment
Involves in computer-generated graphics.
3-dimensional.
Involves in the use of human senses.

e exists in several different forms [3].
The first virtual reality system realized in hardware, not in
concept. lvan Sutherland constructs a device considered as
the first Head Mounted Display (HMD), with appropriate
head tracking. It supported a stereo view that was updated
correctly according to the user’s head position and orientation
[4]. In years 1960-1962 Morton Heilig created a multi-
sensory simulator. A prerecorded film in color and stereo,
was augmented by binaural sound, scent, wind and vibration
experiences. This was the first approach to create a virtual
reality system and it had all the features of such an
environment, but it was not interactive [5].
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The technological revolution has been permitting the use of
new approaches in the teaching-learning process. One of the
conductive technologies to the building of innovative tools
for the education is the Virtual reality, which offers
tridimensional computer environments with advanced forms
of interaction that can provide more motivation to the
learning process.[6] The traditional education system in India
has long been in need of innovative approaches to engage
students and make learning more effective. Virtual Reality
(VR) technology has emerged as a promising tool for
educational transformation. VR has the potential to provide
immersive and interactive learning experiences, which can
captivate students’ attention and enhance them understanding
of complex subjects. This research article presents the results
of a survey conducted among 25,000 students across various
regions of India to understand their perceptions, preferences,
and the potential future of VR in Indian schools. The survey
aimed to answer critical questions:[7] The technological
applications of VR have advanced to a point where they can
be applied to an extensive range of fields and industries
outside of just gaming or entertainment. Many have started to
take advantage of VR in performing tasks that are hard to
practice due to limited resources or the inherent risks and
dangers associated with said tasks that can sometimes lead to
catastrophic consequences. The greatest strength of VR is that
it opens up opportunities for people to practice these tasks in
a safe capacity while also being immersed enough for it to
feel realistic and transferable to the real world and depict
almost any situation accurately.[8] From infancy, a child
learns through activity. With little control over its limbs, the
process of learning about the world begins through
exploration by reaching, touching, looking, smelling, and
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tasting whatever comes into its proximity. Through a
combination of all the senses the child begins to associate
different properties with different objects and through
memorization is able to form distinct categories and concepts
from the seemingly disparate and chaotic signals that it
receives from the world. Even in maturity, perception and
activity are crucial for learning.[9] The concept of VR was
first introduced in the 1960s, with Morton’s creation of the
Telesphere Mask and the Sensorama The original
technologies served the purpose of immersing the user in the
video display around them, making them feel like they are a
part of the video. The Ultimate display was an idea developed
by Ivan Sutherland.[10]

Il. RELATED WORK

What are the risks of virtual reality?

That VR offers a host of benefits—and has transformed how

we think about technology—is well-known. However, VR is

not without its downfalls. Here is our round-up of the top
seven risks of VR.

1. Cybersickness: Cybersickness is a type of sickness that
occurs when users spend extended periods in a virtual
environment. Symptoms include nausea, disorientation,
and headaches. This is caused by a disconnect between
what users see in the virtual world and what their bodies
are experiencing in the real world. To combat this,
developers are working on creating more realistic virtual
environments and designing shorter VR experiences.

2. Data and privacy concerns: As with any new technology,
there are always data and privacy concerns. When it comes
to VR, these concerns revolve around the fact that VR
headsets collect a lot of data about their users. This data
includes everything from biometric information to location
data. While this data is collected to provide better VR
experiences, there is a risk of leakage or non-consensual
use of said data.

3. Eye strain: Another downside of VR is that it can cause
eye strain. This is because VR headset displays are usually
very close to users’ eyes. To tackle this, developers are
working on creating VR headset displays with higher
resolutions and refresh rates.

4. Isolation: One of the risks of VR is isolation. This is
because VR headsets cut users off from the outside world.
This can lead to feelings of loneliness and anxiety. To
combat this, developers are working on creating social VR
experiences that allow users to interact with each other in
the virtual world.

5. Lack of content: While there is a growing amount of VR
content available, it is still quite behind when compared to
other forms of entertainment, such as movies or video
games. This lack of content is one of the main reasons why
VR has yet to reach mass adoption.
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Fig. 2. various Risks in Virtual Reality

I1l. PROPOSED WORK

We propose the following security methods to safeguard

the Virtual Reality from various security attacks.

Tips: How to stay safe when using virtual reality systems

1. Create a Safe Physical Environment: As you gear up
for a VR training adventure, don’t forget to ensure your
physical surroundings are as safe as your virtual
playground. VR immerses you so deeply that you
might forget about your physical surroundings. Clear
the area of potential obstacles and hazards to prevent
real-world collisions.

2. Mind the Cables
As much as wireless VR systems are making strides,
many setups still involve cables. These cables can
quickly become a tangled mess, leading to discomfort
and potential hazards. Imagine trying to dodge virtual
bullets while grappling with real-world cables — not the
immersive experience you had in mind, right? To
prevent such mishaps, invest in cable management
solutions. These simple tools keep your cables
organized, preventing tangling and tripping hazards,
and ensuring your virtual adventures remain seamless
and safe.

3. Stay Hydrated and Take Breaks
In the captivating world of VR, time often seems to
stand still. Hours can slip away while you’re engrossed
in your training. It’s easy to forget about real-world
necessities like hydration and rest. However,
neglecting these needs can have a direct impact on your
safety and well-being. Dehydration and eye strain can
result from extended VR sessions. To counter this,
maintain a water bottle nearby and remind yourself to
take regular breaks. Stepping away from the virtual
realm not only gives your eyes a rest but also prevents
motion sickness, enhancing your overall VR
experience.
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4. Adjust VR Settings Appropriately IV. RESULT & ANALYSYS
One of the beauties of VR lies in its customization
options. Just like adjusting the seat and mirrors in a car S.NO | Types of attacks possible on Percentage of
for a comfortable ride, VR allows you to tailor settings Virtual Reality before Vulnerability
to suit your preferences. Take advantage of these implementing the security
features to optimize your experience. Adjust the field Risks
?f \I/ie_wﬁ bfrightnes?), antlj cgmft?rt gettilngs to Ievgls that 1 Cybersickness 40
eel right for you. Overly bright visuals can strain your -
eyes, while an incorrect field of view can lead to 2 Data and privacy concermns 15
discomfort. By fine-tuning these settings, you’re 3 - Eye strain 13
ensuring a personalized and safe experience that caters 4 Isolation 20
to your unique needs. > __ Lack Of_ content . 12
5. Beware of Motion Sickness Vulnerability befo_re thg implementation 100
Motion sickness is an unfortunate reality for some VR of proposed security Risks i i
users, especially newcomers. Imagine taking a virtual Tablel. Ty_pes of p055|b_le At_tacks on Virtual Reality before
roller coaster ride that leaves you feeling queasy — not implementing the Security Risks
exactly the thrill you were after. To mitigate the risk of
motion sickness, it’s crucial to ease into VR training
gradually. Start with shorter sessions and gradually L S R S
increase their length. This approach allows your body '
to acclimate to the virtual environment, building your
tolerance over time. If you do start feeling dizzy or ‘
nauseous, don’t push through it. Take a break and 0%

return to your training later. Remember, your safety um
and comfort are top priorities.

1 Oybersickness * 2 Data and privacy coucerns
* JEve strain 4 byolation
¢ « 5 Lack of content

Physical Environment

Mind the Cables Fig.1.Risk before implementation of security Measures.
Take Breaks S.NO | Types of attacks possible on | Percentage of
Virtual Reality After Vulnerability
implementing the security
Risks

1 Cybersickness 5

2 Data and privacy concerns 9

Beware of Motion Sickness 3 Eye strain I

4 Isolation 7

Fig. 3. various Security Threats in Virtual 5 Lack of content 6

Vulnerability after the implementation 34

of proposed security Measures
Tablel. Types of possible Attacks on Virtual Reality after
implementing the Security Measures

Algorithm:

1. Begin

2. ldentify potential Virtual Reality Threats.

3. Focus on the Most probable Threats that could
Harm Resources.

4. Determine Security Measures to Protect Resources.

5. Putin place Measures to Effectively protect
Resources

6. End
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Types of attacks possible on Virtual Reality After implementing
the security Risks

* | Cybersickness

» 2 Data and privacy
concems

= 3 Eve stramn

4 Isolasion

* 5 Lack of content

» Safe Region
Fig.2.Risks after implementation of security Measures.

After implement the proposed security measures we have
restricted most of the security threats from 100% to 34%.

V. CONCLUSION & FUTURE WORK

Even though several security measures are implemented
using security protocols/firewalls which are unable to protect
the wvulnerabilities of VIRTUAL REALITY devices.
Hackers/introduces are continuously making attempt to gain
the unauthorized access of Virtual Reality devices using
various attacks. As Virtual Reality devices usage has an
effect on their usage. In order to protect the security and
integrity of Virtual Reality devices several new security
measures, protocols and firewalls need to developed and
deployed effectively to challenge unauthorized access.

VI. REFERENCES
[1] “Special study on virtual reality technology: virtual reality
head-mounted display and interactive device” by
sraSontisirkit.  Asian institute of technology, school of
engineering and technology, Thailand.
[2] Virtual reality society (2016) (information available at
http://www.vrs.org.uk/virtual-reality-environments/)
[3] Virtual reality (2010) Wikipedia (Information available
https://en.wikipedia.org/wiki/Virtual_reality)
[4] International Journal of Scientific & Engineering
Research, Volume 4, Issue 4, April-2013 305 ISSN 2229-
5518
[5] Tomasz mazuryk.e.l, December 1999, Institute of
Computer Graphics Vienna University of Technology,
Austria[mazuryk|gervautz]@cg.tuwien.ac.at
http://www.cg.tuwien.ac.at
[6] Sandra Dutra Piovesan.e.l, ISBN: 978-989-8533-12-8 (C)
2012 IADIS
[7] KhritishS.e.l, 20Nov2023,
https://ssrn.com/abstract=46111670r
http://dx.doi.org/10.2139/ssrn.4611167
[8] Arif Sari, “Virtual Reality: Review of Data Security
Techniques in Wireless Networks”, Vol.8 No.13, December
2015
[9] Chris Christou.e.l, June 2010, DOI:10.4018/978-1-60566-
940-3.ch012, book: Affective, Interactive and Cognitive
Methods for E-Learning Design: Creating an Optimal
Education Experience (pp.228-243)Edition: 1Chapter:

SSRN:

NAAC Accredited at '‘A+' (Cycle 1)

N
~ISORE

L CERTIFIED]

SIDDHARTHA COLLEGE OF ARTS & SCIENCE

IS0 9001:2015 Certified

12Publisher: 1GI Global Editors: Aimilia Tzanavari, Nicolas
Tsapatsoulis

[10] Ayah Hmade. I, 2022 Sep 8, doi:
10.3390/ijerph191811278.

ISBN: 978-81-968265-0-5

Proceedings of ICRICT-2024

Volume: 2 Page 132



SHANDR Bk,

S%@‘m“ % PARVATHANENI BRAHMAYYA(P.B.)

't§ 2| VINAYAWADA, ANDHRA PRADESH
\\WM/ Autoniomous Since 1988

NAAC Accredited at '‘A+' (Cycle 1)

™
IS0

. ~CERTIFIED]

SIDDHARTHA COLLEGE OF ARTS & SCIENCE

ISO 9001:2015 Certified

VR Software and Content Development

N.Sai Kiran,
23CSC27,Student, M.Sc.(Computer
Science),

Dept. of Computer Science,
P.B.Siddhartha College of Arts &
Science
Vijayawada, A.P, India
Nanabalasaikiran123@gmail.com

ABSTRACT: Virtual Reality (VR) Is A Powerful and
Interactive Technology That Changes Our Life Unlike
Any Other. Virtual Reality, Which Can Also Be Termed
as Immersive Multimedia, Is the Art of Simulating A
Physical Presence for The Audience in Places Both Real
and Imaginary. It Usually Involves Two Senses Namely
Sight and Sound. The Key Property That Distinguished
VR From All Previous Media Types Is "Presence.
Presence Is the Psychological Sense Of **Being There™, Of
Actually Being Immersed in And Surrounded by In the
Environment. This Discussion Is an Attempt to Give an
Overview of The Current State of Environment-Related
VR, With an Emphasis on Live VR Experiences. The
Technology, Art and Business of VR Are Evolving
Rapidly. The Various Fields of VR Are Discussed to Get
A Better View About It. The Next Development Based on
Virtual Reality Is Augmented Reality.

KEYWORDS: Multimedia, Sight and Sound, Presence

I. INTRODUCTION

VR is a very high-end computer interface that evolves real
time simulation and interface through numerous sensorial
channels. These sensorial modalities are visual, aural,
tangible, smell, taste and other senses. “The first traces of
virtual reality came from the short story "Pygmalion's
Spectacles" in 1935by Stanley G. Weinbaum®s is recognized
as one of the first works of science fiction that see the sights
of virtual reality. It describes a goggle-based virtual reality
system with holographic demo of fictional experiences
including aroma and feel. A very important feature of virtual
reality is the environment in which it takes place and must be
vigilantly engineered to achieve a realistic experience. For
example, if even the least of elements in a virtual reality
environment is out of place, the entire experience can be
smashed. For the it to be believable, it must achieve at least
some height of immersion [1]. Immersion is one of the main
goals of virtual reality and when a virtual environment is
created, it should be created with a view in the path of
immersion. When immersion happens, the factual world can
often be forgotten. Some characteristics of virtual reality are:

e Asimulated environment.

e Involves in computer-generated graphics

e 3-dimensional.

e Very interactive
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e Involves in the use of human senses.

o Exists in several different forms [2]
Mobile applications are one of these new forms since
smartphones and computer tablets are becoming a part of the
student’s daily culture. The process of learning can be a
complex task for the students since it requires a lot of effort
from them, which is why they need the motivation to learn.
Educational software for smartphones benefits the education
process and makes it more interesting for students. Especially
if it follows the computer game technology to render 3D
graphics for the software and make it more amusing for the
students while still deliver the necessary information.[3]

-~

Fig 1. Google Cardboard

Currently there are many other mobile HMDs in the market
following the Google Cardboard idea. Simple and cheap
wireless HMDs that works in combination with an android or
iOS devices and uses the stereoscopic display and the head
tracking of the device. But Samsung had an idea of improving
the wireless HMD experience that utilized mobile devices by
introducing their own upgraded version building on top of the
Cardboard idea. Samsung Gear VR is a wireless HMD
developed by Oculus VR specifically for Samsung and their
flagship phones, Galaxy Note 4 and Galaxy S6 devices.[4]
Virtual Reality or VR allows a user to interact with a
computer-generated three-dimensional model or virtual
environment. This environment may be realistic, in the sense
that it is familiar to us at a macroscopic scale, it may be
realistic in the sense that it depicts the physical world as
known to science but which is not usually observable, or it
may be used to visualize a world that is entirely imaginary.
As such, VR is broadly applicable, and has been applied to,
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many different areas of education including the sciences,
archeology, history and architecture. [5] Virtual Reality (VR)
is a three-dimensional digital environment which allows
multiple degrees of freedom for the user to interact with the
environment and engage in immersive interactions. Current
foci in STEM Education disciplines require student to
understand, manipulate, and incorporate complex and abstract
ideas and observations. Some of the environments related to
these ideas are impossible to replicate in educational
settings.[6] Virtual Reality (VR) is a three-dimensional digital
environment which allows multiple degrees of freedom for
the user to interact with the environment and engage in
immersive interactions. Current foci in STEM Education
disciplines require student to understand, manipulate, and
incorporate complex and abstract ideas and observations.
Some of the environments related to these ideas are
impossible to replicate in educational settings. [7] he user is
immersed within the digital 3D world and is able to
manipulate objects or perform actions within it. One way to
access virtual reality is through a normal computer monitor
screen, with early examples being the first-person shooter
game, Quake and the Second Life virtual world.[8]

Il. RELATED WORK

Augmented reality security and privacy issues

One of the biggest perceived dangers of augmented reality
concerns privacy. A user’s privacy is at risk because AR
technologies can see what the user is doing. AR collects a lot
of information about who the user is and what they are doing
to a much greater extent than, for example, social media
networks or other forms of technology. This raises concerns
and questions:

e If hackers gain access to a device, the potential loss
of privacy is huge.

e How do AR companies use and secure the
information they have gathered from users?

o  Where do companies store augmented reality data —
locally on the device or in the cloud? If the
information is sent to a cloud, is it encrypted?

o Do AR companies share this data with third parties?
If so, how do they use it?

1. Unreliable content
AR browsers facilitate the augmentation process, but the
content is created and delivered by third-party vendors
and applications. This raises the question of unreliability
as AR is a relatively new domain, and authenticated
content generation and transmission mechanisms are still
evolving. Sophisticated hackers could substitute a user’s

AR for one of their own, misleading people or providing

false information. Various cyber threats can make the

content unreliable even if the source is authentic. These
include spoofing, sniffing, and data manipulation.
2. Social engineering

Given the potential unreliability of content, augmented

reality systems can be an effective tool for deceiving

users as part of social engineering attacks. For example,
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hackers could distort users' perception of reality through
fake signs or displays to lead them into performing
actions that benefit the hackers.

Malware

AR hackers can embed malicious content into
applications via advertising. Unsuspecting users may
click on ads that lead to hostage websites or malware-
infected AR servers that house unreliable visuals —
undermining AR security.

Stealing network credentials

Criminals may steal network credentials off wearable
devices running Android. For retailers who use
augmented reality and virtual reality shopping apps,
hacking could be a cyber threat. Many customers already
have their card details and mobile payment solutions
already recorded in their user profiles. Hackers may gain
access to these and deplete accounts silently since mobile
payment is such a seamless procedure.

Denial of service

Another potential AR security attack is denial of service.
An example might involve users who rely on AR for
work suddenly being cut off from the information stream
they are receiving. This would be especially concerning
for professionals using the technology to carry out tasks
in critical situations, where not having access to
information could have serious consequences. One
example might be a surgeon suddenly losing access to
vital real-time information on their AR glasses, or a
driver suddenly losing sight of the road because their AR
wind shield turns into a black screen.

Social engineering

Malware

Denial of service

Fig.2.Various Security Threats in Virtual reality.
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I11. PROPOSED WORK

How to stay safe when using VIRTUAL REALITY

1.

Avoid the disclosing information that is too personal
Don't disclose any information that is too personal or
doesn't need to be disclosed. It is one thing to set up an
account with your email but don't set up your credit card
unless you are explicitly purchasing something.

Review seclusion policies

It is easy sometimes to skip over lengthy data privacy
policies or terms and conditions. But it’s worth trying to
find out how the companies behind AR and VR platforms
store your data and what they do with it. For example, are
they sharing your data with third parties? What kind of
data are they sharing and collecting?

Benefits of Virtual Private Network

One way to keep your identity and data private on the
web is by using a VPN service. If you need to disclose
sensitive information, using a VPN can protect you from
having that information compromised. Advanced
encryption and an altered IP address work together to
keep your identity and data private. With developments
in AR and VR, the VPN model will likely expand within
these tech realities.

Keep firmware up to information

For your VR headsets it’s vital to keep firmware up to
date. As well as adding new features and improving
existing ones, updates help to patch security flaws.

Use extensive antivirus software

In general, the best way to stay safe online is by using a
proactive cybersecurity solution. Such as Kaspersky
Total Security which provides robust protection from
various online threats. Such as, viruses, malware,
ransomware, spyware, phishing, and other emerging
internet security threats.

Review seclusion policies

Benefits of Virtual Private
Network

Keep firmware up to
information

A

Use extensive antivirus
software

Fig.3.Various Security Threats in Virtual reality.
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Algorithm:
1) Begin
2) Identify potential Virtual Reality Threats.
3) Focus on the Most probable Threats that could Harm
Resources.
4) Determine Security Measures to Protect Resources.
5) Put in place Measures to Effectively protect
Resources
6) End
IV. RESULT & ANALYSIS
S.NO | Types of attacks possible on | Percentage of
Virtual Reality before Vulnerability
implementing the security
Risks
1 Unreliable content 17
2 Social engineering 19
3 Malware 23
4 Stealing network credentials 25
5 Denial of service 16
Vulnerability before the 100
implementation of proposed security
Risks

Tablel. Types of possible Attacks on Virtual Reality
before implementing the Security Risks

Fig.4.

Types of attacks possible on Virtual Reality before implementing
the security Risks

=

5N

= | Unreliablk content
* 3 Malware

* 2 Social engineering
4 Stealing network credentials
* 5 Dental of service

Risk before implementation of security Measures.
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S.NO | Types of attacks possible on | Percentage of
Virtual Reality After Vulnerability
implementing the security
Risks
1 Unreliable content 6
2 Social engineering 4
3 Malware 5
4 Stealing network credentials 4
5 Denial of service 8
Vulnerability after the implementation 27
of proposed security Measures
Table 2. Types of possible Attacks on Virtual Reality after
implementing the Security Measures

Types of attacks possible on Virtual Reality After implementing the
security Risks

= | Unreliable content
* 2 Soc<inl enginesrmg
* 3 Malware
4 Stealing network credentials

= § Demial of service

* Safe region

Fig.5.Risk before implementation of security Measures.

After implement the proposed security measures we have
restricted most of the security threats from 100% to 27%.

V. CONCLUSION & FUTURE WORK

Even though several security measures are implemented
using security protocols/firewalls which are unable to protect
the vulnerabilities of VIRTUAL REALITY devices.
Hackers/introduces are continuously making attempt to gain
the unauthorized access of Virtual Reality devices using
various attacks. As Virtual Reality devices usage has an effect
on their usage. In order to protect the security and integrity of
Virtual Reality devices several new security measures,
protocols and firewalls need to developed and deployed
effectively to challenge unauthorized access.
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Abstract- Cloud computing means storing and
accessing the data and programs on remote servers that
are hosted on the internet instead of the computer’s
hard drive or local server. Cloud computing is also
referred to as Internet-based computing, it is a
technology where the resource is provided as a service
through the Internet to the user. The data which is
stored can be files, images, documents, or any other
storable document. Cloud computing has taken its place
all over the IT industries. It is an on-demand internet-
based computing service that provides the maximum
result with minimum resources cloud computing
provides a service that does not require any physical
close to the computer hardware. Cloud Computing is a
product of grid, distributed, parallel, and ubiquitous
computing. This paper introduces the concepts, history
pros, and cons of cloud computing. Now coming to 10T,
it can be any device equipment, or object which
connects us with the cloud using the internet or with
another device that is connected. It has sensors,
processing ability, software, and many technologies
which can be used to share and fetch data or
information with other devices and servers over the
internet. Nowadays big companies are using cloud
services for storing their data because it is easy to
manage their data easily without any additional costs.

I. INTRODUCTION
In cloud computing, Cloud Computing concept has
emerged from the distributed software architecture. Cloud
computed technology is aimed to provide hosted services
over the internet. In recent years, cloud computing in
Information Technology has given rise to various new user

A »..r"

cLouo
COMPUTING

Dept. of Computer Science,
P.B.Siddhartha College of Arts &
Science,

Vijayawada, A.P, India.
Kavyasrii0143@gmail.com

Dept. of Computer Science,
P.B.Siddhartha College of Arts &
Science,
Vijayawada, A.P, India.
Kavyasrii0143@gmail.com

communities and markets [1]. Cloud computing is an on-
demand service, through internet different servers physical
and virtual. It is more hosted at remote data and managed
by CSP.CSP provides some services subscription-based or
fees or bills according to usage or user.By using the cloud
we can get rid of purchasing, installing, and managing our
infrastructure. This makes it easy for an organization to
purchase and configure supporting hardware and make
them use enterprise applications within minutes. we can
scale capacity up and down according to response to spikes
and dips in traffic. Over the years, with the development in
Information Technology Industry, the demand for storing
and computing resources growing bigger in the
marketplace. [2]. Cloud Computing is a network-built
handling invention where information is provided to
customers on demand. Cloud Computing is a registering
phase for dissemination of advantages and assets that
involve structures, programming, applications,
introduction and commerce. Distributed computing is a
robotic supply of handling asset.

Il. RELATED WORK

There are several security risks to consider when making

the switch to cloud computing. Some of the top security

risks of cloud computing include:

Limited visibility into network operations

Malware

Compliance

Data Leakage

Inadequate due diligence

Data breaches

Poor application programming interface (API)

RISkS in Cloud Computing:

1. Limited visibility into network operations.
When moving workloads and assets to the cloud,
organizations forfeit a certain level of visibility into
network operations. This is because the responsibility
of managing some of the systems and policies shifts to
the cloud service provider. Depending on the type of
service model being used, the shift of responsibility
may vary in scope. As a result, organizations must be
able to monitor their network infrastructure without
the use of network- based monitoring and logging.
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Malware

By moving large amounts of sensitive data to an
internet-connected cloud environment, organizations
are opening themselves up to additional cyber threats.
Malware attacks are a common threat to cloud
security, with studies showing that nearly 90% of
organizations are more likely to experience data
breaches as cloud usage increases. As cybercriminals
continue to become increasingly savvy with their
attack.

Compliance

Data privacy is becoming a growing concern, and as a
result, compliance regulations and industry standards
such as GDPR, HIPAA, and PCI DSS are becoming
more stringent. One of the keys to ensuring ongoing
compliance is by overseeing who can access data and
what exactly they can do with that access. Cloud
systems typically allow for large-scale user access, so
if the proper security measures (ie. access controls)
aren’t in place, it can be difficult to monitor access
across the network.

Data Leakage

Data leakage is a growing concern for organizations,
with over 60% citing it as their biggest cloud security
concern. As previously mentioned, cloud computing
requires organizations to give up some of their control
to the CSP. This can mean that the security of some of
your organization’s critical data may fall into the hands
of someone outside of your IT department. If the cloud
service provider experiences a breach or attack, your
organization will not only lose its data and intellectual
property but will also be held responsible for any
resulting damages.

Inadequate due diligence

The move to the cloud should not be taken lightly.
Similar to a third-party vendor, when working with a
cloud service provider, it’s important to conduct
thorough due diligence to ensure that your
organization has a complete understanding of the
scope of work needed to successfully and efficiently
move to the cloud. In many cases, organizations are
unaware of how much work is involved in a transition
and the cloud service provider’s security measures are
often overlooked.

Inadequate due diligence

The move to the cloud should not be taken lightly.
Similar to a third-party vendor, when working with a
cloud service provider, it’s important to conduct
thorough due diligence to ensure that your
organization has a complete understanding of the
scope of work needed to successfully and efficiently
move to the cloud. In many cases, organizations are
unaware of how much work is involved in a transition
and the cloud service provider’s security measures are
often overlooked.
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7. Data breaches
One of the most impactful security risks the cloud
faces is the potential for a data breach. These are a
result of poor security measures that allow malicious
actors to gain access to sensitive data across cloud
servers. One breach could cost an organization
millions of dollars, alongside a blow to an
organization’s reputation and the potential for legal
liability.

8. Poor API
If the cloud has poor application program interfaces
(API), then servers run the risk of having data
unwillingly exposed. When it comes to API, malicious
actors will employ several strategies such as brute
force attacks and denial-of-service attacks in order to
weaken the integrity of the system.

Limited  visibility into
networkoperations

N

Malware

A

Compliance

A

Data Leakage

Inadequate due diligence

I

Data breaches

A

Poor API

Fig.1. various risks in cloud computing

I1l. PROPOSED WORK

We propose the following security methods to prevent
threats on Cloud Computing.

1. Security of Data:

This paper discusses the security of data in cloud
computing. It is a study of data in the cloud and aspects
related to it concerning security. The paper will go in to
details of data protection methods and approaches used
throughout the world to ensure maximum data protection
by reducing risks and threats. Availability of data in the
cloud is beneficial for many applications but it poses risks
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by exposing data to applications which might already have
security loopholes in them.

2. Insufficiency of Resources and Expertise:

Hiring the right Cloud talent is another common challenge
in cloud computing. There is a shortage of working security
professionals with the necessary qualifications in the
industry as the workloads are increasing, so are the number
of tools launched in the market. The Best Way to Bypass
Cloud Computing Skills Shortage Managed Cloud
Services.

3. Complete Governance over IT Services:

IT always doesn’t have full control over provisioning,
infrastructure delivery, and operation in this cloud-based
world. This has raised the complicacy of IT to offer
important compliance, governance, data quality, and risk
management.

4. Cloud Cost Management:

The Right Scale report revealed that for a few companies,
handling cloud spending has passed security as the biggest
cloud computing challenge. As per their anticipations,
organizations are ruining nearly 30% of the money they
invest in the cloud.

5. Dealing with Multi-Cloud Environments:

These days, maximum companies are not only working on
a single cloud. As per the Flexera 2023 State of the Cloud
Report, nearly 87% of the companies are following a multi-
cloud strategy and 72% already have their hybrid cloud
tactic that is combined with the public and private cloud.
Furthermore, organizations are utilizing five distinct public
and private clouds.

Security of data

b 4
Insufficiency of Resources and
Enterprise

v
Complete Governance ove
ITServices

!

Cloud Cost Management

I

Dealing with Multi-Cloud
Environments

Fig.2.various measures in cloud computing
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Algorithm:
1. Begin
2. ldentify Potential Fog Computing Security
Threats.

3. Focus on the most probable Threats that could
Harm Resources.

4. Determine Security Measures to protect
Resources.

5. Put in place Measures to Effectively Protect
Resources.

6. Assess the Level of Security to prevent
Unauthorized Access.

7. End.

IV. RESULT & ANALYSIS

Type of  Attacks | Percentage of
S. possible on  cloud | Vulnerability
No. computing before
implementing the
security Measures
Limited visibility
1 intonetwork 20
operations
2 Malware 30
3 Compliance 14
4 Data leakage 15
5 Inadequate due 10
diligence
Data Breaches 6
7 Poor API 5
Vulnerability before the
implementation of 100
proposedSecurity
Measures
Table 1.Types of possible Attacks on cloud
computing before implementing the Security
Measures

Type of Attacks passible on dend computing hefore
Iplementing the security Meaamres Percentage of
Nulowerabiliay

# 1 Lassatnd shuibility min
BTk oy slhan

"INMuwar

* 3 Complianes

® 4 Dt b age

** Inadeguate dae
Migmr

# 6 Dt I macheomn

Ve AT

Fig.3. Risks before implementing ofSecurity
Measures
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Type of Attacks
S.No. possible on cloud Perc(e;r]:tage
computing after Vulnerability
implementing the
security Measures
1  |Security of Data 10
Insufficiency of Resourcesand
2 Expertise 5
3 Com_plete Governance over IT 6
Services
4 Cloud Most Management )
5 Dealing with  Multi-Cloud 7
Environments
Vulnerability before the
implementation of proposed 30
Security Measures
Table 2. Types of possible Attacks on cloud
computing after implementing the Security
Measures

Vygw ol Attaeks pesele wn chaud computing abter imgplonserting
Mo weenr s Messnires Peroemtace of Velinerabibey

"l e e
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-6 ke W rertien
" Pew AIY
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Fig. 4. Risks after implementation of Security
Measures
After implement the proposed security measures we have
restricted most of the security threats from 100% to 30%.

V. CONCLUSION & FUTURE WORK

Even though several measures are implemented using
security protocols /firewalls which are unable to protect the
vulnerabilities of Fog Computing. Hackers/introduces are
continuously making attempts to gain the unauthorized
access of Fog Computing using various attacks. Fog
Computing devices usage has increased privacy and
security challenges will have an effect on their usage. In
order to protect the security and integrity of Fog Computing
several new security measures, protocols and firewalls
needs to developed and deployed effectively to challenge
unauthorized access.
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ABSTRACT: The Edge Computing Is Facing Many
Problems and Efforts Are Being Made to Overcome
Those Challenges. Hybrid Mobile Edge Computing Is
Introduced for The Mobile Devices to Overcome the
Limited Battery Issues and Performance Constraints in
The Devices. There Were Some Difficulties in The
Integrated Development Environment of The Edge
Computing, And to Overcome Those Problems, A
Container-Based Method is Introduced Which
Improves the Performance of The Coding Environment
In EC, And Also It Facilitates In-Place Debugging. An
EC Architecture Is Presented That Provides Local Data
Processing, Management, And Quick Reaction for The
Virtual lot Devices. With EC's Support, A Hybrid
Computing Framework Is Built and An Intelligent
Resource Scheduling Strategy to Fulfil the Real-Time
Requirements in Smart Manufacturing; Which Showed
Satisfactory Results. A Multi-Source Transmission
Protocol Is Presented to Counter Problems Such as The
Low Video Streaming and High Bandwidth Usage.

KEYWORDS: Evaluation, Streaming, Real, Resource,
Task, Edge, Smart, Computing, Internet, Mobile,
Remote, Container.
I. INTRODUCTION
One definition of edge computing is the use of any type
of computer program that delivers low latency nearer to the
requests. Karim arabi, in an IEEE DAC 2014 Keynote and
subsequently in an invited talk at MIT's MTL Seminar in
2015, defined edge computing broadly as all computing
outside the cloud happening at the edge of the network, and
more specifically in applications where real-time
processing of data is required. The term is often used as
synonymous with fog computing. This especially is quite
relevant for small deployments. However, when the
deployment size is large, e.g., for Smart Cities, fog
computing can be a distinct layer between the Edge and the
Cloud. Hence in such deployments, Edge layer is a distinct
layer too which has specific responsibilities. According
to The State of the Edge report, edge computing
concentrates on servers "in proximity to the last mile
network"”. Alex Reznik, Chair of the ETSI MEC ISG

Vijayawada, AP, India,
kolusuhepsiba@gmail.com
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standards committee, loosely defines the term by
essentially suggesting that anything that's not a traditional
data centre could be the 'edge’ for somebody.
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Edge nodes used for game streaming are known as game
lets, which are usually one or two hops away from the
client. Per Anand and Edwin say "the edge node is mostly
one or two hops away from the mobile client to meet the
response time constraints for real-time games' in the cloud
gaming context." Edge computing may
employ virtualization technology to make it easier to
deploy and run a wide range of applications on edge
servers. The world's data is expected to grow 61 percent to
175 zettabytes by 2025. According to research firm
Gartner, around 10 percent of enterprise-generated data is
created and processed outside a traditional centralized data
centre or cloud. By 2025, the firm predicts that this figure
will reach 75 percent.
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Il. RELATED WORK

In this section, we exemplify various Security Risks in
Edge Computing:
RISKS IN EDGE COMPUTING:

1.

Data storage, backup and protection risks:

Data stored at the edge, as already noted, lacks the
physical security protections usually found in data
centres. In fact, it might be possible to steal an entire
database simply by removing the disk from the edge
computing resource, or by inserting a memory stick to
copy information. Because edge computing facilities
often have limited local storage options, it might also
be difficult or even impossible to back up critical files,
which means if an incident occurs, there might not be
a backup copy to restore the database.

Password and authentication risks:

Edge computing resources are rarely supported by
local IT operations professionals who are security
conscious. In many cases, maintaining the edge
systems might be a part-time job assigned to several
people, and this situation encourages lax password
discipline, including accepting default passwords,
using simple passwords easily remembered, posting
notes with passwords for critical applications and
failure to change passwords often. Edge systems might
not employ strong authentication measures such as
multi-factor or two-stage authentication, again, for the
convenience of users and administrators.

Perimeter defence risk:

Because edge computing expands the IT perimeter, it
complicates perimeter defence overall. Edge systems
themselves might have to authenticate their
applications with partner applications in the data
centre, and the credentials for this are often stored at
the edge. That means a breach of edge security might
expose access credentials to data centre assets,
increasing the scope of the security
breach considerably. Because security tools might be
limited at the edge by architecture differences in
hosting, dealing with perimeter threats can be more
difficult.

Cloud computing risk:

Cloud computing remains the hottest topic in IT,
overall, so the risks associated with edge computing in
combination with cloud computing are particularly
important. What those risks are depends on the specific
relationship between edge and cloud — something that's
easy to lose track of, because different cloud software
platforms and services treat edge elements in different
ways. If the edge devices are simple controllers, as is
often the case, it can be difficult to give them secure
access to cloud resources and applications. That makes
the evaluation of cloud-to-edge connection, access
control and general security measures especially
important.
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Edge and 10T security risks:

Edge applications relating to IOT pose special security
risks because 10T devices are designed for low cost,
low power usage and deployment to areas often not
suitable for complex technology because of conditions
in the environment where they're deployed, such as
temperature and humidity, dust or vibration.

These risks include the following:

Use of specialized M2M protocols, which normally lack
sophisticated security features such as encryption; Wireless
interfaces such as Wi-Fi, which could be subject to hacking
or hijacking because of easy access to the area where the
Wi-Fi hubs are installed; and dependence on specialized
10T or industrial controllers as edge computing resources,
when these specialized devices are difficult for users to
upgrade with proper security software.

Data storage, backup and
protection risks

!

Password and authentication risks

v

Perimeter defence risks

v

Cloud computing risk

v

Edge and IOT security risks

Fig.1. Risks in Edge Computing

I1l. PROPOSED WORK

MEASURES TO OVERCOME FROM TO
SECURITY RISKS:

1.

Update and upgrade software:

Apply all software updates as soon as they are
available. Ideally, you should automate this. Cyber
criminals can engineer exploits almost as soon as a
patch is released. Many vendors offer update services
that help with automation; just be sure to use updates
delivered through protected links and to test them prior
to production release.

Limit and control account access:

Threat actors gather account credentials, so it’s
recommended that you start your program with a zero-
trust framework. Under this model, account privileges
are assigned sparingly only as users need them. Have
documented procedures for securely resetting
credentials or use a privileged access management tool
to automate credential management. Also, update your
on boarding and off boarding procedures to align with
a zero-trust approach.

ISBN: 978-81-968265-0-5

Proceedings of ICRICT-2024

Volume: 2 Page 142


https://www.techtarget.com/searchnetworking/tip/After-a-data-breach-occurs-follow-this-network-security-checklist
https://www.techtarget.com/searchnetworking/tip/After-a-data-breach-occurs-follow-this-network-security-checklist
https://www.techtarget.com/iotagenda/tip/5-IoT-security-threats-to-prioritize
https://www.techtarget.com/iotagenda/tip/5-IoT-security-threats-to-prioritize
https://searchcompliance.techtarget.com/tip/Regs-create-blueprint-for-industrial-controls-IoT-and-IIoT
https://searchcompliance.techtarget.com/tip/Regs-create-blueprint-for-industrial-controls-IoT-and-IIoT

L g
‘;,u.m "’\4 PARVATHANENI BRAHMAYYA(P.B.) ‘//‘a\

SIDDHARTHA COLLEGE OF ARTS & SCIENCE

VIJAYAWADA, ANDHRA PRADESH Wsm
/ Autonomous Since 1988 NAAC Accredited at ‘A+' (Cycle 1) ISO 9001:2015 Certified _____CiR‘HF‘EDl
3. Data Encryption: IV. RESULT & ANALYSIS
Encrypt data both in transit and at rest to protect it from _ _
unauthorized access. Use secure communication Typing of Attacks Possible
protocols such as TLS (Transport Layer Security) for S. | on Edge Computing before | Percentage of
data transmission. NO implementing the security | Vulnerability
measures
4. Formalize a disaster recovery plan: 1 Data storage, backup and 25
Your plan should start with business continuity and protection risks
address data protection, data restoration, offsite Password and
backups, system reconstitution, configurations and 2 authentication risks 27
logs. Remember, a DRP is not a static document; it i _
should be continuously reviewed and updated. 3 Perimeter defence risk 22
Building periodic reviews into your overall cyber P—
security risk management plan will help identify any 4 Cloud computing risk 16
gaps, ) 5 | Edge and 10T security risk 10
5. Privacy Protection:
In order to protect sensitive data, in edge computing, a Vulnerability before the
privacy- preserving algorithm may be run between the implementation of proposed 100
cloud server and the edge server or the end device and security measures
the edge server. Location Privacy In edge computing, Tablel. Types of possible Attacks on Edge computing
the location privacy mainly refers to the location before implementing the security measures
privacy of the edge device users.
Typing of Attacks Possible on Edge Computing before
Update and upgrade software implementing the Security Measures Percentage of
Vulnerability
v
Access Limit and control gl i
account ® 2 Passwored mnel
mthentrcation nisks
® 3 Pauneta defence sk
o Cload compatmz ik
# < Edge and [OT secuinty
Formalize a disaster recovery ek
+Dlan Fig.1. Risks before implementation security measures
Privacy Protection Typing of Attacks Possible Percentag
S. on Edge Computing before e of
Fig.2. Measures in Edge Computing NO implementing the security | Vulnerabi
measures lity
Algorithm: 1 Update and upgrade 10
1. Begin software
2. ldentify potential Edge Computing Security Threats. Limit and control account
3. Focus on the most probable Threats that could Harm 2 access 5
Resources. -
4. Determine Security Measures to protect Resources. 3 E:rtﬁ;?;gyptloz disaster 6
5. Put in place Measures to Effectively Protect 4 5
Resources. re(_:overy plan -
6. Asses the level of security to prevent Unauthorized > Privacy Protection 4
ACCESS. Vulnerability before the
7. End implementation of proposed security 30
measures
Table 2. Types of possible attacks on Edge
computing after implementing the security
measures
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Typing of Attacks Possible on Fdge Computing before
bnplementing the security measaresPercentage of
Vulnerabiliey

1 Update d upaade
softwae
= 2 Lot qond comtrod

sccount access

# 3 Data Encryphion

=4 Fornslze oo dessta
recovey plm

® 5 Privacy Progecton

Fig.2.Risk before implementation of security measures
of edge Computing

How Does Edge Computing Work?

Edge computing works by capturing and processing
information as close to the source of the data or desired
event as possible. It relies on sensors, computing devices
and machinery to collect data and feed it to edge servers or
the cloud. Depending on the desired task and outcome, this
data might feed analytics and machine learning systems,
deliver automation capabilities or offer visibility into the
current state of a device, system or product.

Real-Life Use Cases for Edge Computing

Edge Computing

cLoun DATA CENTER
1 '

Depending on how many of the 30 billion Internets of
Things (10T) devices forecast for global deployment by
2020 rely on the cloud, managing the deluge of loT-
generated data makes proper processing seem near
impossible. Traditional cloud computing has serious
disadvantages, including data security threats, performance
issues, and growing operational costs. Because most data
saved in the cloud has little significance and is rarely used,
it becomes a waste of resources and storage space.
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Why Edge Computing?

The most prominent benefit of edge computing is the
reduced latency. Taking an illustrative example below
(Figure 1) for a 5G network, one observes that it is possible
to reduce the latency significantly (factor of 2 to 10
depending on assumptions) with edge computing.

No Edge = -
Computing [RGell— JRR (R
{-%ims)

wm[dge foze i
lvnmn Stoticn | Computng

Edge enabler layer

The edge enabler layer provides Application Programming
Interfaces (APIs) for the application developers to leverage
edge capabilities. With this layer, the application
developers are able to locate, connect, and switch to the
most suitable application server on the edge network, and
to exploit the potential of the underlying 3GPP network in
optimizing the service.

50-80ms

UE 3GPP Core
Network

Edge Data Network

fepianon

Cliart [ Aspiicotion Server(s]
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After implement the proposed security measures we have
restricted most of the security threats from 100% to 30%.

V. CONCLUSION

IoT devices are gaining momentum from wearable’s to
vehicles to robots. As we are moving to a world with lots
and lots of data, and data processing the need of a faster
connection is becoming crucial. While a centralized data
centre or cloud for data management, processing and
storage has its limitations. Edge computing can provide an
alternative solution for this. But since the technology is still
in its immaturity, it is difficult to predict its success in
future. Even though, there will be more opportunities for
companies to test and set up this technology.
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ABSTRACT: In This Exploration of Blockchain's
Impact on Finance, We Dissect the Landscape,
Examining the Transformative Potential and
Associated  Challenges.  Delving into  Security
Considerations, Regulatory Compliance,
Interoperability, Scalability, And Privacy, This Article
Provides Insights into Fortifying Financial Systems
Against Risks. Discover Strategies to Harness the
Benefits of Blockchain While Navigating the Evolving
Regulatory Environment, Ensuring Security, And
Maintaining the Delicate Balance  Between
Transparency and Data Protection. This Article
Discusses Various Types of Attacks That Intruders or
Hackers Can Carry Out to Gain Unauthorized Access
Over Fog Computing Technologies. It Also Presents
Measures to Minimize These Attacks on Resources of
Blockchain Technologies In Finance. The Article
Conducts A Thorough Examination of The Likelihood
of Security Threats and Explores Various Ways to
Minimize the Risks of Hacking, Providing
Recommendations to Enhance Security.

I. INTRODUCTION

ENERGY is a natural resource that has been driving our
economy for the past few decades. Increasingly, as our
society becomes more digitalized and sophisticated, so does
our reliance on energy. For example, according to the “BP
Statistical Review of World Energy” [1], it was estimated
that global primary energy demand grew by 2.9% in 2018,
which is the fastest growth, since 2010. At the same time,
carbon emissions Manuscript received February 16, 2020;
revised May 21, 2020; accepted May 24, 2020. This work
was supported in part by the National Natural Science
Foundation of China under Grants 61972294 and 61932016
and in part by the Guangxi Key Laboratory of Trusted
Software under Grant kx202001. The work of Kim-Kwang
Raymond Choo was supported by the Cloud Technology
Endowed Professorship and National Science Foundation
CREST under Grant HRD-1736209. (Corresponding
author:Debiao He.) Jiabin Bao is with the Key Laboratory
of Aerospace Information Security and Trusted Computing
of Ministry of Education, School of Cyber Science and
Engineering, Wuhan University, Wuhan 430072, China,
and also with the Guangxi Key Laboratory of Trusted
Software, Guilin University of Electronic Technology,
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Guilin 541004, China. Debiao He is with the Key
Laboratory of Aerospace Information Security and Trusted
Computing of Ministry of Education, School of Cyber
Science and Engineering, Wuhan University, Wuhan
430072, China, and also with the Guangxi Key Laboratory
of Trusted Software, Guilin University of Electronic
Technology, Guilin 541004, China. Min Luo is with the
Key Laboratory of Aerospace Information Security and
Trusted Computing of Ministry of Education, School of
Cyber Science and Engineering, Wuhan University, Wuhan
430072, China. Kim-Kwang Raymond Choo is with the
Department of Information Systems and Cyber Security,
University of Texas at San Antonio, San Antonio, TX
78249 USA [1]. Distributed trading platform. from energy
use grew by 2.0%, which is reportedly the fastest expansion
for many years. The demand for natural gas has also
reportedly increased by 5.3%, one of its strongest growth
rates for over three decades. Coal demand (1.4%) also
increased for the second consecutive year, following three
years of decline. Growth in renewable energy (14.5%)
decreased slightly but it is still the world’s fastest-growing
energy source. Fossil fuels (nonrenewable energy) are
limited, and it has been estimated that they will run out in
the early 22nd century at the current rate of consumption
[2]. This shortage and the known environmental issues
associated with carbon emissions, have contributed to an
increased focus in explore alternative sources of energy,
most notable renewable energy sources such as solar and
wind energy. For example, householder owners can install
solar photovoltaic power generation system in their own
houses for self-use, and the surplus electricity can be
uploaded to the grid for financial rebates (i.e., consumers
becoming procurers—see also Fig. 1). One challenge
associated with such a trend is the management of the large,
dynamic number of procurers. Conventional grid generally
uses a centralized management system, which does not
scale well or is not suitable for managing the large number
of procurers. The cost of management and maintenance will
also be prohibitively high in a conventional centralized
management mode, in addition to the need to deal with
challenges due to different (or lack of common) standards,
and lack of mutual trust among participants. This
necessitates the design of an efficient, safe, fair, and
sustainable smart grid system. In addition, the increasing
use of electric cars will compound the challenge of future
smart grid system designs. Electric vehicles (EVs) are
growing rapidly, with global sales of more than 5.1 million
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EVsin 2018. It is estimated thatglobal sales of EVs 1937-
9234 © 2020 IEEE. Personal use is permitted, but
republication/redistribution requires IEEE permission.
Content is final as presented, with the exception of
pagination. 2 IEEE SYSTEMS JOURNAL Fig. 2.
Applications of block chain. will reach 23 million and
inventories will exceed 130 million by 2030 [3]. Existing
challenges include inadequate supporting infrastructure
(e.g., mobile and quick charging), as it is costly to uniformly
deploy basic charging facilities. Thus, this also reinforces
the importance of developing decentralized mobile
charging. Hence, we also need to consider management,
pricing, and privacy protection issues associated with the
decentralized mobile charging infrastructure. The carbon
emission trading system and green certificate trading system
are market mechanisms used to promote global greenhouse
gas emission reduction. Carbon trading enables trading
institutions that cannot reduce their emissions to
compensate by buying credits from others that meet their
targets. Green certificates, on the other hand, provide green
energy certificates to companies that use renewable energy
sources to generate electricity, giving them subsidies to sell
green energy. In the promotion of carbon emission trading
system and green certificate trading system, users need to
consider the safety, transparency and credit data registration
of participants in the trading process. The preceding
discussions emphasize the importance of decentralization,
one trait commonly associated with block chain [4]. In
recent years, the utility of block chain has explored in many
applications, such as data management [5], [6], healthcare
[71, [8], supply chain [9], Internet of Things (It) [10], [11],
software-defined networking [12], cyber security [13], [14],
etc. (see Fig. 2). Another popular application of block chain
is in the energy area [15], [16], partly due to its
underpinning  characteristics such as  anonymity,
decentralization, transparency, and reliability. As
mentioned above, as the energy sector becomes distributed,
there are many issues that need to be addressed, such as
distributed storage, control, management, trading, etc.
These problems cannot be solved by traditional energy
systems, while the features of block chain can provide
solutions. The practical utility is also evidenced by the
interest from major technology organizations, such as
Siemens (investments in block chain development), and
IBM (setting up a dedicated block chain lab to develop
block chain applications for various areas, including a
carbon tracking platform in China’s emissions-trading
system and a project with the European power system
operator, Tenet, to balance supply and demand for high-
voltage grids).

Il. RELATED WORK

Security risks and challenges of block chain:

1. Security Vulnerabilities:

Risk: Block chain's security is often lauded, but
vulnerabilities  exist, especially in  decentralized
applications (D-Apps) and smart contracts. Malicious
actors may exploit weaknesses in the code, leading to
significant financial losses.
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2. Regulatory Uncertainty:

Risk: The regulatory landscape for block chain is dynamic
and varies globally. Lack of clarity on compliance
standards can pose legal challenges for businesses, leading
to fines and operational disruptions.

3. Scalability Challenges:

Risk: As block chain networks grow, scalability becomes a
pressing concern. Increased transaction volumes may result
in slower processing times and higher fees, limiting the
technology's efficiency.

4. Smart Contract Risks:

Risk: Smart contracts, while automating processes, are
susceptible to coding errors, bugs, and vulnerabilities.
Exploitation of these weaknesses can lead to financial
losses and legal disputes.

5. Interoperability Challenges:

Risk: Lack of standardized protocols and interoperability
between different block chain platforms can hinder
seamless communication and asset transfer between
networks.

Security Vulnerabilities

4

Scalability Challenges

h 4
Regulatory Uncertainty

:

Smart Contract Risks

Y

Interoperability

Fig.1. various security risks in block chain.

I1l. PROPOSED WORK
MEASURES OF BLOCK CHAIN:
1. Use Cryptography:
Measure: Utilize robust cryptographic algorithms to secure
transactions and data on the block chain. Encryption
techniques, such as public-key cryptography, play a crucial
role in maintaining the integrity and confidentiality of
information.

2. Maintain Consensus Mechanisms:

Measure: Choose an appropriate consensus mechanism
based on the specific requirements of the block chain
network. While proof-of-work is known for its security, it
can be energy-intensive. Alternatives like proof-of-stake
and delegated proof-of-stake offer energy efficiency and
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scalability. Tailor the consensus mechanism to balance
security, decentralization, and efficiency.

3. Conduct Smart Contract Auditing:

Measure: Before deploying smart contracts on the block
chain, conduct thorough audits to identify and rectify
potential vulnerabilities and bugs. Collaborate with
experienced smart contract auditors to ensure the reliability
and security of the code.

4. Regular Network Upgrades are required:

Measure: Keep the block chain protocol up-to-date by
implementing regular network upgrades. This ensures that
the network can adapt to changing security requirements,
incorporate new features, and address any identified
vulnerabilities.

Measure: Maintain a decentralized network architecture to
prevent single points of failure and enhance the security
and resilience of the block chain. Avoid concentration of
control in a few nodes or entities, promoting a distributed
and democratic network.

5. Decentralization of resources is required:

Measure: Maintain a decentralized network architecture to
prevent single points of failure and enhance the security
and resilience of the block chain. Avoid concentration of
control in a few nodes or entities, promoting.

Maintain
consensus

Measures

Conduct
smart

.. contrac
Decentralization

of resources

Fig.2. Various Measures of Block chain

Algorithm:

1. Begin

2. ldentify Potential Block chain in threats.

3. Focus on the most probable Threats that could Harm
resources.

4. Determine security measures to protect resources.

5. Put in place measures to effectively protect
resources.
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6. Assessthe Level of Security to prevent Unauthorized
Access.
7. End

Identify Potential threads in using
Block chain in threads.

v

Focus on the most probable Threats
that could Harm Resources.

v

Determine Security Measures to
protect Resources.

\

Put in place Measures to Effectively
Protect Resources.

!

Assess the Level of Security to
prevent Unauthorized Access.

Fig. 3. Procedure to safeguard the resources
of securing threads.

IV. RESULT & ANALYSIS

Types of Attacks possible on Percenta
SN Block Chain Technology before ge of
.No . . .
implementing the security Vulnerab
Measures ility
1 Security Vulnerabilities 17
2 Regulatory Uncertainty 19
3 Scalability Challenges 22
4 Smart Contract Risks 16
5 Interoperability Challenges 26
Vulnerability before the implementation 100
of proposed Security Measures
Table 1. Types of possible Attacks on Block Chain
before implementing the Security Measures.
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Types of Attadks possible om Block dhnim Technology before
tmplemnenting the secursty Measures

® 1 Secunty Vulnerabditie

= ) Regudatory Uncertaimty

3 Scalabadity Challerges

u 4 Sman Cantract Rigks

m > N S Interoperabfity
A > Challe

Fig. 4. Types of possible Attacks on Block Chain
beforelmplementing the Security Measures

Types of Attacks possible on Percenta
Block Chain Technology after ge of
S.No . . .
implementing the security Vulnerab
Measures ility
1 Security Vulnerabilities 5
2 Regulatory Uncertainty, 8
3 Scalability Challenges 4
4 Smart Contract Risks 5
5 Interoperability Challenges 6
Vulnerability before the implementation
- 28
of proposed Security Measures
Table 2. Types of possible Attacks on Block Chain
After implementing the Security Measures.

trpenod athacks pastbe oo Mash disis recnala gy wba
Inpdesirmting Bieseawits meaan e

Fig.5. types of attacks possible on block chain
technology after implementing the security measures

After implement the security measures we have restricted
most of the security risks from 100% to 35%.

V. CONCLUSION & FUTURE WORK

Even though several security measures are implemented
using several protocols/firewalls which are unable to protect
the vulnerabilities of block chain. Hackers/introduces are
continuously making attempt to gain the unauthorized
access of block chain using various attacks as block chain
usage has increased privacy and security challenges will
have an effect on their usage. In order to protect the security

SIDDHARTHA COLLEGE OF ARTS & SCIENCE

NAAC Accredited at '‘A+' (Cycle 111)

{/:é\

Y Y v

Koo

+ISO=T

IS0 9001:2015 Certified L ~CERTIFIED!

and integrity of block chain several new security measures,
protocols and firewalls need to developed and deployed
effectively to challenge unauthorized access.
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